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Preface

DevOps is part of almost every discussion in the project team, sales team, customer
engagements, and so on. Yes, it is a Culture but customers are asking for Proof of Concepts
of automation that can be utilized in the Application Life Cycle Management. Even though
DevOps is in early stage and it is about changing the existing culture that invites resistance,
still it is wise to follow what Socrates said:

"The secret of change is to focus all your energy not on fighting the old, but on building the new.”

The reason behind the culture shift is to keep pace with evolution with ongoing revolution,
innovations, and business demands in the highly dynamic and competitive market.

Main objective is to manage frequent releases effectively. The faster you fail, the faster you
recover. To fail early is far better than to fail at the end of the phase where roll back is very
difficult. By automating repetitive processes, you standardized the management of
application lifecycle and avoid error prone manual processes.

In this book, we will cover all the key components of DevOps such as Continuous
Integration, Cloud Computing, Configuration Management, Continuous Delivery, and
Continuous Deployment; how to automate build integration, provision resources in cloud
environment such as AWS and Microsoft Azure, use containers for application deployment,
use Chef configuration management tool to set up runtime environment for application
deployment; deploying web application into virtual machines configured with Chef, AWS
Elastic Beanstalk, Microsoft Azure Web Apps, and Docker containers; application
monitoring with Nagios, New Relic, and Native Cloud Monitoring features as well.

For Continuous Integration, we have used Jenkins 2. Orchestration of end to end
automation is managed by Pipeline.

Jenkins 2 is aimed to claim Continuous Delivery space also. It brings a new setup
experience and interesting Ul improvements, and Pipeline as code while maintaining
backward compatibility with existing Jenkins installations.
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What this book covers

Chapter 1, Getting Started—DevOps Concepts, Tools, and Technologies, gives insights into
DevOps movement, challenges for developers team, challenges for operations team,
challenges faced by organizations, waterfall and agile model, importance of collaboration,
cloud computing, reason to go for DevOps, benefits of DevOps, DevOps lifecycle, build
automation, continuous integration and its best practices, configuration management,
continuous delivery and continuous deployment and its best practices, continuous
monitoring, and continuous feedback. It also covers an overview of code repositories,
Maven, Jenkins 2.0, Chef, AWS, Microsoft Azure, Docker, Nagios, Hygieia DevOps
Dashboard, overview of Sample JEE application.

Chapter 2, Continuous Integration with Jenkins 2, describes in details on overview of
continuous integration, Jenkins 2.0 installation, Java and Maven configuration in Jenkins,
creating and configuring build job for Java application with Maven, Dashboard View
plugin, managing nodes, email notifications based on build status, and Jenkins and Sonar
integration

Chapter 3, Building the Code and Configuring the Build Pipeline, covers built-in delivery
pipelines using a domain-specific language (DSL), Build Pipeline plugin, deploying a WAR
file in the web server.

Chapter 4, Installing and Configuring Chef, gives insight on Chef configuration management
tool, hosted Chef, installing and configuring Chef workstation, and converging Chef node
using Chef workstation.

Chapter 5, Installing and Configuring Docker, covers overview of Docker container,
understanding difference between virtual machines and containers, installation and
configuration of Docker on CentOS, creating the first Docker container, and managing
containers.

Chapter 6, Cloud Provisioning and Configuration Management with Chef, gives insight into
Chef and cloud provisioning, installing knife plugins for Amazon Web Services and
Microsoft Azure, and creating and configuring virtual machine in Amazon Web Services
and Microsoft Azure.

Chapter 7, Deploying Application in AWS, Azure, and Docker, covers prerequisites—to deploy
application on Remote Server, use tomcat manager app, deploying application in Tomcat
Docker container, deploying application in AWS Elastic Beanstalk, and deploying
application in Microsoft Azure web apps.

[2]
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Chapter 8, Monitoring Infrastructure and Applications, provides overview of monitoring,
Nagios monitoring tool and quick start on it, installation of Nagios, configuring monitoring
of AWS EC2 instance, AWS Elastic Beanstalk monitoring, Microsoft Azure web app service
monitoring, Microsoft Azure application insights, and monitoring web application and
Tomcat server with New Relic.

Chapter 9, Orchestrating Application Deployment, describes in detail how to orchestrate
different build jobs for continuous integration, configuration management, continuous
delivery and so on. It will cover creating parameterized build jobs for end to end
automation, configuring Build Pipeline for Orchestration of Build Job, executing Build
Pipeline for Application Deployment Automation, Steps for Deployment in Amazon Elastic
Beanstalk (Platform as a Service), Steps for Deployment in Microsoft Azure Web Apps
(Platform as a Service), steps to implement end to end automation in Visual Studio Team
Server and TFS online for Continuous Integration, Continuous Delivery and Continuous
Deployment, and Steps for Deployment in Docker containers. It also gives a brief
introduction on Hygieia—DevOps Dashboard and how to run it.

What you need for this book

This book assumes that you are familiar with at least java programming language.
Knowledge of core java and JEE is essential considering this book to gain better insight.
Having a strong understanding of deployment of a web application in application server
such as tomcat will help you to understand the flow quickly.

As application development lifecycle will cover lot of tools in general; it is essential to have
some knowledge of repositories such as svn, git and so on. IDE tools such as Eclipse; build
tools such as ant and maven. Knowledge of code analysis tools will make job easier in
configuration and integration, however it is not extremely vital to perform exercises given
in the book. Most of the configuration steps are mentioned clearly.

You will be walked through the steps required to install Jenkins 2, Chef Configuration
Management tool. In order to be immediately successful, you will need administrative
access to a host that runs a modern version of Linux; CentOS 6.x is what will be used for
demonstration purposes. If you are a more experienced reader, then a recent release of
almost any distribution will work just as well (but you may be required to do a little bit of
extra work that is not outlined in the book). If you do not have access to a dedicated Linux
host, a virtual host (or hosts) running inside of virtualization software such as VirtualBox or
VMware workstation will work.

[3]
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For AWS and Microsoft Azure, you can use the free trial and one-month free access
respectively. Additionally, you will need access to the Internet to download plugins that
you do not already have, as well as an installation of the Jenkins 2.

Who this book is for

This book is especially aimed at technical readers. No prior experience with Continuous
Integration, Cloud Computing, Configuration Management, Continuous Delivery, and
Continuous Deployment is assumed. You may be novice or experienced with Continuous
Integration tools such as Jenkins, Atlassian Bamboo, and so on. In any case, if you may want
to bring the visualization of end to end automation to the reality and actually see:

e How to can you extend Continuous Integration to integrate with Configuration
Management tools

e How to provision resources in AWS and Microsoft Azure Environment
e How to deploy Web Application in the different Cloud Environments

This book covers Continuous Integration, Cloud Computing, Configuration Management,
Continuous Delivery, and Continuous Deployment for Sample Spring based application.
The main objective is to see end to end automation and implement it one technology stack
that can be extended further based on the understanding.

Additionally, different Cloud service models such as PaaS and Iaa$S of different Cloud
Service Providers such as AWS and Microsoft Azure has been used. Docker containers are
also used for application deployment. Infrastructure Monitoring with Nagios, Application
Monitoring with New Relic, and native Monitoring features provided by AWS and
Microsoft Azure are also covered.

Conventions

In this book, you will find a number of text styles that distinguish between different kinds
of information. Here are some examples of these styles and an explanation of their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLSs, user input, and Twitter handles are shown as follows: "Now let's
edit the pom.xml file."

[4]
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A block of code is set as follows:

echo 'Hello from Pipeline Demo'
stage 'Compile'
node {
git url: 'https://github.com/mitesh51/spring-petclinic.git'
def mvnHome = tool 'Maven3.3.1'
sh "${mvnHome}/bin/mvn -B compile"

}

When we wish to draw your attention to a particular part of a code block, the relevant lines
or items are set in bold:
<role rolename="manager-gui'"/>

<role rolename="manager-script"/>
<user username="admin" password="cloud@1l23" roles="manager-script" />

New terms and important words are shown in bold. Words that you see on the screen, for
example, in menus or dialog boxes, appear in the text like this: "Go to Advanced Project

Options."

Warnings or important notes appear in a box like this.

Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about this
book—what you liked or disliked. Reader feedback is important for us as it helps us
develop titles that you will really get the most out of. To send us general feedback, simply
e-mail feedback@packtpub.com, and mention the book's title in the subject of your
message. If there is a topic that you have expertise in and you are interested in either
writing or contributing to a book, see our author guide at www.packtpub.com/authors.

[5]
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Customer support

Now that you are the proud owner of a Packt book, we have a number of things to help you
to get the most from your purchase.

Downloading the example code

You can download the example code files for this book from your account at http: //www.p
acktpub. com. If you purchased this book elsewhere, you can visit http://www.packtpub.c
om/support and register to have the files e-mailed directly to you.

You can download the code files by following these steps:

Log in or register to our website using your e-mail address and password.
Hover the mouse pointer on the SUPPORT tab at the top.

Click on Code Downloads & Errata.

Enter the name of the book in the Search box.

Select the book for which you're looking to download the code files.
Choose from the drop-down menu where you purchased this book from.
Click on Code Download.

NSOk

Once the file is downloaded, please make sure that you unzip or extract the folder using the
latest version of:

e WinRAR /7-Zip for Windows
e Zipeg /iZip / UnRarX for Mac
e 7-Zip [/ PeaZip for Linux

The code bundle for the book is also hosted on GitHub at https://github.com/PacktPubl
ishing/DevOps-for-Web-Development. We also have other code bundles from our rich
catalog of books and videos available at https://github.com/PacktPublishing/. Check
them out!

Downloading the color images of this book

We also provide you with a PDF file that has color images of the screenshots/diagrams used
in this book. The color images will help you better understand the changes in the output.
You can download this file from https://www.packtpub.com/sites/default/files/down
loads/DevOpsforWebDevelopment_ColorImages.pdf.

[6]
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Preface

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books—maybe a mistake in the text or the
code—we would be grateful if you could report this to us. By doing so, you can save other
readers from frustration and help us improve subsequent versions of this book. If you find
any errata, please report them by visiting http://www.packtpub.com/submit-errata,
selecting your book, clicking on the Errata Submission Form link, and entering the details
of your errata. Once your errata are verified, your submission will be accepted and the
errata will be uploaded to our website or added to any list of existing errata under the
Errata section of that title.

To view the previously submitted errata, go to https://www.packtpub.com/books/conten
t/support and enter the name of the book in the search field. The required information will
appear under the Errata section.

Piracy

Piracy of copyrighted material on the Internet is an ongoing problem across all media. At
Packt, we take the protection of our copyright and licenses very seriously. If you come
across any illegal copies of our works in any form on the Internet, please provide us with
the location address or website name immediately so that we can pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected pirated
material.

We appreciate your help in protecting our authors and our ability to bring you valuable
content.

Questions

If you have a problem with any aspect of this book, you can contact us
at questions@packtpub.com, and we will do our best to address the problem.
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Getting Started — DevOps
Concepts, Tools, and
Technologies

“The first rule of any technology used in a business is that automation applied to an
efficient operation will magnify the efficiency. The second is that automation applied to an
inefficient operation will magnify the inefficiency.”

-Bill Gates

DevOps is not a tool or technology; it is an approach or culture that makes things better.
This chapter describes in detail how DevOps solves different problems of the traditional
application—delivery cycle. It also describes how it can be used to make development and
operations teams efficient and effective in order to make time to market faster by improving
culture. It also explains key concepts essential for evolving DevOps culture.

You will learn about the DevOps culture, its lifecycle and key concepts, and tools,
technologies, and platforms used for automating different aspects of application lifecycle
management.

In this chapter, we will cover the following topics:

¢ Understanding the DevOps movement

¢ The DevOps lifecycle—it's all about “continuous”
e Continuous integration

¢ Configuration management
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Continuous delivery/continuous deployment

Continuous monitoring
Continuous feedback

Tools and technologies
e Overview of a sample Java EE application

Understanding the DevOps movement

Let's try to understand what DevOps is. Is it a real, technical word? No, because DevOps is
not just about technical stuff. It is also neither simply a technology nor an innovation. In
simple terms, DevOps is a blend of complex terminologies. It can be considered as a
concept, culture, development and operational philosophy, or a movement.

To understand DevOps, let's revisit the old days of any IT organization. Consider there are
multiple environments where an application is deployed. The following sequence of events
takes place when any new feature is implemented or bug fixed:

1. The development team writes code to implement a new feature or fix a bug. This
new code is deployed to the development environment and generally tested by
the development team.

2. The new code is deployed to the QA environment, where it is verified by the
testing team.

3. The code is then provided to the operations team for deploying it to the
production environment.

4. The operations team is responsible for managing and maintaining the code.

Let's list the possible issues in this approach:

¢ The transition of the current application build from the development
environment to the production environment takes weeks or months.

¢ The priorities of the development team, QA team, and IT operations team are
different in an organization and effective, and efficient co-ordination becomes a
necessity for smooth operations.

¢ The development team is focused on the latest development release, while the
operations team cares about the stability of the production environment.

¢ The development and operations teams are not aware of each other's work and
work culture.

[91
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¢ Both teams work in different types of environments; there is a possibility that the
development team has resource constraints and they therefore, use a different
kind of configuration. It may work on the 1ocalhost or in the dev environment

¢ The operations team works on production resources and there will, therefore, be
a huge gap in the configuration and deployment environments. It may not work
where it needs to run - in the production environment.

¢ Assumptions are key in such a scenario, and it is improbable that both teams will
work under the same set of assumptions.

¢ There is manual work involved in setting up the runtime environment and
configuration and deployment activities. The biggest issue with the manual
application—deployment process is its nonrepeatability and error-prone nature.

¢ The development team has the executable files, configuration files, database
scripts, and deployment documentation. They provide it to the operations team.
All these artifacts are verified on the development environment and not in
production or staging.

¢ Each team may take a different approach for setting up the runtime environment
and the configuration and deployment activities, considering resource constraints
and resource availability.

e In addition, the deployment process needs to be documented for future usage.
Now, maintaining the documentation is a time-consuming task that requires
collaboration between different stakeholders.

¢ Both teams work separately and hence there can be a situation where both use
different automation techniques.

¢ Both teams are unaware of the challenges faced by each other and hence may not
be able to visualize or understand an ideal scenario in which the application
works.

e While the operations team is busy in deployment activities, the development
team may get another request for a feature implementation or bug fix; in such a
case, if the operations team faces any issues in deployment, they may try to
consult the development team, who are already occupied with the new
implementation request. This results in communication gaps, and the required
collaboration may not happen.

e There is hardly any collaboration between the development team and the
operations team. Poor collaboration causes many issues in the application's
deployment to different environments, resulting in back-and-forth
communication through e-mail, chat, calls, meetings, and so on, and it often ends
in quick fixes.

[10]
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¢ Challenges for the development team:
¢ The competitive market creates on-time delivery pressure.

¢ They have to take care of production-ready code management and
new feature implementation.

¢ The release cycle is often long and hence the development team has
to make assumptions before the application deployment finally
takes place. In such a scenario, it takes more time to fix the issues
that occurred during deployment in the staging or production
environment.

e Challenges for the operations team:
¢ Resource contention: It's difficult to handle increasing resource
demands

¢ Redesigning or tweaking: This is needed to run the application in
the production environment

¢ Diagnosing and rectifying: They are supposed to diagnose and
rectify issues after application deployment in isolation

DevOps with the changing times

Time changes everything. In the modern era, customers expect and demand extremely
quick response, and we need to deliver new features continuously to stay in business. Users
and customers today have rapidly changing needs; they expect 24/7 connectivity and
reliability and access services over smartphones, tablets, and PCs. As software product
vendors—irrespective of whether in the development and/or operations—organizations
need to push updates frequently to satisfy customers' needs and stay relevant. In short,
organizations are facing the following challenges:

[11]
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A change in the behavior of customers or market demand affects the development process.

The waterfall model

The waterfall model follows sequential application design process for software
development. It comes with good control but lacks revisions. It is a goal based development
but without any scope of revision. The waterfall model has long been used for software

development:
Analysis

[12]
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It has its advantages, as follows:

¢ Easy to understand

¢ Easy to manage—the input and output of each phase is defined
e Sequential process—order is maintained

¢ Better control

However, it is only useful in scenarios where requirements are predefined and fixed. As it is
a rigid model with a sequential process, we can't go back to any phase and change things. It
has its share of disadvantages, as follows:

¢ No revision
¢ No outcome or application package until all phases are completed

Not possible to integrate feedback until all phases are completed

Not suitable for changing requirements

Not suitable for long-term and complex projects

The agile model

Inefficient estimation, long time to market, and other issues led to a change in the waterfall
model, resulting in the agile model. Agile development or the agile methodology is a
method of building an application by empowering individuals and encouraging
interactions, giving importance to working software, customer collaboration—using
feedback for improvement in subsequent steps—and responding to change in an efficient
manner. It emphasizes customer satisfaction through continuous delivery in small
interactions for specific features in short timelines or sprints.

[13]
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The following diagram illustrates the working mechanism of agile:

74dANN\
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Requirement
Analysis

Requirement
Analysis

Design Design

Development Development

Deployment Deployment

Working Application with Some Working Application with Some

Features and Feedback Features and Feedback

One of the most attractive benefits of agile development is continuous delivery in short time
frames or, in agile terms, sprints. Now, it is not a one-time deployment, but multiple
deployments. Why? After each sprint, a version of the application with some features is
ready for showcasing. It needs to be deployed in specific environments for demonstration,
and thus, deployment is no longer a one-time activity.

It is very essential from an organization's perspective to meet changing demands of
customers. To make it more efficient, communication and collaboration between all cross-
functional teams is essential. Many organizations have adopted the agile methodologies.

[14]
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In such a case, traditional manual deployment processes work as speed barriers for
incremental deployments. Hence, it is necessary to change other processes as well along
with a change in the application development methodology. One key can't be used for all
locks; similarly, the waterfall model is not suitable for all projects. We need to understand
that agile is customer focused and feedback is vital. Changes happen based on customer
feedback, and release cycles may increase. Just imagine a scenario where inputs are high but
input processing is slow. Consider an example of a shoe company where one department
prepares shoes and another department works on final touches and packaging. What would
happen if the packaging process were slow and inefficient? Shoes would pile up in the
packaging department. Now let's add a twist to this situation. What if the shoe-making
department brings new machines and improves the process of making shoes? Let's say it
makes the shoe-making process two to three times faster. Imagine the state of the packaging
department. Similarly, cloud computing and DevOps have gained momentum, which
increases the speed of delivery and improves the quality of the end product. Thus, the agile
approach of application development, improvement in technology, and disruptive
innovations and approaches have created a gap between development and operations
teams.

Collaboration

DevOps attempts to fill these gaps by developing a partnership between the development
and operations teams. The DevOps movement emphasizes communication, collaboration,
and integration between software developers and IT operations. DevOps promotes
collaboration, and collaboration is facilitated by automation and orchestration in order to
improve processes. In other words, DevOps essentially extends the continuous
development goals of the agile movement to continuous integration and release. DevOps is
a combination of agile practices and processes leveraging the benefits of cloud solutions.
Agile development and testing methodologies help us meet the goals of continuously
integrating, developing, building, deploying, testing, and releasing applications. It provides
a mechanism for constant feedback from different teams and stakeholders. It also provides
transparency in the form of a platform for collaboration across teams, such as business
analysts, developers, and testers. In short, agile and DevOps are compatible and increase
each other's value.

[15]
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One of the most popular sayings is that practice makes a man perfect. What if that saying
were applied to a production-like environment? It is much easier to repeat the entire
process as there are no last minute—surprises, and most of the issues in deployment have
already been experienced and dealt with. The development team supports operational
requirements such as deploy scripts, diagnostics, and load and performance testing from
the beginning of the application—delivery lifecycle, and the operations team provides
knowledgeable support and feedback before, during, and after deployment. The remedy is
to integrate the testing, deployment, and release activities into the development process.
This is done by performing all activities multiple times and making then an ongoing part of
development so that by the time you are ready to release your system into production there
is little to no risk, because the deployment process has already been rehearsed on many
different environments in progressively more production-like environments.

Cloud computing — the disruptive innovation

A major challenge is managing the infrastructure for all environments. Virtualization and
cloud environments can help you get started with this. The cloud helps us overcome this
hurdle by providing flexible on-demand resources and environments. It provides
distributed access across the globe and helps in the effective utilization of resources. The
cloud provides a repository of software—tools that can be used on an on-demand basis. We
can clone environments and reproduce required versions as and when required. The entire
development, test, and production environments can be monitored and managed using the
facilities provided by cloud providers. With the advent of cloud computing, it is easy to
recreate every piece of infrastructure used by an application using automation. This means
that operating systems, OS configuration, runtime environments and configuration,
infrastructure configuration, and so forth can all be managed. In this wayj, it is easy to
recreate the production environment exactly in an automated fashion. Thus, DevOps on
cloud brings in the best-of-breed solution from both agile development and cloud solutions.
It helps in providing a distributed agile environment in the cloud, leading to continuous
accelerated delivery.

Why DevOps?

DevOps is effective because of new methodologies, automation tools, agile resources of
cloud service providers, and other disruptive innovations, practices, and technologies.
However, it is not only about tools and technology-DevOps is more about culture than tools
or technology alone.

[16]
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“Technology is just a tool. In terms of getting the kids working together and motivating
them, the teacher is the most important.”
-Bill Gates

There is an urgent need of a huge change in the way development and operations teams
collaborate and communicate. Organizations need to have a change in culture and have
long term business goals that include DevOps in their vision. It is important to establish the
pain points and obstacles experienced by different teams or business units and use that
knowledge for refining business strategy and fixing goals.

“People always fear change. People feared electricity when it was invented, didn't they?

People feared coal; they feared gas-powered engines... There will always be ignorance, and

ignorance leads to fear. But with time, people will come to accept their silicon masters.”
-Bill Gates

If we identify the common issues faced by different sections of an organization and change
the strategy to bring more value, then it makes sense. It can be a stepping stone in the
direction of DevOps. With old values and objectives, it is difficult to adopt any new path. It
is very important to align people with the new process first. For example, a team has to
understand the value of the agile methodology; else, they will resist using it. They might
resist it because they are comfortable with the old process. Hence, it is important to make
them realize the benefit as well as empowering them to bring about the change.

“Change is hard because people overestimate the value of what they have—and
underestimate the value of what they may gain by giving that up.”
-James Belasco and Ralph Stayer

Self-dependent teams bring out the best in them when they are empowered. We also need
to understand that power comes with accountability and responsibility. Cross-functional
teams work together and enhance quality by providing their expertise in the development
process; however, it is not an isolated function. Communication and collaboration across
teams makes quality way higher.

The end objective of the DevOps culture is continuous improvement. We learn from our
mistakes, and it becomes experience. Experience helps us identify robust design patterns
and minimize errors in processes. This leads to an enhancement of productivity, and hence,
we achieve new heights with continuous innovations.
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“Software innovation, like almost every other kind of innovation, requires the ability to
collaborate and share ideas with other people, and to sit down and talk with customers and
get their feedback and understand their needs.”

-Bill Gates

The benefits of DevOps

This diagram covers all the benefits of DevOps:

Automated deployments and

Automation to minimize manual, - . Business andIT
e nesc 10 standardized configuration e
ime consuming process to improve for di collaboration to ensure
end-user satisfaction I A agility

environments

-~
Transfor Faster delivery of new
Efficient use of resources with ! Egl; s{t}t o Agility features o resolution of
improved visibility, transparency i issues
into technology costs using Cloud
resources /’/’
: High-level of quality for
R 4 feature/function delivery

Collaboration, Management,
and security for the complete
application development
lifecycle management

High-Quality Automation
Better management of
underlying business processes

Better Redundancy /
Failover/Quick Continuous innovation because of

Recovery continuous development of new ideas

Collaboration among different stakeholders brings many business and technical benefits
that help organizations achieve their business goals.
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The DevOps lifecycle —it's all about
“continuous”

Continuous Integration (CI), Continuous Testing (CT), and Continuous Delivery (CD)
are significant part of DevOps culture. CI includes automating builds, unit tests, and
packaging processes while CD is concerned with the application delivery pipeline across
different environments. CI and CD accelerate the application development process through
automation across different phases, such as build, test, and code analysis, and enable users
achieve end-to-end automation in the application delivery lifecycle:

Continuous Continuous Integration

Feedback Develop
Feedback .
Cloud Provisioning

Continuous
Monitoring

Continuous Delivery /
Deployment

Deploy Configure |Configuration Management
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Continuous integration and continuous delivery or deployment are well supported by
cloud provisioning and configuration management. Continuous monitoring helps identify
issues or bottlenecks in the end-to-end pipeline and helps make the pipeline effective.

Continuous feedback is an integral part of this pipeline, which directs the stakeholders
whether are close to the required outcome or going in the different direction.

“‘Continuous effort —not strength or intelligence —is the key to unlocking our potential”

-Winston Churchill

The following diagram shows a mapping of different parts of an application delivery
pipeline with the toolset for Java web applications:

Development

* Feature / Bug
*\ersion Control

Continuous
Integration

>

. -
DevOps is a concept / culture 0 glt
dealing with Application
Development, Operations, and &« maven
Services. ];_v:é
* Integrate @ Jenkins
* Static Code Analysis -
¢ Unit Testing — Automated Test Execution
* Build Result Notifications —
* Automated provisioning and de- %
Configu ration provisioning of Infrastructure docker
Management |*SetRuntime Environment
Microsoft Azure Chef
Continuous
Delive / s Automated
ry Deployment
Deployment amazon
webservices”
—

We will use a sample Spring application throughout this book for demonstration purposes,
which is why the toolset is related to Java.
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Build automation

An automated build helps us create an application build using build automation tools such
as Apache Ant and Apache Maven. An automated build process includes the following
activities:

e Compiling source code into class files or binary files

e Providing references to third-party library files

¢ Providing the path of configuration files

¢ Packaging class files or binary files into WAR files in the case of Java
e Executing automated test cases

¢ Deploying WAR files on local or remote machines

¢ Reducing manual effort in creating the WAR file

Maven and Ant automate the build process and make it simple, repeatable, and less error
prone as it is a create-once-run-multiple-times concept. Build automation is the base of any
kind of automation in the application delivery pipeline:

Build Continuous Cloud
Assessment . . L
Automation Integration Provisioning

. _

Deployment Continuous Continuous Configuration
Orchestration Deployment Delivery Management
Continuous Continuous Continuous Continuous
Monitoring Feedback Improvement Innovation
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Build automation is essential for continuous integration and the rest of the automation is
effective only if the build process is automated. All CI servers, such as Jenkins, Atlassian,
and Bamboo use build files for continuous integration and creating their application-
delivery pipeline.

Continuous integration

What is continuous integration? In simple words, Cl is a software engineering practice
where each check-in made by a developer is verified by either of the following:

e Pull mechanism: Executing an automated build at a scheduled time

¢ Push mechanism: Executing an automated build when changes are saved in the
repository

This step is followed by executing a unit test against the latest changes available in the
source code repository:

Continuous Integration

Open Source or
Source Code Commercial

Repositories Continuous
Integration Server

* Automated Build Verification by continuously integrating code from code repository

* Continuousunit test execution and static code analysis to verify the code and functionalities,
Notification management on build status

* Continuous feedback and deployment into environment is the next step in the pipeline

== = >
< << <
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The main benefit of continuous integration is quick feedback based on the result of build
execution. If it is successful, all is well; else, assign responsibility to the developer whose
commit has broken the build, notify all stakeholders, and fix the issue.

Read more about CI at http://martinfowler.com/articles/continuous
Integration.html.

So why is CI needed? Because it makes things simple and helps us identify bugs or errors in
the code at a very early stage of development, when it is relatively easy to fix them. Just
imagine if the same scenario takes place after a long duration and there are too many
dependencies and complexities we need to manage. In the early stages, it is far easier to
cure and fix issues; consider health issues as an analogy, and things will be clearer in this
context.

Continuous integration is a development practice that requires developers to integrate code
into a shared repository several times a day. Each check-in is then verified by an automated
build, allowing teams to detect problems early.

Cl is a significant part and in fact a base for the release-management strategy of any
organization that wants to develop a DevOps culture.

Following are immediate benefits of CI:

e Automated integration with pull or push mechanism
e Repeatable process without any manual intervention
Automated test case execution

Coding standard verification

Execution of scripts based on requirement

Quick feedback: build status notification to stakeholders via e-mail

Teams focused on their work and not in the managing processes

Jenkins, Apache Continuum, Buildbot, GitLabCI, and so on are some examples of open
source CI tools. AnthillPro, Atlassian Bamboo, TeamCity, Team Foundation Server, and so
on are some examples of commercial CI tools.

[23]
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Best practices

We will now be looking at best practices that can be useful when considering a continuous
integration implementation:

Maintain a code repository such as Git or SVN.

Check-in third-party JAR files, build scripts, other artifacts, and so on into the
code repository.

Execute builds fully from the code repository: Use a clean build.

Automate the build using Maven or Ant for Java.

Make the build self-testing: Create unit tests.

Commit all changes at least once a day per feature.

Every commit should be built to verify the integrity of changes.

Authenticate users and enforce access control (authentication and authorization).
Use alphanumeric characters for build names and avoid symbols.

Keep different build jobs to maintain granularity and manage operations in a
better way. A single job for all tasks is difficult when trying to troubleshoot. It
also helps to assign build execution to slave instances, if that concept is supported
by CI server.

Backup the home directory of the CI server regularly as it contains archived
builds and other artifacts too, which may be useful in troubleshooting.

Make sure the CI server has enough free disk space available as it stores a lot of
build-related details.

Do not schedule multiple jobs to start at the same time, or use a master-slave
concept, where specific jobs are assigned to slave instances so that multiple build
jobs can be executed at the same time.

Set up an e-mail, SMS, or Twitter notification to specific stakeholders of a project
or an application. It is advisable to use customized e-mails for specific
stakeholders.

It is advisable to use community plugins.
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Cloud computing

Cloud computing is regarded as a groundbreaking innovation of recent years. It is
reshaping the technology landscape. With breakthroughs made in appropriate service and
business models, cloud computing has expanded to its role as a backbone for IT services.
Based on experience, organizations improved from dedicated servers to consolidation and
then to virtualization and cloud computing:

®

Cloud
Computing

Resource Utilization

Cloud
Server Consolidation
Dedicated Servers
Time
HIGH Cost, Complexity, and LOW

Management of Resources
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Cloud computing provides elastic and unlimited resources that can be
efficiently utilized at the time of peak load and normal load with a pay-
per-use pricing model. The pay-as-you-go feature is a boon for
development teams that have faced resource scarcity for years. It is
possible to automate resource provisioning and configuration based on
your requirements, which has reduced a lot of manual effort. For more
information, refer to NIST SP 800-145, The NIST Definition of Cloud
Computing at http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspec
ialpublication8-145.pdf.

It has opened various opportunities in terms of the availability of application—deployment
environments, considering three service models and four deployment models as shown in
the following diagram:

Broad Network . L Measured On-Demand
‘ Access ‘ ‘ Rapid Elasticity ‘ ‘ Service ‘ ‘ Self-Service ‘
Characteristics
l Resource Pooling
Cloud . .
Service Infrastructure as a J t Platform as a Service J L Software as a Service J
Models Service (IaaS) (PaaS) (SaaS)
Cloud e Publlc anate e Commumty J Hybnd '
Deployment Cloud \_(A:mid/_/)\ Cloud Cloud
Models \——\_/‘/ \—»\_/_/

There are four cloud deployment models, each addressing specific requirements:

e Public cloud: This cloud Infrastructure is available to the general public

e Private cloud: This cloud Infrastructure is operated for and by a single
organization

¢ Community cloud: This cloud infrastructure is shared by specific community
that has shared concerns

e Hybrid cloud: This cloud infrastructure is a composition of two or more cloud
models
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Cloud computing is pivotal if we want to achieve our goals of automation to inculcate
DevOps culture in any organization. Infrastructure can be treated similar to code while
creating resources, configuring them, and managing resources using configuration-
management tools. Cloud resources play an essential role in the successful adoption of
DevOps culture. Elastic, scalable, and pay-as-you-go resource consumption enables
organizations to use the same type of cloud resources in different environments. The major
problems in all the environments are inconsistency and limited capacity. Cloud computing
solves this problem as well as those of economic benefits.

Configuration management

Configuration management(CM) manages changes in the system or, to be more specific,
the server runtime environment. Let's consider an example where we need to manage
multiple servers with same kind of configuration. For example, we need to install Tomcat
on each server. What if we need to change the port on all servers or update some packages
or provide rights to some users? Any kind of modification in this scenario is a manual and,
if so, error-prone process. As the same configuration is being used for all the servers,
automation can be useful here. Automating installation and modification in the server
runtime environment or permissions brings servers up to spec effectively.

CM is also about keeping track or versions of details related to the state of specific nodes or
servers. It is a far better situation when we nee and update themselves. A centralized
change can trigger this, or nodes can communicate with the CM server about whether they
need to update themselves. CM tools make this process efficient when only changed
behavior is updated, and the entire installation and modification isn't applied again to the
server nodes.

There are many popular configuration management tools in the market, such as Chef,
Puppet, Ansible, and Salt. Each tool is different in the way it works, but the characteristics
and end goal are the same: to bring standardized behavior to the state changes of specific
nodes without any errors.
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Continuous delivery/continuous deployment

Continuous delivery and continuous deployment are used interchangeably more often
than not. However, there is a small difference between them. Continuous delivery is a
process of deploying an application in any environment in an automated fashion and
providing continuous feedback to improve its quality. Continuous deployment, on the
other hand, is all about deploying an application with the latest changes to the production
environment. In other words, we can say that continuous deployment implies continuous
delivery, but the converse isn't true:

= >

Continuous Integration

Open Source or
Source Code Commercial
Repositories Continuous
Integration Server

o

Continuous Delivery / Deployment
Infrastructure Setup Runtime
Provisioning in Environment with Deployment
Cloud Configuration Process
Environment Management tool
<< <

Production ready application by using automated process throughout application
lifecycle.
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Continuous delivery is significant because of the incremental releases after short spans of
implementation, or sprint in agile terms. To deploy a feature-ready application from
development to testing may include multiple iterations in a sprint due to changes in the
requirements or interpretation. However, at the end of a sprint, the final, feature-ready
application is deployed to the production environment. Like we discussed about having
multiple deployments in a testing environment even for a short span of time, it is advisable
to automate such a thing. Scripts to create infrastructure and runtime environments for all
environments are useful. It is easier to provision resources in such environments.

For example, to deploy an application in Microsoft Azure, we need the following resources:

e The Azure web app configured with specific types of resources
¢ A storage account to store BACPAC files to create the database

Then, we need to follow these steps:

1. Create a SQL Server instance to host the database.
2. Import BACPAC files from the storage account to create a new database.
3. Deploy the web application to Microsoft Azure.

In this scenario, we may consider to use a configuration file for each environment with
respect to naming conventions and paths. However, we need similar types of resources in
each environment. It is possible that the configuration of resources changes according to the
environment, but that can be managed in a configuration file for each environment.
Automation scripts can use configuration files based on the environment and create
resources and deploy an application into it. Hence, repetitive steps can be easily managed
by an automated approach, and this is helpful both in continuous delivery and continuous
deployment.
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Best practices for continuous delivery

The following are some common practices we should follow to implement continuous
delivery:

¢ Plan to automate everything in an application delivery pipeline: Consider a
situation where just a single commit only is required to deploy an application in
the target environment. It should include compilation, unit test execution, code
verification, notification, instance provisioning, setting up runtime environment,
and deployment. You must remember to automate:

¢ Repetitive tasks

e Difficult tasks
e Manual tasks

¢ Develop and test the newly implemented bug fixes in a production-like
environment; it is possible now with pay-per-use resources provided by cloud
computing.

e Deploy frequently in the development and test environments to gain experience
and consistency.

Continuous Delivery: Reliable Software Releases through Build, Test, and
EkpbyﬂwntAuhnnaﬁon:http://martinfowler.com/books/continuousDe
livery.html.

Continuous Delivery vs Continuous Deployment: http://continuousdelive
ry.com/21/8/continuous-delivery-vs—-continuous-deployment/.
Continuous Delivery versus Continuous Deploy: http://devops.com/215/1/

3/continuous-delivery-versus—-continuous—deploy/.

Continuous monitoring

Continuous monitoring is a backbone of end-to-end delivery pipeline, and open source
monitoring tools are like toppings on an ice cream scoop. It is desirable to monitor at almost
every stage in order to have transparency about all the processes, as shown in the following
diagram. It also helps us troubleshoot quickly.

[30]
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Getting Started — DevOps Concepts, Tools, and Technologies

Monitoring should be a well thought-out implementation of a plan and it should a part of
each of the component mentioned in the following diagram. Consider monitoring practices

for continuous integration to continuous delivery/deployment:

Continuous

Integration

Cloud
Provisioning

ontinuous Monitoring

Configuration
Management

Continuous Continuous

Delivery

Deployment

There is a likely scenario where end-to-end deployment is implemented in an automated
fashion but issues arise due to coding problems, query-related problems, infrastructure
related issues, and so on. We can consider different types of monitoring, as shown in the

following diagram:

* Response Times
* Service
Performance

* Database

= NoSQL
» Messaging
» Memory Caching

¢Log Analysis

Application Platform

Monitoring Monitoring
Log Infrastructure

Monitoring Monitoring

Server
s Storage
» Network
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Getting Started — DevOps Concepts, Tools, and Technologies

However, there is normally a tendency to monitor only infrastructure resources. The
question one must ask is whether it is enough or whether we must focus on other types of
monitoring as well. To answer this question, we must have a monitoring strategy in place in
the planning stage itself. It is always better to identify stakeholders, monitoring aspects, and
so on based on the culture and experience of an organization.

Continuous monitoring demystified: http://searchsecurity.techtarget.c
om/feature/Continuous-monitoring-demystified

Continuous feedback

Continuous feedback is the last important component in the DevOps culture and provides a
means of improvement and innovation. Feedback always provides improvement if it comes
from stakeholders who know what they need and how the outcome should be. Feedback
from the customer after deployment activities can serve as inputs to developers for
improvement, as shown in the following diagram, and its correct integration will make the
customer happy:

&

Continuous KEEP Feedback
CALM

AND MAKE

CUSTOMERS
q- - HAPPY
)

Continuous Cloud Configuration Continuous Continuous ..‘
— Integration Provisioning Management Delivery Deployment .

7 Customer

Organization
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Here, we are considering a situation where a feature implementation is provided to the
stakeholders and they provide their feedback. In the waterfall model, the feedback cycle is
very long and hence developers may not be aware about whether the end product is what
the customer asked for or whether the interpretation of what needs to be delivered was
changed somewhere. In agile or DevOps culture, a shorter feedback cycle makes a major
difference as stakeholders can actually see the result of a small implementation phase, and
hence, the outcome is verified multiple times. If customers are not satisfied, then feedback is
available at a stage where it is not very tedious to change things. In the waterfall model, this
would've been a disaster as feedback used to be received very late. With time and
dependencies, the complexity increases and changes in such situations takes a long time. In
addition to this, no one remembers what they wrote 2 months back. Hence, a faster
feedback cycle improves the overall process and connects endpoints as well as finding
patterns in mistakes, learning lessons, and using improved patterns. However, continuous
feedback not only improves the technical aspects of implementation but also provides a
way to assess current features and whether they fit into the overall scenario or there is still
room for improvement. It is important to realize that continuous feedback plays a
significant role in making customers happy by providing an improved experience.

Tools and technologies

Tools and technologies play an important role in the DevOps culture; however, it is not the
only part that needs attention. For all parts of the application delivery pipeline, different
tools, disruptive innovations, open source initiatives, community plugins, and so on are
required to keep the entire pipeline running to produce effective outcomes.

Code repositories — Git

Subversion is a version control system that is used to track all the changes made to files and
folders. Using this, you can keep track of the applications being built. Features added
months ago can also be tracked using the version code. It is all about tracking the code.
Whenever any new features added or new code made, it is first tested and then committed
by the developer. Then, the code is sent to the repository to track the changes, and a new
version is given to it. A comment can also be made by the developer so that other
developers can easily understand changes that were made. Other developers only have to
update their checkout to see the changes made.

[33]



Getting Started — DevOps Concepts, Tools, and Technologies

Advantages

The following are some advantages of using source code repositories:

e Many developers can work simultaneously on the same code

e If a computer crashes, the code can still be recovered as it had been committed in
the server

e If a bug occurs, the new code can be easily reverted to the previous version

Git is an open source distributed version control system designed to handle small to
enormous projects with speed and efficiency. It is easy to learn and has good performance.
It comprises a full-fledged repository and version control tracking capabilities independent
of a central server or network access. It was developed and designed by Linus Torvalds in
2005.

Characteristics

The following are some significant characteristics of Git:

e It provides support for nonlinear development
e It is compatible with existing systems and protocols
e [t ensures the cryptographic authentication of history

It has well-designed pluggable merge strategies

It consists of toolkit-based designs

It supports various merging techniques, such as resolve, octopus, and recursive
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Differences between SVN and Git

SVN and Git are both very popular source code repositories; however, Git is getting more
popular in recent times. Let's look at the major differences between them:

SUBVERSION GIT
(=2

REVERT
BRANCH

REMOTE REPOSITORY

CENTRAL REPOSITORY

only works when connected
and automatically uploads data

y——
[ —
e |

WORKING LOCAL
COPY REPOSITORY

]
WORKING
COPY

REVERT LOG STATUS

STATUS BRANCH MERGE BLAME

COMMIT

https://www.git-tower.com/learn/git/ebook/en/mac/appendix/from-subversion-to
-git
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Detailed description of Subversion and Git is illustrated in the following table:

Subversion Git

Centralized version control system Distributed version control system

Snapshot of a specific version of the Complete clone of a full-fledged repository is
project is available on the developer's available on the developer's machine

machine

Perform operations such as commit, Perform operations such as commit, merge, and
merge, blame, and revert and verifies blame and verifies branch and log from a local

branch and log from a central repository |repository, along with pull and push operation to a
remote repository if the developer needs to share
work with others

URLs are used for trunks, branches, or | .git is the root of projects, and commands are
tags: used to address branches and not URLs:
https://<URL/IP git@github.com:mitesh51/game-of-1life.qgit
Address>/svn/trunk/AntExamplel/

An SVN workflow: A Git workflow:

Active feature implementation
is developed within branches
subdirectories

History of all branches and tags
within the git directory

The latest stable release is

Feature Implementation is . o
: available within the master branch

finished

. Active feature implementation is
Featured branch subdirectory developed in separate branch

is merged into trunk

Featured branch subdirectory is
Featureed Branch subdirectory merged into trunk
is removed

Featureed Branch subdirectory is

Trunk-latest stable release of a R

project
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File changes are included in the next
commit

File changes have to be marked explicitly and only
then are they included in the next commit

Committed work is directly transferred to
the central repository, and hence, direct
connection to the repository must be
available

Committed work is not directly transferred to the
remote repository and committed to local repository,
and to share it with other developers, we need to
push it to the remote repository, in which case we
need a connection to the remote repository

Each commit gets ascending revision
numbers

Each commit gets commit hashes rather than
ascending revision numbers

Application directory:

SN
db
sre
test
toplink-rw
war

(%] build

| build.properties

= build

=| readme

[&] warfile

Application directory:

(it
gameoflife-acceptance
gameoflife-build
gamnecflife-core
gameoflife-deploy
gameoflife-web

=]

| infinitest.filters

2] pom
| README.markdown
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. svn directory structure: .git directory structure:
» 5N > git
Mame Name
pristine hooks
tmp info
_| entries logs
| format objects
2 we refs
| COMMIT_EDIT]
| config
| description
] HEAD
| index
| packed-refs
Short learning curve Long learning curve

Build tools — Maven

Apache Maven is a build tool with the Apache 2.0 license. It is used for Java projects and
can be used in a cross-platform environment. It can be also be used for Ruby, Scala, C#, and
other languages.

[38]
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The following are the important features of Maven:

Easy Build
process

Dependency

management:
central
repository of
JARs

Uniform Build
system

Features
of
Extensible - Maven Guidelines for

lugins i -

Ja\?a::fc:?is ItI:n Best Practices

. Development
languages

Simple
project setup
with Best

Consistent
usage across

all projects
[PIr Practices

A Project Object Model (POM) XML file contains information about the name of the
application, owner information, how the application distribution file can be created, and
how dependencies can be managed.

Example pom.xml file

The pom. xm1 file has predefined targets, such as validate, generate-sources, process-
sources, generate-resources, process-resources, compile, process-test-sources, process-test-
resources, test-compile, test, package, install, and deploy.

[39]
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The following is an example of a sample pom. xm1 file used in Maven:

<?xml version="1.0" encoding="UTF-8"?2>
<project xmlns="http://maven.apache.org/PoM/4.0.0" xmlns:xsi="http://www.w3.org/2001//ML.Schema-instance"” x=si:schemalocation="
http://maven.apache.crq/POM/4.0.0 http://maven.apache.org/maven-v4 0 0.xsd">

<modelversion>4.0.0</modelVersion> T

<groupIld>org.springframework. samples</groupIld>

<artifactId>spring-petelinie</artifactId>

<version>1.0.0-SNAPSHOT</version>

<nams>petclinic</nams>
<packaging>war</packaging>

<properties>
<depsndencies>
<!-- Maven plugin versions are mentioned in order to guarantee the build reproducibility in the long term ——>
<build>

<defaultGoalrinstall</defaultGoal>

<testResources>

<testResource>
<!-- declared explicitly so Spring config files can be placed next to their corresponding JUnit test class —->

<directory>${project.basedir}/src/test/java</directory>
</testResource>
<testResource>
<directory>${project.basedir}/src/test/resources</directory>
</testResource>
</testResources>
<plugins>

</build>
<reporting>

<url>demopetclinic</url>
</project>

Continuous integration tools — Jenkins

Jenkins was originally an open source continuous integration software written in Java
under the MIT License. However, Jenkins 2 an open source automation server that focuses
on any automation, including continuous integration and continuous delivery.

Jenkins can be used across different platforms, such as Windows, Ubuntu/Debian, Red
Hat/Fedora, Mac OS X, openSUSE, and FreeBSD. Jenkins enables users to utilize continuous
integration services for software development in an agile environment. It can be used to
build freestyle software projects based on Apache Ant and Maven 2/Maven 3. It can also
execute Windows batch commands and shell scripts.
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It can be easily customized with the use of plugins. There are different kinds of plugins
available for customizing Jenkins based on specific needs for setting up continuous
integration. Categories of plugins include source code management (the Git, CVS, and
Bazaar plugins), build triggers (the Accelerated Build Now and Build Flow plugins), build
reports (the Code Scanner and Disk Usage plugins), authentication and user management
(the Active Directory and GitHub OAuth plugins), and cluster management and distributed
build (Amazon EC2 and Azure Slave plugins).

acktpub.com/application-development/jenkins—essentials.

0 To know more about Jenkins please refer Jenkins Essentials https://www.p

Jenkins accelerates the software development process through automation:

Automated Build Status ALIETEED Automated
Build Test

B Notifications Execution Deployment

Key features and benefits

Here are some striking benefits of Jenkins:

¢ Easy install, upgrade, and configuration.

Supported platforms: Windows, Ubuntu/Debian, Red Hat/Fedora/CentOS, Mac
OS X, openSUSE, FreeBSD, OpenBSD, Solaris, and Gentoo.

¢ Manages and controls development lifecycle processes.

Non-Java projects supported by Jenkins: Such as .NET, Ruby, PHP, Drupal,
Perl, C++, Node.js, Python, Android, and Scala.

A development methodology of daily integrations verified by automated builds.
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e Every commit can trigger a build.

e Jenkins is a fully featured technology platform that enables users to implement CI
and CD.

¢ The use of Jenkins is not limited to CI and CD. It is possible to include a model
and orchestrate the entire pipeline with the use of Jenkins as it supports shell and
Windows batch command execution. Jenkins 2.0 supports a delivery pipeline that
uses a Domain-Specific Language (DSL) for modeling entire deployments or
delivery pipelines.

¢ The pipeline as code provides a common language-DSL-to help the development
and operations teams to collaborate in an effective manner.

e Jenkins 2 brings a new GUI with stage view to observe the progress across the
delivery pipeline.

e Jenkins 2.0 is fully backward compatible with the Jenkins 1.x series.

e Jenkins 2 now requires Servlet 3.1 to run.

* You can use embedded Winstone-Jetty or a container that supports Servlet 3.1
(such as Tomcat 8).

¢ GitHub, Collabnet, SVN, TFES code repositories, and so on are supported by
Jenkins for collaborative development.

¢ Continuous integration: Automate build and the test automated testing
(continuous testing), package, and static code analysis.

¢ Supports common test frameworks such as HP ALM Tools, JUnit, Selenium, and
MSTest.

¢ For continuous testing, Jenkins has plugins for both; Jenkins slaves can execute
test suites on different platforms.

e Jenkins supports static code analysis tools such as code verification by CheckStyle
and FindBug. It also integrates with Sonar.

¢ Continuous delivery and continuous deployment: It automates the application
deployment pipeline, integrates with popular configuration management tools,
and automates environment provisioning.

¢ To achieve continuous delivery and deployment, Jenkins supports automatic
deployment; it provides a plugin for direct integration with IBM uDeploy.

e Highly configurable: Plugins-based architecture that provides support to many
technologies, repositories, build tools and test tools; it has an open source CI
server and provides over 400 plugins to achieve extensibility.

e Supports distributed builds: Jenkins supports “master/slave” mode, where the
workload of building projects is delegated to multiple slave nodes.
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e It has a machine-consumable remote access API to retrieve information from
Jenkins for programmatic consumption, to trigger a new build, and so on.

e It delivers a better application faster by automating the application development
lifecycle, allowing faster delivery.

The Jenkins build pipeline (quality gate system) provides a build pipeline view of upstream
and downstream connected jobs, as a chain of jobs, each one subjecting the build to quality-
assurance steps. It has the ability to define manual triggers for jobs that require intervention
prior to execution, such as an approval process outside of Jenkins. In the following diagram
Quality Gates and Orchestration of Build Pipeline are illustrated:

Build Pipeline: Quality Gates and Orchestration
BuildJob 1 BuildJob 2 BuildJob 3 BuildJob 4
Git Jenkins 2 Jenkins2 Jenkins2
. Deployto Deployto
Jenkins 2 Sonar Envi Env2
WAR File
>
Repository | WARFile >
Automated> Manual >

Jenkins can be used with the following tools in different categories as shown here:

Language Java Net

Code repositories Subversion, Git, CVS, StarTeam | Subversion, Git, CVS, StarTeam

Build tools Ant, Maven NAnt, MS Build

Code analysis tools Sonar, CheckStyle, FindBugs, Sonar, CheckStyle, FindBugs,
NCover, Visual Studio Code NCover, Visual Studio Code
Metrics, PowerTool Metrics, PowerTool

Continuous integration |Jenkins Jenkins
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Continuous testing

Jenkins plugins (HP Quality
Center 10.00 with the QuickTest
Professional add-in, HP Unified
Functional Testing 11.5x and
12.0x, HP Service Test 11.20 and
11.50, HP LoadRunner 11.52 and
12.0x, HP Performance Center
12.xx, HP QuickTest Professional
11.00, HP Application Lifecycle
Management 11.00, 11.52, and
12.xx, HP ALM Lab
Management 11.50, 11.52, and
12.xx, JUnit, MSTest, and VsTest)

Jenkins plugins (HP Quality
Center 10.00 with the QuickTest
Professional add-in, HP Unified
Functional Testing 11.5x and
12.0x, HP Service Test 11.20 and
11.50, HP LoadRunner 11.52 and
12.0x, HP Performance Center
12.xx, HP QuickTest Professional
11.00, HP Application Lifecycle
Management 11.00, 11.52, and
12.xx, HP ALM Lab
Management 11.50, 11.52, and
12.xx, JUnit, MSTest, and VsTest)

service provider

(IaaS), traditional environment

Infrastructure Configuration management tool- [ Configuration management tool-
provisioning Chef Chef
Virtualization/cloud VMware, AWS, Microsoft Azure | VMware, AWS, Microsoft Azure

(TIaaS), traditional environment

Continuous
delivery/deployment

Chef/deployment plugin/shell
scripting/Powershell
scripts/Windows batch
commands

Chef/deployment plugin/shell
scripting/Powershell
scripts/Windows batch
commands

Configuration management tools — Chef

Software Configuration Management (SCM) is a software engineering discipline
comprising tools and techniques that an organization uses to manage changes in software
components. It includes technical aspects of the project, communication, and control of
modifications to the projects during development. It also called software control
management. It consists of practices for all software projects ranging from development to
rapid prototyping and ongoing maintenance. It enriches the reliability and quality of

software.
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Chef is a configuration management tool used to transform infrastructure into code. It
automates the building, deploying, and managing of the infrastructure. By using Chef,
infrastructure can be considered as code. The concept behind Chef is that of reusability. It
uses recipes to automate the infrastructure. Recipes are instructions required for
configuring databases, web servers, and load balances. It describes every part of the
infrastructure and how it should be configured, deployed, and managed. It uses building
blocks known as resources. A resource describes parts of the infrastructure, such as the
template, package, and files to be installed.

These recipes and configuration data are stored on Chef servers. The Chef client is installed
on each node of the network. A node can be a physical or virtual server.

As shown in the following diagram, the Chef client periodically checks the Chef server for
the latest recipes and to see whether the node is in compliance with the policy defined by
the recipes. If it is out of date, the Chef client runs them on the node to bring it up to date:

Chef Server Node(s)

node objects cookbooks h la Chef Client
s 4. Converge the
{i‘ /\|i node

H
' amazon B FeEe

On-Premise webservices™
N Hh

Hosted

Admin’s Workstation

{ H— u 2. Cloud 3. Configuration

settings cookbooks Provisioning Management
Requests

1. Upload
Cookbooks

— .'1_
* Manage infrastructure as idempotent .
Resources knife
* Configure your servers and run your . :
integrated mfrastructure Chef Workstation with Chef
*+ Track and manage like source code Development Kit and Knife Plugins
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Features

The following are some important features of the Chef configuration management tool:

e The Chef server:
e It manages a huge number of nodes

e It maintains a blueprint of the infrastructure
e The Chef client:

e It manages various operating systems, such as Linux, Windows,
Mac OS, Solaris, and FreeBSD

e It provides integration with cloud providers

e [t is easy to manage the containers in a versionable, testable, and
repeatable way

e Chef provides an automation platform to continuously define,
build, and manage cloud infrastructure used for deployment

e It enables resource provisioning and the configuration of resources
programmatically, and it will help in the deployment pipeline in
order to automate provisioning and configuration

The following three basic concepts of Chef will enable organizations to quickly manage any
infrastructure:

¢ Achieving the desired state
¢ Centralized modeling of IT infrastructure
e Resource primitives that serve as building blocks

To learn more about Chef refer Learning Chef https://www.packtpub.com

/networking—and-servers/learning-chef.

Cloud service providers

AWS and Microsoft Azure are popular public cloud providers right now. They provide
cloud services in different areas, and both have their strong areas. Based on the
organization's culture and past partnerships, either can be considered after a detailed
assessment based on requirements.
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The following is a side-by-side comparison:

AWS Microsoft Azure
Virtual machines Amazon EC2 Virtual machine
Paa$S Elastic Beanstalk Azure Web Apps

Container services

Amazon EC2 Container Services

Azure Container Services

RDBMS Amazon RDS Azure SQL Database
NoSQL DynamoDB DocumentDB

BIG Data Amazon EMR HD Insight
Networking Amazon VPC Virtual network
Cache Amazon Elasticache Azure RadisCache
Import/export Amazon import/export Azure import/export
Search Amazon CloudSearch Azure Search

CDN CloudFront Azure CDN
Identity and access AWS IAM and Directory Services Azure Active Directory
management

Automation AWS OpsWorks Azure Automation

Amazon Web Services: http://aws.amazon.comn/.
Microsoft Azure: https://azure.microsoft.com

Container technology

Containers use OS-level virtualization, where the kernel is shared between isolated user-
spaces. Docker and OpenVZ are popular open source example of OS—level virtualization

technologies.
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Docker

Docker is an open source initiative to wrap code, the runtime environment, system tools,
and libraries. Docker containers share the kernel they are running on and hence start
instantly and in a lightweight manner. Docker containers run on Windows as well as Linux
distributions. It is important to understand how containers and virtual machines are

different. Here is a comparison table of virtual machines and containers:

Virtual'machines

| Docker-containers

=

Guest OS Guest OS [ Gues

Host Operating System

Infrastructure
mom
(=

http://www. docker.com/

App 2
-

H.
=N P
» 10

Infrastructure
=

http://www.docker.com/

Virtual' machines-depend-on traditional-
virtualization. They-can-be-considered-
hardware-level-virtualization.

Contamners-depends-on the containerization-
technique-at-the kernel-level. -They can-be-
considered-OS-level-virtualization.

Each virtual machine contains-a-guest-OS,
binaries_ -library-files -and the-application-itself.

Each-container-include-application, binaries. -
and library files,-but the major-difference-
compared to-virtual-machine-is the -shared-
kernel:-each-contamner-runs-as-an-solated-
process-in-the user-space-on-the host-OS.

The-size-of-a-virtual - machine-is in-the-order-of-
GBs.-as-each-one runs-on-its-own.

As-each-container-runs-as-an-isolated-process-in-
the-user-space -on-the-host-OS -and-a-separate-
08 -1s not required for-each-container, the size-
of-each-contamer-1s-much-smaller.

Each virtual machine has-its-own-set-of-
resources, which results-in bettersolation-and
less-sharing-of resources.

Each-container shares the kernel -and hence, -
there's-more-scope-of-sharing resources.

A virtual- machine-cannot-run-on-a-container

A-container-can-run-on-a-virtual-machine.

You can download Docker by visiting https://github.com/docker/dock

er.

[48]



https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker
https://github.com/docker/docker

Getting Started — DevOps Concepts, Tools, and Technologies

Monitoring tools

There are many open source tools available for monitoring resources. Zenoss and Nagios
are two of the most popular open source tools and have been adopted by many
organizations.

Zenoss

Zenoss is an agentless and open source management platform for applications, servers, and
networks released under the GNU General Public License (GPL) version 2 and is based on
the Zope application server. Zenoss Core consists of the extensible programming language
Python, object-oriented web server Zope, monitoring protocol network, graph and log time
series data by RRD tool, MySQL, and event-driven networking engine Twisted. It provides
an easy-to-use web portal to monitor alerts, performance, configuration, and inventory. In
the following diagram, Zenoss features are illustrated:

Discovery
and
Configuration

Performance
Reporting and
Availability
Zenoss
Features

Alerting and Fault & Event
Remediation Management

You can visit Zenoss Core 5 website at http://www.zenoss.org/.
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Nagios

Nagios is a cross-platform and open source monitoring tool for infrastructure and
networks. It monitors network services such as FTP, HTTP, SSH, and SMTP. It monitors
resources, detects problems, and alerts stakeholders. Nagios can empower organizations
and service providers to identify and resolve issues in a way that outages have minimal
impact on the IT infrastructure and processes, hence ensuring highest adherence to SLAs.
Nagios can monitor cloud resources such as compute, storage, and network.

You can get more information by navigating to Nagios official website at h

ttps://www.nagios.org/.

Deployment orchestration/continuous delivery —

Jenkins

The build pipeline, also called the deployment or application delivery pipeline, can be
used to achieve end-to-end automation for all operations, including continuous integration,
cloud provisioning, configuration management, continuous delivery, continuous
deployment, and notifications. The following Jenkins plugins can be used for overall
orchestration of all the activities involved in end-to-end automation:

¢ Continuous integration: Jenkins
¢ Configuration management: Chef

Cloud service providers: AWS, Microsoft Azure

Container technology: Docker

Continuous delivery/deployment: ssh

[50]


https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/
https://www.nagios.org/

Getting Started — DevOps Concepts, Tools, and Technologies

End-to-end orchestration: Jenkins plugins

Here is a sample representation of end-to-end automation using different tools:

Build Pipeline (Managed in Jenkins 2)

i

aiazon

Microsoft
B Azure

Jenkins can be used to manage unit testing and code verification; Chef can be used for
setting up a runtime environment; Knife plugins can be used for creating a virtual machine
in AWS or Microsoft Azure; the build pipeline or deployment pipeline plugins in Jenkins
can be used for managing deployment orchestration.

From a single pipeline dashboard, we can view the status of all the builds that are
configured in the pipeline. Each build in the pipeline is a kind of quality gate. If one build
fails, then the execution won't go further. Additional dimensions can be added, such as
notification based on compilation failures, unit test failures, or for unsuccessful
deployment. The final deployment can be based on some sort of permission from a specific
stakeholder. Consider a scenario for a parameterized build or promoted build concept-what
should we do? All will be revealed in the chapters to follow!
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The DevOps dashboard

One of the most liked components of DevOps culture is the dashboard or GUI that provides
a combined status of all end-to-end activities. For automation tools, an easy-to-use web GUI
is handy for managing resources. For end-to-end automation in application deployment
activities, multiple open source or commercial tools are used. There is a high possibility that
a single product may not be used for all activities, for example, Git or SVN as the
repository, Jenkins as the CI server, and IBM UrbanCode Deploy as the deployment
orchestration tool. In such a scenario, it is easier if there is a single-pane-of-glass view where
we can track multiple tools for a specific application.

Hygieia is an open source DevOps dashboard that provides a way to track the status of a
deployment pipeline. It basically tracks six different areas as of now, including features
(Jira, VersionOne), code repository (GitHub, Subversion), builds (Jenkins, Hudson), quality
(Sonar, Cucumber/Selenium), monitoring, and deployment (IBM UrbanCode Deploy).
Following is a sample image of configured DevOps dashboard:

Feature & Build Monitor

SPRINT: TETRIS PSI ...6 DAYS beclcila o) R o es configured

31 228 ; g

TOTAL WIP @) 8997

FEATURES IN PROGRESS

Authenticate customer
AVERAGE BUILD DURATION
TOTAL BUILDS

20
15 5hagoe
" 0 162

Feb23
§ TODAY LAST
0 7 DAYS feb23

MAR 06
8shago

Code Repo
3d ago
COMMITS PER DAY Feb 7

Quality 55 ago shago

STATIC ANALYSIS VERSION 2.4.38495.8999 SECURITY ANALYSIS Feb2s

Blocker 0 1000% 3d Blocker

Critic: i . 1d
MAR 06 Critical RULES TECHNICAL Critical L
Major COMPLIANCE DEBT 1

1dago

SUMMARY g CODE COVERAGE s
FUNCTIONAL TESTS
" Jan 16
TOTAL COMMITS 0 268 530
Success - Dec12

CONTRIBUTORS 0 55 78

a 0 Failures
0 s
LAST  LAST rrors 5 /D
7 DAYS 14 DAYS

46,335 lines of code
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Download Hygieia from here https://github.com/capitalone/Hygiei

a.

An overview of a sample Java EE application

We are going to use PetClinic, available on GitHub. It is a sample spring application with
JUnit test cases already written for it.

A sample Spring-based application https://github.com/spring-projec

ts/spring-petclinic.

The PetClinic sample application can be used to build simple and robust database-oriented
applications to demonstrate the use of Spring's core functionality. It is accessible via web
browser:

GitHub, Inc. [US] | https://github.com/spring-projects/spring-petclinic

O This repository ~ Search Pull requests Issues Gist A 4+ a =
spring-projects / spring-petclinic @ Watch~ 182 o Star 781 YFork 1393
<> Code Issues 5 Pull requests 0 Wiki Pulse Graphs

A sample Spring-based application

{0 457 commits i & branches 5 0 releases {h 28 contributors
-
Branch: master = New file  Upload files = Find file HTTPS ~  https://github.com/spring [E [ Download ZIP
- arey Using Spring Boot Dataflow Ul graphic theme Latest commit 44bs91f 12 days ago
B .mvn/wrapper added missing .mvn folder needed for maven wrapper 2 months ago
i src Using Spring Boot Dataflow Ul graphic theme 12 days ago
=) .bowerrc moving from Webjars to Bower #83: renaming bower_components to vendor. 3 months ago
[E) -editorconfig #96 change EditorConfig in order to impact other files than Java and 6 months ago
[E .atignore added missing .mvn folder needed for maven wrapper 2 months ago
[E -springBeans using latest versions of hibernate, spring-data, joda 2 years ago
B .travis.yml Fix #78 Migrate to Bootstrap 3.x 16 days ago
[E) bower json Fix #78 Migrate to Bootstrap 3.x 16 days ago
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A few use cases:

¢ Add a new pet owner, a new pet, and information pertaining to a visit to the pet's
visitation history to the system

e Update the information pertaining to a pet and pet owner

e View a list of veterinarians and their specialties, a pet owner, a pet, and pet's
visitation history

Once a WAR file is created, we can deploy it in Tomcat or another web server, and to verify
it on the localhost, visit http://localhost:8080/petclinic. You will see something
like this:

Pet Clinic A Spring Framework Demonstration

#A Home Q Find owners = Veterinarians 2 Error

Welcome

%4

&) spring ...
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The list of tasks

These are the tasks we will try to complete in the rest of the chapters:

e Jenkins installation, configuration, UI personalization
e Java configuration (JAVA_HOME) in Jenkins

¢ Maven or Ant configuration in Jenkins

e Plugin installation and configuration in Jenkins

e Security (access control, authorization, and project-based security) in Jenkins
e Jenkins build configuration and execution

¢ Email notification configuration

¢ Deploying a WAR file to a web application server

¢ Creating and configuring a build/deployment pipeline
¢ Installing and configuring Chef

e Installing and configuring Docker

¢ Creating and configuring a virtual machine in AWS, Microsoft Azure, and
containers

¢ Deploy a WAR file into a virtual machine and a container
¢ Configuring infrastructure monitoring

Orchestrating the application delivery pipeline using Jenkins plugins

Self-test questions

1. Which of the following statements is not related to the development team in a
traditional environment?

e A competitive market creates pressure of on-time delivery of feature or
bug fixing

e Production-ready code management and new feature implementation

¢ The release cycle is often long and hence the development team has to
make assumptions before the application deployment finally takes
place

¢ Redesigning or tweaking is needed to run the application in a
production environment

[55]



Getting Started — DevOps Concepts, Tools, and Technologies

2. Which of the following are benefits of DevOps?

¢ Collaboration, management, and security for the complete application
development lifecycle management

¢ Continuous innovation because of continuous development of new
ideas

e Faster delivery of new features or resolution of issues

¢ Automated deployments and standardized configuration management
for different environments

e All of these

3. Which of the following are parts of the DevOps culture or application delivery
pipeline?
e Continuous integration

Cloud provisioning

Configuration management

Continuous delivery/deployment

Continuous monitoring
Continuous feedback

4. Which of the following are by-products of the DevOps culture or application
delivery pipeline?
¢ Continuous integration
¢ Continuous delivery/deployment
¢ Continuous monitoring
¢ Continuous feedback

Continuous improvement
Continuous innovation
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5. State whether the following statements are true or false:
¢ Jenkins and Atlassian Bamboo are build automation tools

Apache Ant and Apache Maven are continuous integration tools

Chef is a configuration management tool

Build automation is essential for continuous integration and the rest of
the automation is effective only if the build process is automated

Subversion is a distributed version control system

Git is a centralized version control system

AWS and Microsoft Azure are public cloud service providers

6. Which of the following are cloud deployment models according to NIST's
definition of cloud computing?
Public cloud

Private cloud

e Community cloud
Hybrid cloud
All of these

7. Which of the followings are cloud service models according to NIST's definition
of cloud computing?
Software as a Service

Platform as a Service

Infrastructure as a Service
All of these

8. Which of the following are major components of a Chef installation?
e Chef server/hosted chef

Chef workstation
Nodes
All of these
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Summary

In this chapter, we learned about the difficulties faced by development and operations
teams in a traditional environment and how agile development helps in such a scenario.
What has changed after the arrival of agile development and what challenges has it brought
with its arrival? We have covered the important aspects of the DevOps culture, including
continuous integration and continuous delivery. We also covered details regarding cloud
computing and configuration management that enhance the processes and help to adopt
DevOps culture.

In terms of tools and technologies, we covered a brief overview of SVN, Git, Apache Maven,
Jenkins, AWS, Microsoft Azure, Chef, Nagios, Zenoss, and the DevOps dashboard Hygieia.

In the next chapter, we will see how to install and configure Jenkins 2.0 and implement
continuous integration using a sample Spring application available on GitHub.

It is the right time to quote Charles Darwin as it is relevant in the context of DevOps culture:

‘It is not the most intellectual or the strongest species that survives, but the species that

survives is the one that is able to adapt to or adjust best to the changing environment in
which it finds itself.”
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Jenkins 2

“The way to get started is to quit talking and begin doing.”
-Walt Disney

Jenkins 2 has arrived. It comes with built-in support for delivery pipelines, improved
usability, a new setup experience, and complete backward compatibility with existing
Jenkins installations. We will be using Jenkins 2 in this book.

This chapter describes in detail how Jenkins plays an important role in continuous
integration. It covers how to prepare a runtime environment for application lifecycle
management and configure it with Jenkins. It manages all the aspects of running a build to
create a distribution file or Web application ARchive (WAR) file for deployment by
integrating with a source code repository such as SVN or Git for a sample Java EE
application.

You will learn how to install and configure Jenkins, and you'll be able to get end-to-end
experience in build job creation and configuration, static code analysis, notifications, Jenkins
plugins, and so on as well as details on what exactly the sample application is all about.
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In this chapter, we will cover the following topics:

An introduction to Jenkins

Installing Jenkins with plugins

Configuring Java and Maven or Ant in Jenkins

Creating and configuring a build job for a Java application with Maven

The dashboard View plugin — overview and usage

Sending e-mail notifications based on build status

Integrating Jenkins and Sonar

Introduction

We all know what Continuous Integration (CI) is, right? It is the first step in our journey.

“The journey of a thousand miles begins with one step.”
-Lao Tzu, the father of Taoism

In simple words, Cl is a software engineering practice where each check-in made by a
developer is verified by either of the following;:

¢ Pull mechanism: Executing an automated build at a scheduled time

¢ Push mechanism: Executing an automated build when changes are saved in the
repository

This step is followed by executing a unit test against the latest changes available in the
source code repository.

Jenkins doesn't need the introduction; it is an open source and one the most popular CI
tools available in the market. It helps in automating the repetitive task of CI. Jenkins makes
the process effective and transparent.

“We are what we repeatedly do. Excellence, then, is not an act, but a habit.”
-Aristotle

The next question you may ask is what makes Jenkins so popular. I already gave you one
reason — can you recollect?

Yes, because it is open source. Open source tools come with predefined notions, but the
Jenkins community is different, and Jenkins as a tool is quite different.
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So, what are the other reasons for the popularity of Jenkins? Let's have a look:

e Itis written in Java

e It provides extensibility with over 400 plugins for different integrations, such as
the following:
e Source code management

e Build triggers

¢ Build reports

e Artifact uploaders

¢ External site/tool integrations

e Ul plugins

¢ Authentication and user management

¢ Cluster management and distributed build

It supports Java, .NET, Ruby, Groovy, Grails, PHP, Android, and iOS
applications

It is easy to use:
e It has a simple learning curve
¢ The user interface was already simple, and it has now improved
after Jenkins 2 has been made available to the general public

Easy installation

Easy configuration

Installing Jenkins

Jenkins provides us with multiple ways to install it for all types of users. We can install it on
at least the following operating systems:

e Ubuntu/Debian

o Windows

Mac OS X

OpenBSD

FreeBSD

openSUSE

Gentoo
CentOS/Fedora/Red Hat
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One of the easiest options I recommend is to use a WAR file. A WAR file can be used with
or without a container or web application server. Having Java is a must before we try to use
a WAR file for Jenkins, which can be done as follows:

1. Download the jenkins.war file from https://jenkins.io/.

2. Open command prompt in Windows or a terminal in Linux, go to the directory
where the jenkins.war file is stored, and execute the following command:

java - jar jenkins.war

3. Once Jenkins is fully up and running, as shown in the following screenshot,
explore it in the web browser by visiting http://localhost:8080.:

root@devopsl:~/Desktop

File Edit View Search Terminal Tabs Help

root@devopsl:~/Desktop # | root@devopsl:~/Desktop b4

INFO: Obtained the updated data file for hudson.tasks.Maven.MavenInstaller (~]
Apr 25, 2816 11:46:28 AM hudson.model.UpdateSite updateData

INFD: Obtained the latest update center data file for UpdateSource default
Apr 25, 2816 11:46:29 AM hudson.model.DownloadService$Downloadable load
INFO: Obtained the updated data file for hudson.tools.JDKInstaller

Apr 25, 2016 11:46:29 AM hudson.model.AsyncPeriodicWorksl run

INFO: Finished Download metadata. 29,447 ms

Apr 25, 2816 11:46:29 AM jenkins.InitReactorRunner$l onAttained

INFO: Started initialization

Apr 25, 2016 11:46:29 AM jenkins.InitReactorRunner$l onAttained

INFD: Listed all plugins

Apr 25, 2016 11:46:29 AM jenkins.InitReactorRunner$l onAttained

INFO: Prepared all plugins

Apr 25, 2016 11:46:29 AM jenkins.InitReactorRunner$l onAttained

INFO: Started all plugins

Apr 25, 2016 11:46:29 AM jenkins.InitReactorRunner$l onAttained

INFO: Augmented all extensions

Apr 25, 2816 11:46:29 AM jenkins.InitReactorRunner$l onAttained

INFO: Loaded all jobs

Apr 25, 2016 11:46:29 AM jenkins.InitReactorRunner$l onAttained

INFO: Completed initialization

Apr 25, 2016 11:46:29 AM hudson.WebAppMain$3 run

INFO: Jenkins is fully up and running 3
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4. By default, Jenkins works on port 8080. Execute the following command from
the command-line:

java —-jar jenkins.war —--httpPort=9999
5. For HTTPS, use the following command:
java —-jar jenkins.war —--httpsPort=8888

6. Once Jenkins is running, visit the Jenkins home directory. In our case, we have
installed Jenkins 2 on a CentOS 6.7 virtual machine.

7. Go to /home/<username>/.jenkins, as shown in the following screenshot. If
you can't see the . jenkins directory, make sure hidden files are visible. In
CentOS, press Ctrl + H to make hidden files visible:

.jenkins - File Browser

File Edit View Go Bookmarks Tabs Help
€ Back v *0OR = s
‘fyﬂ Location: |/home/mitesh/.jenkins w"] G, 100% &, |Ic0nView
e [ = i =
& mitesh
i Desktop jobs logs nodes plugins secrets
| File System
% Network
(© CanonEOs2... & updates userContent users war workflow-libs
& Trash
i Documens A d d d d
N!USIE config.xml hudson.model. hudson.plugins.git. hudson.plugins. hudson.tasks.Ant.
(& Pictures UpdateCenter.xml GitTool.xml gradle.Gradle.xml xmil
Vldeols d 2.8 2.8
Downloads
d = | | d
hudson.tasks. identity.key.enc jenkins.install. jenkins.install. jenkins.mvn.
Maven.xml InstallUtil. UpgradeWizard. GlobalMavenConfig.
lastExecVersion state xml
f88ac
9 id = = =
nodeMonitors.xml org.jenkinsci. queue.xml.bak secret.key secret.key.not-so-
plugins.gitclient. secret
JGitTool.xml
25 items, Free space: 8.8 GB
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Setting up Jenkins

Now that we have installed Jenkins, let's verify whether Jenkins is running. Open a browser
and navigate to http://localhost:8080 or http://<IP_ADDRESS>:8080. If you've
used Jenkins earlier and recently downloaded the Jenkins 2 WAR file, it will ask for a

security setup.

To unlock Jenkins, follow these steps:

1. Go to the . Jenkins directory and open the initialAdminPassword file from

the secrets subdirectory:

File Edit View Go Bookmarks

4@ Back ~

secrets - File Browser
Tabs Help
+ 0L #a
i &

‘_27‘ Location: |/root/.jenkins/secrets

Placesv X

root
Desktop
[ File System
& Network
(o) CanonEOS293W
& Trash

[& Documents
[&@ Music
Pictures

[E] Videos
Downloads

= =

filepath-filters.d

™

4bad?

masterkey

"initialAdminPassword" selected (33 bytes)

-

whitelisted-
callables.d

jenkins.model.
Jenkins.crumbSalt

org.jenkinsci.main.
modules.instance_
identity.
Instanceldentity. KEY

100% @, |lcon View

hudson.util.Secret

jenkins.security.
ApiTokenProperty.
seed

false

slave-to-master
security-kill-switch

2. Copy the password from that file, paste it in the Administrator password box,

and click on Continue, as shown here:
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Getting Started

Unlock Jenkins

To ensure Jenkins is securely set up by the administrator, a password has been written
to the log (not sure where to find it?) and this file on the server:

/root/.jenkins/secrets/initialAdminPassword

Please copy the passward from either location and paste it below.

Administrator password

3. Clicking on Continue will redirect you to the Customize Jenkins page. Click on
Install suggested plugins:

Getting Started

Customize Jenkins

Plugins extend Jenkins with additional features to support many different needs.

Install suggested Select plugins to
plugins install

Install plugins the Jenkins Select and install plugins
community finds most most suitable for your needs.
useful.
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4. The installation of the plugins will start. Make sure that you have a working
Internet connection:

Getting Started

Getting Started
Ant Plugin QOWASP Markup build timeout plugin Folders Plugin ** JUnit Plugin
Formatter Plugin thentication plugin

Credentials Binding Email Extension Plugin Git plugin Gradle plugin
Plugin 7 s
LDAP Plugin " Mailer Plugin Matrix Authorization « PAM Authentication LDRF Flugin
Strategy Plugin plugin
Pipeline: Stage View SSH Slaves plugin Subversion Plug-in Timestamper
Plugin
Pipeline GitHub Organization Workspace Cleanup
Folder Plugin Plugin

#% - required dependency

5. Once all the required plugins have been installed, you will see the Create First
Admin User page. Provide the required details, and click on Save and Finish:

Getting Started

Create First Admin User

Username: discovertechno

Password sssssne

Confirm password:

Full name: DiscoverTechno

E-mail address:

Continue as admin ‘Save and Finish

6. Jenkins is ready! Our Jenkins setup is complete. Click on Start using Jenkins:
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Getting Started

Jenkins is ready!

Your Jenkins setup is complete.

Start using Jenkins

Get Jenkins plugins from https://wiki.jenkins-ci.org/display/JENK
INS/Plugins.

The Jenkins dashboard

The Jenkins dashboard is a simple and powerful place where we can manage all builds and
therefore manage the application delivery pipeline as well. Open http://<localhost or
IP address>:8080 from browser. Log in with the user credentials which we created
earlier. It will direct us to the dashboard.

Let's understand the dashboard parameters:

e New Item: It is used to create a new build job, pipeline, or build flow in Jenkins 2:

G search @ DiscoverTechno |log out
Jenkins ENABLE AUTO REFRESH
@ New ltem (#add description
& People

= Build History Welcome to Jenkins!

#+ Manage Jenkins
4 Credentials
& My Views

Please create hew jobs to get started.

Build Queue =

No builds in the queue.

Build Executor Status =

1 Idle
2 Idle

Page generated: Apr 27, 2016 11:46:51 AM PDT REST API Jenkins ver. 2.0
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e Manage Jenkins: It allows a Jenkins 2 administrator to manage plugins, users,
security, nodes, credentials, global tool configuration, and so on:

@ Jenkins Qsearch @ DiscoverTechno |log out

Jenkins

ENABLE AUTO REFRESH
@ New ltem
& People Manage Jenkins
~— Build History
#* Manage Jenkins

2 Credentials Restore the previous version of Jenkins [y s ke

- by Configure System
My Vi @J_L
& My Views LL\ Configure global settings and paths.
Build Queue - (1 Configure Global Securit

L Secure Jenkins; define who is allowed to access/use the system.

Global Tool Configuration
& Configure tools, their locations and automatic installers
Build Executor Status = /3 Reload Configuration from Disk

1 Idle Discard all the loaded data in memory and reload everything from file system. Useful when you
2 1dle modified config files directly on disk.

%= Manage Plugins

“EH Add, remove, disable or enable plugins that can extend the functionality of Jenkins.

‘.‘ System Information

&= Displays various environmental information to assist trouble-shooting.

ﬁ System Log

System log captures output from ja

No builds in the queue.

(

2 .util. logging output related to Jenkins.

e To know about the existing nodes used for build execution, click on Manage
Nodes. The master node entry will be available. It is the node where Jenkins is

installed. We can add multiple slave nodes to distribute the load, which we will
learn later in this chapter:

DiscoverTechno | log out

Jenkins Nodes ENABLE AUTO REFRESH

4 Back to Dashboard S Name | Architecture  Clock Difference  Free Disk Space Free Swap Space Free Temp Space Response Time

™ Manage Jenkins

. B macter Linux In sync 8.67 GB 1.03GB 8.67GB oms %
B New Node (amd64) '\
\Pt Configure Data obtained 16 min 16 min 16 min 16 min 16 min 16 min

’ Refresh status
Build Queue -

No builds in the queue.

Build Executor Status =
1 Idle
2 ldle

[68]



Continuous Integration with Jenkins 2

Now that we have installed Jenkins and become familiar with the Jenkins dashboard, the
next step is to configure different tools that are used for build execution and create a base
for continuous integration.

In the following sections, we will install and configure Java, Maven, and Ant.

Configuring Java and Maven in Jenkins

In Jenkins 2, the Global Tool Configuration section has been introduced, which is a good
move. All major configurations related to external tools, their locations, and automatic
installer tools can be made in this section. Earlier, these configurations were part of
Configure System, which used to make that page bit cluttered.

Configuring Java

To configure Java, provide a Name and the JAVA_HOME path, or check Install
automatically checkbox:

@ J enkills 5 @ DiscoverTechno | log out

Jenkins Global Tool Configuration

% Back to Dashboard
4 Manage Jerkins y Global Tool Configuration

Maven Configuration

Defauit settings provider Use default maven settings v

Default global setlings provider Use default maven global settings v

JDK

JDK installations. JDK

Name JDK1.7

JAVA_HOME < ibijvmijava-1.7.0-openjdk-1.7.0.101 x86_64

O Install automatically ®
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Configuring Maven

To configure Maven, download the Maven installer from https://maven.apache.org/dow
nload.cgi, and extract it to the directory on your Jenkins virtual machine. In the Global
Tool Configuration section, provide the Name and MAVEN_HOME path, or check Install
automatically checkbox:

Maven

Maven installations Maven

Name Maven3.3.1

MAVEN_HOME fopt/apache-maven-3 3.1

O Install automatically (2]

Delete Maven

Add Maven

List of Maven installations on this system

That's it! Our major configuration for running a simple build is done. Now, let's go to the
home page of the Jenkins dashboard to create and configure a build job.

Creating and configuring a build job for a
Java application with Maven

Jenkins builds configured with Maven understands how Maven works and what is required
in terms of execution. It uses pom. xml to set up and create package files from the source
files.

Now, let's perform steps to create and configure a new build job. Go to the Jenkins
dashboard and click on New Item.
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Continuous Integration with Jenkins 2

Go through all the available options of the types of jobs we can create. In our case, let's
create a freestyle project for a demo:

1. Enter an item name, such as PetClinic, then select Freestyle project. Now click
on OK to continue:

@ Jenkins @  DiscoverTechno | log out

Enter an item name
PetClinic

» Required field

Freestyle project
This I feature of Jenkins. Jenkins will build your project, combining any SCM with any build system, and this can be even used
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Pipetine
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2. Let's verify what this operation does. Go to the Jenkins home directory, and
navigate to the jobs directory. We can see that the directory has been created for
the newly created job with the same name, as shown in the following screenshot:

File Edit View Go Bookmarks Tabs Help

4m Back ~ BEp Forward ~ 4 x| = g

|§| |Z||.iobs|| PetClinic || builds | S, 100% &) |Ic0n View 2

Places b4 E]
mitesh H

Desktop PetClinic
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Configuring and authenticating source code
on GitHub

The next step is to configure a source code repository with the build job. We will use the
open source Spring application hosted on GitHub, as explained in the previous chapter:

1. After that, we will get a URL similar to https://github.com/mitesh51/spring-
petclinic.

2. Create a GitHub account and fork repository from https://github.com/spring
-projects/spring-petclinic.

Install Git on a virtual machine using the instructions available in the
documentation:

Getting Started — Installing Git (https://git-scm.com/book/en/v2/Gettin
g-St arted—Installing—Git).

To download a Windows application navigate to https://git-scm.com/
and click on Downloads for Windows.

3. Let's generate a new SSH key to use for authentication. Open a terminal on a
CentOS virtual machine with Git installed.

4. Run ssh-keygen -t rsa -b 4096 -C "your_emailRexample.com",
substituting your GitHub e-mail address.

5. Press Enter when you are prompted with Enter file in which to save the key:

[72]
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[mitesh@devopsl git]$ ssh-keygen -t rsa -b 4896 -C f———Jcgmail.com"
Generating public/private rsa key pair.

Enter file in which to save the key (/home/mitesh/.ssh/id rsa):

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/mitesh/.ssh/id rsa.

Your public key has been saved in /home/mitesh/.ssh/id rsa.pub.

The key fingerprint is:

d5:48:73:97:94:d8:02:32:75:5d:c8:08:da:33:2b:5d mitesh.soni83@gmail.com

The key's randomart image is:

+--[ RSA 4096]----+

0.*00*.+. |

¥ oEpg¥, |

. *E.0
0o =

A e o e e e e

[mitesh@devopsl git]s |

6. Add your SSH key to ssh-agent:

[mitesh@devopsl git]$ ssh-add ~/.ssh/id rsa
Identity added: /home/mitesh/.ssh/id rsa (/home/mitesh/.ssh/id rsa)
[mitesh@devopsl git]$ |
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7. Verify the newly generated keys in the . ssh folder:

.s5h - File Browser '.=| - 0 x
File Edit View Go Bookmarks Tabs Help

€ Back v 44 = @ 4

‘Fgf‘ | < || mitesh .ssh| B, 100% & ‘Icc—n View <
Places~ H = ssh-r githu

mitesh [~] Eiva

(& Desktop H id_rsa id_rsa.pub known_hosts

[ File system

Network

(5) CanonEQ... &
3 items, Free space: 8.8 GB

8. To configure your GitHub account to use the new SSH key, add it to your GitHub
account. Visit your account page and click on Settings:

O This repository Pull requests Issues Gist A +- 3 =
. . Signed in as mitesh51
spring-projects / spring-petclinic @ Watch~ 182 % St
Your profile
<> Code Issues 6 Pull requests 1 Wiki Pulse Graphs Your stars
Explore
A sample Spring-based application Integrations
Help

D 457 commits P & branches © 0 releases i

Branch: master - Newfile Uploadfiles Findfile  HTTPS~ https://github.com/spring [ Signout

'arey Using Spring Boot Dataflow Ul graphic theme Latest commit 44b591f 19 days ago
B .mvn/wrapper added missing .mvn folder needed for maven wrapper 2 months ago
| src Using Spring Boot Dataflow Ul graphic theme 19 days ago
&) bowerrc moving from Webjars to Bower #83: renaming bower_components to vendor 3 months ago
E) .editorconfig #96 change EditorConfig in order to impact other files than Java and 6 months ago
[E) gitignore added missing .mvn folder needed for maven wrapper 2 months ago
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9. In the Personal settings sidebar, click on SSH and GPG keys. Click on New SSH

key:
O Pull requests Issues Gist A +- a -
Personal settings 8SH keys New SSH key
Profile There are no SSH keys with access to your account.

Account (@ Check out our guide to generating SSH keys or troubleshoot common SSH Problems

Emails
Notifications

GPG keys New GPG key
Billing

There are no GPG keys with access to your account
558H and GPG keys

@ Learn how to generate a GPG key and add it to your account.

Security

OAuth applications
Personal access tokens
Repositories
Organizations

Saved replies

10. Open /.ssh/id_rsa.pub in a text editor your virtual machine, and copy the
content:

[=] id_rsa.pub 3 |

hsh—rsa AAAABINzaClycZEAAAABIWAAAQEAZ
+01uzgcRDO1reX@rxHSSNPgWRTTG]4ezDM3MdPt/ctLaHBWS40S1ihpdEVAdOR/
L4yMEGNa/WdtaejlZUzL1gkaN
+5552m9042LIXs4EPCmUpkGEp1YWk4m1ZgYTNMF735hs xzwmApy 7HRGXVCnNZ 7P
+1wIiaKR1QYtjxIyPV4781SrykzZMjusfb7C+FkGTdBXpNLIXPnEDFFg+uQnt60]zm
+Wh62UBXelnS3gBNX+FLPw7B52FobptY rou8ChagwKfvxKKSUF2FnULSvR/

KV r2AaEE0SgKWHNAX2LS]4
+WS0z561Z5Vhb325fheCqjkHABtGLcuhebQMDHZEQKNK j e JFBmGSQ/
p9JXeMhdHIs fBQxx33apbeTakGQw80glsngWeloXaPDDeQGuCBsI+XzBg/
y90ihVkYiLobZ+1iyulYdqV6FmI9FOabwyY81iYXsR4V/ABTtwb090C
+A497871EbML7a0cb0ddteyv4sSFv4pWGzzYQWL2FL4AgBXhve/
f3hA9x62xqqmo3xHrs0y8Qp6liah5ovZg67T1C7+
+NbYPTsgfuBtMNumiMVvZ10MUlbxKonCW1VFwYCcLEMRAZT2+y 1l pawEc

Plain Text ~ Tab Width: 8~ Ln1, Col1l INS

(<]

[75]



Continuous Integration with Jenkins 2

11. In the Title field, add a descriptive label for the new key, and paste the copied
key content in the Key field. Click on Add SSH key:

0

Personal settings
Profile

Account

Emails
Notifications

Billing

SSH and GPG keys
Security

OAuth applications

Repositories
Organizations

Saved replies

Personal access tokens

Pull requests Issues Gist A +- 7

SSH keys New SSH key

There are no SSH keys with access to your account.

Title

DevOpsBook

Key

ssh-rsa
AAAAB3NzaC1yc2EAAAABIWAAAGEAZ+0iuzgcRD0IreX0rxHSSnPgWRTTGj4ezDM3MdPt/ctl aHBWS40SihpdEVAd
oR/L4yMEOna
/Wdtaej1ZUzLIgkaN+5552m904 2L IXs4EPCmUpkG8piYWkdm1ZqYTNMF735hsxzwmApy7HRGXVCnNzTP+iwliakR
1QYtixlyPVA78ISykZMjUSTH7C +KGTdBXpNLIXPnEDF Fg+uQntB0jzm+Wh62U6XenS3gBNX+FLPW7B52F 06ptYr9
UBChOgwKivxKKSUF2FnUL5vP

IXVr2AaEEO5gKWHN4X2L Sj4+WS0zS61Z5Vhb325thcCajkHAStGIcunebQMDH2EQKNKjeJFBMGSQ
p9JXeMhdHIsfBQxx33apbeTakGQw80gisngWe10XaPDDeQGUCBs|+XzBg
Iy90ihVKYiLobZ+iyuJYdgVBFmISF0abwY8iYXsR4V

[ABiwbO90C+A49787 1EbML7alcbOddteyv4sSFvApWGzzY QWI2FL4AgBxhv0 v

12. Verify the added SSH key:

9]

Personal settings
Profile

Account

Emails

Notifications

Billing

SSH and GPG keys
Security

OAuth applications
Personal access tokens
Repositories
Organizations

Saved replies

Pull requests Issues Gist A +- i

8SH keys New SSH key

This is a list of SSH keys associated with your account. Remove any keys that you do not recognize
ﬁ DevOpsBook
Fingerprint: d5:48:73:9f:94:d8:02:32:75:5d:c8:08:da:33:2b:5d Delete
SsH Added on Apr 27, 2016 — Never used

(@ Check out our guide to generating SSH keys or troubleshoot common SSH Problems

GPG keys New GPG key
There are no GPG keys with access to your account

(@ Learn how to generate a GPG key and add it to your account
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13. Now, let's verify authentication. Open terminal and type ssh -T

git@github.com and press Enter. If we get successfully authenticated then we

can access Git repository without credentials:

mitesh@devopsl:~/Desktop

4 | mitesh@devops1:~/Desktop/git
[mitesh@devopsl git]$ ssh -T git@github.com

.[mitesh@devopsl git]s |}

Hi mitesh51! You've successfully authenticated, but GitHub deoes not provide shell access

3 K

(<

Configuring build job
Now that Git authentication is done with, let's configure a PetClinic build job:

1. Click on the PetClinic build job on the Jenkins dashboard. Then, click on the
Configure link. You'll see the following page as shown here:

PetClinic

General

Project name PetClinic

Description

[Plain text] Preview o

[771




Continuous Integration with Jenkins 2

2. Under Source Code Management, provide the GitHub URL for the sample
Spring project we forked earlier, as shown in the following screenshot:

Source Code Management

Source Code Management

O None
® Git

Repositories
Repository URL  https://github.com/mitesh51/spring-petclinic._git @

Credentials - none - - o Add
Advanced...

Add Repository

3. We will configure Build Triggers and the Build Environment as shown here:

PetClinic
Build Triggers

Build Triggers

O Trigger builds remotely (e.g., from scripts)
[ Build after other projects are built

[ Build pericdically

Build when a change is pushed to GitHub

O Poll SCM

Build Environment

O Delete workspace before build starts
O Abort the build if it's stuck
O Add timestamps to the Console Qutput

[ Use secret text(s) or file(s)
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4. Under Build, click on Add build step and select Invoke top-level Maven targets.
Select the Maven Version we configured in Global Tools Configuration. Enter
the Maven target and click on Save:

PetClinic
Build
Build
| |
Invoke top-level Maven targets @
Maven Version Maven3.3.1
Goals package v
Advanced...
Add build step -

5. Let's manually trigger the build by clicking on Build Now. After the build is
complete, you'll see this:

Jenkins PetClinic

# Back to Dashboard . L.
o, status Project PetClinic
“~ Changes

& Workspace

£) Build Now
& Delete Project
&
£+ Configure E’W—Lorks ace
[7] GitHub Hook Log m;, Recent Changes
. Move E—
@ GitHub Permalinks
Build History trend =

[find |

#1 a

Apr 27,2016 12:11 PM

L o i

E) RSS for all 53 RSS for failures
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6. Click on the build number, the one with the # symbol. Open Console Output.
Verify the Git operations executing before Maven target execution:

Jenkins

PetClinic

# Back to Project

O, Status

~= Changes

B Console Output
_ View as plain text

= Edit Build Information

4 Git Build Data

= No Tags

@ Jenkins

#1

@ DiscoverTechno |log out

Console Output Progress: me—me—m i

Started by user DiscoverTechno
Building in workspace /home/mitesh/.jenkins/workspace/PetClinic

> git rev-parse --is-inside-work-tree # timeout=10

Fetching changes from the remote Git repository

> git config remote.origin.url https://github.com/spring-projects/spring-
petclinic.git # timeout=10

Fetching upstream changes from https://github.com/spring-projects/spring-
petclinic.git

> git --version # timeout=10

> git fetch --tags --progress https://github.com/spring-projects/spring-
petclinic.git +refs/heads/*:refs/remotes/origin/*

> git rev-parse refs/remotes/origin/master”{commit} # timeout=10

> git rev-parse refs/remotes/origin/origin/master”{commit} # timeout=10
Checking out Revision 44b591f537aae6ebbef0598beab886d38bas2ldc (refs/remotes

/origin/master)
> git config core.sparsecheckout # timeout=10
> git checkout -f 44b591f537aae6ebbef0598beab886d38bas82l4c

7. Once source code is available in the build job's workspace, the Maven target will
be executed and the WAR file created. Verify the build status:

Jenkins

PetClinic

#1

[INFO]
[INFO] --- maven-war-plugin:2.3:war (default-war) @ spring-petclinic ---
[INFO] Packaging webapp

[INFO] Assembling webapp [spring-petclinic] in [/home/mitesh/.jenkins/workspace
/PetClinic/target/spring-petclinic-4.2.5-SNAPSHOT]
[INFO] Processing war project
[INFO] Copying webapp resources [/home/mitesh/.jenkins/workspace/PetClinic
/src/main/webapp]
[INFO] Webapp assembled in [12697 msecs]
[INFO] Building war: /home/mitesh/.jenkins/workspace/PetClinic/target
/petclinic.war
[INFO]
[INFO]
[INFO]
[INFO] Total time: 03:14 min
]
]

BUILD SUCCESS

[INFO] Finished at: 2016-04-27T12:15:29-07:00
[INFO] Final Memory: 27M/214M
[INFO]

Finished: SUCCESS

Page generated: Apr 27, 2016 12:12:13 PM PDT REST API Jenkins ver. 2.0
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8. To verify the workspace of a build job, click on the Workspace link. Verify all the
files available in the workspace. We can find these files in the . jenkins folder
under the specific build job:

@ DiscoverTechno | log out

Jenkins PetClinic ENABLE AUTO REFRESH

# Back to Dashboard

o, Status Workspace of PetClinic on master
= Changes
¥ Workspace ES
s Wipe Out Current Workspace E.git
£ Build Now &.mvn/wrapper
& Delete Project Efﬂ ;
- larget
:' Configure (] .bowerrc 45 Bview
[ GitHub Hook Log [ editorconfig 192 Bview
s Move [].gitignore 61 Byiew
@ GitHub [].springBeans 726 Byiew
[ travis.yml 31 Bview
Build History trend = [ bower.json 134 Bview
. B mvnw 6.95 KByview
‘fmd [E mvnw.cmd 5.06 KByview
a# [E pom.xml 16.71 KBview
Apr 27,2016 12:11 PM Hreadme.md 8.32 KBview
[ sonar-project.properties 332 Bview
£ RSS for all £y RSS for failures
= (all files in zip)

Page generated: Apr 27, 2016 12:16:52 PM PDT Jenkins ver. 2.0

Configuring JUnit

Our sample application has JUnit test cases, and to execute them, we need to configure
JUnit-related settings in the build job configuration:

1. Under Post-build Actions, select Publish JUnit test result report.
2. Provide a path for Test report XMLs based on the workspace.
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3. Click on Apply and then click on Save:

Jenkins PetClinic

Post-build Actions

Post-build Actions

Publish JUnit test result report (2]
Test report XMLs **[target/surefire-reports/*.xml

Fileset ‘includes’ setting that specifies the generated raw XML report files,
such as ‘myproject/target/test-reports/*.xml’. Basedir of the fileset is the
workspace root.

o Retain long standard output/error

Health report amplification factor 1 s | @

1% failing tests scores as 99% health. 5% failing tests scores as 95% health

Advanced...

Add post-build action ~

- [

4. After you've configured the JUnit settings for the build, wait for a scheduled
build execution, or click on Build Now.

5. Verify the build status on the Jenkins dashboard and you will see the Test Result
link with a small summary. Click on Test Result:

@ Jenkins Qsearch @ DiscoverTechno |log out

Jenkins PetClinic #3 ENABLE AUTO REFRESH

# Back to Project

O Status @ Build #3 (Apr 27,2016 12:29:38 PM) oy oo™

~ Changes

& Console Output (add description
| View as plain text —

= Edit Build Information # Nochanges.

@ Delete Build _

& Git Build Data Started by user DiscoverTechno

=l No Tags St Revision: 44b591f537aae6ebbef0598beab886d38bas214c

[7] Test Result
4 Previous Build

« refs/remotes/origin/master

E] Test Result (no failures)

Page generated: Apr 27, 2016 12:36:52 PM PDT REST API Jenkins ver. 2.0
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6. Verify all test execution statuses package wise. The page also provides
information related to duration and failed test cases:

Jenkins PetClinic

4 Back to Project
O, Status
=~ Changes
B Console Output
| View as plain text
- Edit Build Information
s History
4 Git Build Data
=l No Tags
[C] Test Result
& Previous Build

@ search

@

Test Results

Test Result

0 failures

All Tests
Package Duration Fail
org.springframework.samples.petclinic.model 5.3 sec
org.springframework.samples.petclinic.service 4.8 sec

org.springframework.samples.petclinic.web 7.5 sec

0
0
0

(d@ift) Skip

0
0
0

DiscoverTechno | log out

ENABLE AUTO REFRESH

59 tests
Took 17 sec.
r#add description

(diffy Pass  (difff Total  (diff)
1 +1 1+

30 +30 30 +30

28 +28 28 +28

Page generated: Apr 27, 2016 12:35:12 PM PDT REST APl Jenkins ver. 2.0

In the next section, we will cover the Dashboard View plugin, which helps us customize

the view for build jobs.

The Dashboard View plugin — overview and

usage

Dashboard View plugin provides a different view implementation, based on a portal kind
of layout. We can select different build jobs to be included in a new view and configure
different portlets for the view.
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To configure it, follow these steps:

1. Go to Plugin Manager from Manage Jenkins, and click on the Available tab.
Search for the Dashboard View plugin and click on Install without restart:

@search @ DiscoverTechno |log out

Jenkins Plugin Manager

# Back to Dashboard

2. Manage Jenkins Filter: | Dashboard View

Available
Install | Name Version
Dashboard View
o This plugin contributes a new view implementation that provides a dashboard / 2.9.7
portal-like view for your Jenkins instance.
Mission Control Plugin
a Full screen dashboard view featuring job history, build queue, and current status of 0.8.3
jobs and nodes.

Install without restart Download now and install after restart Update information obtained: 16 h

Page generated: Apr 27, 2016 12:38:24 PM PDT REST AP| Jenkins ver. 2.0

2. Once the plugin has been installed successfully, we can create a new view by
clicking on the + sign on the Jenkins dashboard.

3. Enter a View name, select the view type, and click on OK:

@ Jenkins Qsearch @ DiscoverTechno |log out

Jenkins

& New Item View name petClinic-First
People

‘: .p . @ Dashboard

-~ Build History

. Customizable view that contains various portlets containing information about your job(s)
£% Manage Jenkins

4 Credentials
& My Views

O List View
Shows items in a simple list format. You can choose which jobs are to be displayed in which view.
O My View

Build Queue _ This view automatically displays all the jobs that the current user has an access to.

No builds in the queue.
OK
Build Executor Status =
1 Idle
2 Idle

Page generated: Apr 27, 2016 12:47:21 PM PDT REST APl Jenkins ver. 2.0
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4. Click on Edit and configure Dashboard Portlets for the top, left column, right

column, and bottom. We can use different portlets, such as Test Statistics Chart,
and Trends:

Dashboard Portlets

Show standard Jenkins list at the top of the page
O Full screen view - hide standard Jenkins panels
[0 Set CSS custom parameters

Portlets at the top of the page
Add Dashboard Portlet to the top of the view -~
Portlets in the left column

Test Statistics Chart
Display name Tgst Statistics Chart

5. Add different portlets based on your requirements into the view, and save it.
Here's a sample view:

@ Jenkins Qsearch @ DiscoverTechno | log out

Jenkins PetClinic-First

ENABLE AUTO REFRESH

& New ltem (#add description
& People PetClinic-First +
== Build History s w Name | Last Success Last Failure
Edit View - . .
) ") PetClinic 7 min 37 sec - #5 N/A
@ Delete View
Ilcon: SML

#F Manage Jenkins Legend EJRSSforall ERSS forfailures £ RSS for just latest builds

4 Credentials
& My Views
Test Statistics Chart Test Statistics Grid e

Build Queue = Job | Success# % Failed# % Skipped# % Total#

No builds in the queue. e

[failed

59 100% 0 0% 0 0% 59

%) PetClinic
Build Executor Status = Total 59 100% 0 0% 0 0% 59
1 ldle
2 Idle
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6. After we run the build job, we can find a test result chart on the build job's
dashboard as well:

@ Jenkins @ search @ DiscoverTechno | log out
Jenkins PetClinic-First PetClinic ENABLE AUTO REFRESH
# Back to Dashboard . ..
o, Status Project PetClinic
=t Changes r#add description
& Workspace
© Delete Project Test Result Trend
604
#% Configure EW—MS ace ol
°] GitHub Hook Lo = 40
I 9 —#" Recent Changes "
% Move _— g0
3) GitHub = “
@ i Latest Test Result (no failures) 10]
Build History trend — ) ’q 3 *
‘ | Permalinks (just show failures) enlarge
find
o « Last build (#5). 10 min ago
e « Last stable build (#5), 10 min ago
Apr 27,2016 1:15 PM » Last successful build (#5), 10 min ago

Now, we'll look at one of the most popular features of Jenkins: distributed builds.

Consider a scenario where you want different Java applications that need different JDK
versions to compile source files. How do you manage such a situation effectively? We'll find
out in the next section.

Managing nodes

Jenkins provides a master-slave concept for managing the aforementioned scenarios. We
can assign different build jobs to different slaves in the build configuration and use the
master-slave system to manage its overall lifecycle. The master node itself can execute the
build if a slave node is not configured explicitly in the build job configuration.
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There are quite a few reasons for using this feature:

e Build jobs require resources, and they compete for resource availability
¢ A different runtime environment is required for different build jobs
e It distributes the load across slave nodes

To make things clearer, we need not install Jenkins on the slave nodes. We only need to
configure the slave nodes properly, which we will now cover.

The only requirements are the following:

¢ The configurations and runtime environment have to be available on the slave
node

¢ The path needs to be configured correctly on the master node for the runtime
environments or tools used by the slave node for execution.

Creating and configuring slave node in Jenkins 2

The following steps will guide you to create and configure a slave node in Jenkins 2:

1. Click on the Manage Jenkins link on the Jenkins dashboard:

@ DiscoverTechno | log out

Jenkins Nodes ENABLE AUTO REFRESH

# Back to Dashboard S Name | Architecture  Clock Difference  Free Disk Space Free Swap Space Free Temp Space Response Time

™

4% Manage Jenkins

: B aster Linux In sync 867 GB 1.03GB 867 GB oms %
B New Node ¥ (amd64) 5L
" Configure Data obtained 16 min 16 min 16 min 16 min 16 min 16 min

N Refresh status
Build Queue =

No builds in the queue

Build Executor Status =

1 Idie
2 Idle
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2. Verify that only the master node's entry is available. To add a new node, click on
New Node in the left sidebar. Enter a node name in the Node name field, and
click on OK:

‘:& Jenkins @ search @  DiscoverTechno | log out

Jenkins Nodes

& Back to Dashboard Node name | roqtgerver

A
M: Jenki
anage Jenkins ® Permanent Agent

! New Node Adds a plain, permanent agent to Jenkins. This is called "permanent” because Jenkins doesn’t
provide higher level of integration with these agents, such as dynamic provisioning. Select this type if
no other agent types apply — for example such as when you are adding a physical computer, virtual
machines managed outside Jenkins, etc

o Configure

Build Queue =
No builds in the queue OK
Build Executor Status =
1 Idie
2 Idle

3. The next step is to configure the newly created node. Enter a Remote root
directory, which will store details related to the build jobs on slave nodes. Give
Labels to this node. Labels can be used to assign different build jobs to specific
slave machines:

-@ J enkins c @  DiscoverTechno | log out
Jenkins Nodes

# Backto List Name

TestServer ®
), Status -
Description TestServer ®
 Delete Agent N
# of execut - @
. Configure o enecutors 1 # @
= Build History Remote root directory  gyjenking ®
Load Statistics
= Labels WindowsNode ®
[l wo :
Usage Use this node as much as possible or-)
Build Executor Status =
Launch method Launch agent via Java Web Start ore)

Advanced...

Node Properties

O Environment variables

1 Tool Locations

Page generated: Apr 27,2016 7:26:29 PM PDT  REST API  Jenkins ver. 2.0
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4. InJenkins 2, on creating a slave node and configuring it, if you get the
slaveAgentPort.disabled error, as shown in the following screenshot, you need
to solve it before advancing to the next step:

0] DiscoverTechno | log out
Jenkins Nodes TestServer ENABLE AUTO REFRESH
 Status :!ﬂ Agent TestServer (TestServer)

(Y Delete Agent
° slaveAgentPort.disabled Go to security configuration screen and change it.

V Configure }
Created by DiscoverTechno
= Build History
Labels
Load Statistics
- WindowsNode
[7] Log
Projects tied to TestServer
Build Executor Status = None

5. To solve it, go to the Manage Jenkins page, and click on the Configure Global
Security link. Select Enable security, and select Fixed or Random for TCP port
for JNLP agents, and save the configuration:

) Configure Global Security

Enable security

TCP port for JNLP agents O Fixed - * | ® Random © Disable

Disable remember me O
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6. The next step is to connect the Jenkins slave with the Jenkins master. We will
connect the agent to Jenkins using the command-line:

Qi search @  DiscoverTechno | log out
Jenkins Nodes TestServer ENABLE AUTO REFRESH
Status :!ﬁ Agent TestServer (TestServer)

() Delete Agent

Caonnect agent to Jenkins one of these ways

. Launch agent from browser

» Run from agent command line:

# . Configure

. Build History

Load Statistics
java -jar slave.jar -jnlpUrl http://192.168.1.34:8080/computer/TestServer

L_J Log /slave-agent.jnlp -secret
65464e02c58¢cB50192883f7848ad2758408220bed2£32f715c01¢c9b01cbT2f%k

Build Executor Status = Created by DiscoverTechno
Labels
WindowsNode

Projects tied to TestServer

None

7. Download the slave. jar file and put it on the slave node:

You have chosen to cpen:
|£: slave.jar

which is: Executable Jar File (510 KB)
from: http://192.168.1.34:8080

Would you like to save this file?

Save File Cancel

8. Execute the following code from the command-line on the slave node:

java —-jar slave.jar -jnlpUrl
http://192.168.1.34:8080/computer/TestServer/slave-agent.jnlp —-secret
65464e02c58c85b192883£7848ad2758408220bed2£3a£715c01c9b01cb72£9b
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C:\Users\MItesh\Downloads>java -jar slave.jar -jnlpUrl http://192.168.1.34:8080/compu
ter/TestServer/slave-agent.jnlp -secret 65464e82c58c85b19288317848ad2758488220bed2134
f715c81c9bB1cb7219b

May ©4, 2016 5:30:44 PM hudson.remoting.jnlp.Main createEngine

INFO: Setting up slave: TestServer

May ©4, 2016 5:3@:44 PM hudson.remoting.jnlp.Main$Cuilistener <init>

INFO: Jenkins agent is running in headless mode.

May ©4, 2016 5:30:44 PM hudson.remoting.jnlp.Main$CuilListener status

INFO: Locating server among [http://192.168.1.34:8886/]

May 84, 2016 5:30:44 PM hudson.remoting.jnlp.Main$Cuilistener status

INFO: Handshaking

May ©4, 2016 5:3@:44 PM hudson.remoting.jnlp.Main$CuilListener status

INFO: Connecting to 192.168.1.34:44559

May ©4, 2016 5:30:44 PM hudson.remoting.jnlp.Main$CuilListener status

INFO: Trying protocol: INLP3-connect

May ©4, 2016 5:3@:45 PM hudson.remoting.jnlp.Main$Cuilistener status

INFO: Server didn't accept the handshake: Unknown protocol:Protocol:INLP3-connect
May ©4, 2016 5:30:45 PM hudson.remoting.jnlp.Main$CuilListener status

INFO: Connecting to 192.168.1.34:44559

May 84, 2016 5:30:45 PM hudson.remoting.jnlp.Main$Cuilistener status

INFO: Trying protocol: INLP2-connect

May ©4, 2016 5:3@:45 PM hudson.remoting.jnlp.Main$CuilListener status

INFO: Connected

9. Verity the status of the slave node from the Jenkins dashboard:

!IJ Agent TestServer (TestServer)

Connected via JNLP agent.

Created by DiscoverTechno

Labels

WindowsMNode

Projects tied to TestServer

None
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10. Now, we can see two nodes in the Jenkins dashboard:

Nodes ENABLE AUTO REFRESH
s Name | Architecture Clock Difference Free Disk Space Free Swap Space Free Temp Space Response Time
B e Linux In sync 8.60 GB 192 GB 860 GB oms
— e (amd64) 4
Windows 8
!: TestServer (amd64) In sync MN/A 3.56 GB 133.27 GB 2562ms
Data obtained 8 min 25 sec 8 min 25 sec 8 min 25 sec 8 min 22 sec 8 min 25 sec 8 min 25 sec

Configuring the build job for master and slave
node

The following steps will guide you to configure build jobs for master and slave nodes:

1. To configure the build job to run on the master, open its build configuration, and
in General section, select Restrict where this project can be run.

2. In Label Expression, enter the label of the Master node:

Jenkins PetClinic
General
Project url https://github.com/mitesh51/spring-petclinic/ (2]
Advanced...
O This project is parameterized
O Throttle builds (2]
O Disable this project ®
O Execute concurrent builds if necessary 'i)f‘
Restrict where this project can be run 'i)f‘
Label Expression Master (2]

Label is serviced by 1 node
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3. To configure the build job to run on the slave node, enter the label of the slave
node in Label Expression. We can also configure the JDK or some other required
path for build execution:

General
O Execute concurrent builds if necessary @
JDK (System) 3
JDK to be used for this project
Restrict where this project can be run @
- " |"f_)\|
Label Expression WindowsNode -
Label is serviced by 1 node
Advanced...

4. To configure tools specific to the slave node, click on Configure in the Manage
Nodes section. In Node Properties, configure Tool Locations for the slave node,
as shown in the following screenshot:

Node Properties

[0 Environment variables

Tool Locations

List of tool locations Name (Git) Default

Home | ¢-\program Files\Gitibin\git.exe

Delete

Name | (jpK) WindowsJDK
Home | ¢-\program Files\Javaljdk1 8.0
Delete

Name | (vaven) WindowsMaven

Home C:\apache-maven-3.3.1

Delete

I < I < I <
®

In the next section, we will see how to configure e-mail notifications.
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Sending e-mail notifications based on build
status

“Failure is simply the opportunity to begin again, this time more intelligently.”
-Henry Ford

However, it is extremely vital to be aware of failure or at least to know when things fail so
we can fix them and get rid of issues.

Notifications are always helpful in case of failures. Consider a scenario where a build failure
or test case failure has to be notified to a specific set of stakeholders. In such a situation, it is
desirable to have e-mail notifications.

We will use G-mail configuration for setting up e-mail notifications. Follow these steps:

1. Gotohttps://www.google.com/settings/u/l/security/lesssecureapps and
click on Turn on Access for less secure apps, as shown here, to send e-mail
notifications from Jenkins 2:

Google

& Less secure apps

Some apps and devices use less secure sign-in technology, which makes your account more vulnerable.
You can turn off access for these apps, which we recommend, or turn on access if you want to use them
despite the risks. Learn more

Access for less secure apps Turn off

® Turnon
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2. Do the following from the Jenkins dashboard:

1. Click on Manage Jenkins, and go to the Configure System section.

2. Go to the E-mail Notification subsection and enter the appropriate values
for SMTP Server and Default user e-mail suffix.

3. Check the Use SMTP Authentication box, and enter a User Name and
Password.

4. Check the Use SSL checkbox, and enter details for SMTP Port and Reply-
To Address.

5. Finally, select Test configuration by sending test e-mail. If you set
everything up correctly, you will see a message saying Email was
successfully sent:

E-mail Notification

SMTP server =

smtp.gmail.com ®
Default user e-mail suffix .i)‘_.
Use SMTP Authentication @
User Name C————}@gmail.com
Password POCPPPT VP PP I PRI PP PP TP IR IR RRR R R
Use SSL (2]
SMTP Port =

465 ®

Reply-To Address noreply@gmail.com

Charset UTF-8

Test configuration by sending test e-mail

Test e-mail recipient =@outlook com

Email was successfully

Test configuration
sent
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3. To verify e-mail notifications, simulate a failure in a build job. Open any build job

and click on Configure.

4. In Post-build Actions, click on Add Post-build Action and configure it like this:

1. Select E-mail Notification.

2. Enter a list of Recipients.

3. Select Send e-mail for every unstable build and Send separate e-mails to

individuals who broke the build:

E-mail Notification

Recipients [—————J@outlook.com

sent when a build fails, becomes unstable or refurns to stable
Send e-mail for every unstable build

Send separate e-mails to individuals who broke the build

Whitespace-separated list of recipient addresses. May reference build parameters like $EARAM. E-mail will be

In our case, we execute a compile goal against the Maven build and we wanted to publish a
JUnit test result to simulate a failure. We can see that the compilation of files is successful
but the post-build action fails, and it triggers an e-mail notification based on the

configuration:

[INFO] BUILD SUCCESS

[INFO] Total time: 21.332 s
[INFO] Finished at: 2016-04-28T19:44:26-07:00
[INFO] Final Memory: 25M/134M

Recording test results
found. Configuration error?

Sending e-mails to: :@outlook.com

Finished: FAILURE

[TNFO] ———m e mm e e

[INFO] === mmm oo m e e e e e

[TNFO] ———m e mm e e

ERROR: Step ‘Publish JUnit test result report’ failed:

No test report files were
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The following is the e-mail received. It contains a stack trace of the execution:

© Reply |¥ [ Delete Junk |¥ e X
Build failed in Jenkins: PetClinic-Compile #12

address not configured yet f——————}@gmail.com> € Reply | v

g14 AM

You ¥
Inbox

I Be careful. This message looks like a phishing scam. Learn more about phishing

See <http://192.168.1.34 b/PetClinic-Compile/12/>

[..truncated 134 lines..]

[loading Zipl Object[/h itesh/.m2/repository/org/springframework/spring-context/4 2.5 RELEASE /spring-context-2.2.5. RELEASE jar(org/springframework/format/Parser.class)]]
[loading Zipl leObject[/h itesh/.m2/repository/org/springframework/spring-by/4.2.5. RELEASE /spring-tx-4.2.5.RELEASE jar(org/springframework/dao/DataccessException.class)]]
[loading ZipFileIndexFileObjectl/usr/lib, 1.7.0-openjdk-1.7.0.101 x85_64/lib/ct. sym(META-INF/sym/rt jar/java/lang/String.class)]]
[loading ZipFileindexFileObject{/usr/lib, 1.7.0-openjdk-1.7.0.101.x85_64/liby/ct.sym(META-INF/sym/rt jar/java/lang/integer.class)]]

[loading ZipFileIndexFileObject[/usr/lib/jvm/java-1.7.0-openjdk-1.7.0.101.x86_64/lib/ct.sym(META-INF/sym/rt.jar/java/util /ArrayList.class)]]

[loading ZipFileIndexFileObject[/usr/lib/jvm/java-1.7.0-openjdk-1.7.0.101.x86_64/lib/ct.sym(META-INF/sym/rt,jar/java/util/Collections.class)]]

[loading ZipFileIndexFileObject[/usr/lib/jvm/java-1.7.0-openjdk-1.7.0.101.x86_64/lib/ct.sym(META-INF/sym/rt,jar/java/util/Hashset.class)]]

[loading ZipFileIndexFileObject[/usr/lib/jvm,/java-1.7.0-openjdk-1.7.0.101.x86_64/lib/ct.sym(META-INF/sym/rt.jar/java/ util /List.class)]]

[loading Zipl Object(/usr/lib, 1.7.0-0penjdk-1.7.0.101.x86_64/lib/ct.sym(META-INF/sym/rtjar/java/util/Set.class)]]

[loading ZipFileIndexFileObjectl/home/mitesh/.m2/repository/org/hibernate/javax/persistence/hibernate-jpa-2.1-api/1.0.0.Final/hibernate-jpa-2.1-api-1.0.0.Finaljar {javax/persistence/CascadeType.class)I]
[loading ZipFilelndexFileObject[/hame/miteshy.m2/repository/org/hibernate/javas/persistence/hibernate-jpa-2.1-api/1.0.0 Final/hibernate-jpa-2.1-api-1.0.0.Final jar (javax/persistence/OneToMany.class)]]

[loading Zip Objectl/h h/.m2/repository/j pi/1.1.0.Final pi-1.1.0.Final jarj onstraints/Digits.class)]]

[loading ZipFilelndexFileObjectl/home/mitesh/.m2/repository/org/hibernate/hibers /5.2.4Finalfhib lidator-5.2 4 Final jar(org/hibernate/validator/constraints/NotEmpty.dass]]]

[loading ZipFilelndexFileObjectlhome/mitesh/.m2/repository/org/springframework/spring-bean RELEASE/spring-beans- ELEASE jar(org/springframewor pport/ tDefinition.class)]]
[loading Zip Objectl/h itesh/.m2/repository/org/springframework/spring-b RELEASE/spring-beans-4.2.5.RELEASE jar(org/springframewor pport/PropertyComparator.class)]]

Consider a scenario where you want to send customized content in the e-mail. How would
you achieve that?

Configure Extended E-mail Notification. Try it as an exercise.

Integrating Jenkins and Sonar

SonarQube is an open source tool for managing the code quality of an application. It
manages seven axes of code quality, such as architecture and design, duplications, unit
tests, potential bugs, complexities, coding rules, and comments. It covers programming
languages and formats such as ABAP, C/C++, C#, COBOL, CSS, Erlang, Flex/ActionScript,
Groovy, Java, JavaScript, JSON, Objective-C, PHP, PL/I, PL/SQL, Puppet, Python, RPG,
Swift, VB.NET, Visual Basic 6, and XML. One of the most striking features is its
extensibility. It is easy to cover new languages and add rule engines using an extension
mechanism in the form of plugins.
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To install the SonarQube plugin, follow these steps:

1. Go to Manage Jenkins, and click on Manage Plugins. Click on Available. Search
for the SonarQube plugin, and install it by clicking on Install without restart:

Available
Install | Name Version
0 CodeSonar Plugin 101

SonarQube Plugin
SonarQube 24

Sonargraph Integration Jenkins Plugin

O Sonargraph 103

Sonargraph Plugin
Sonargraph Plugin
m Sonargraph 164

Install without restart Download now and install after restart ) . .
Update information obtained

2. Download Sonar from http://www.sonarqube.org/downloads/.

3. Extract the installable directory from the ZIP file and go into the bin
subdirectory.

4. Select the installable directory based on your OS, and run the StartSona. * file,
as shown here:

D: \##DevOps Book\Installables\sonarqube-5.4\bin\windows-x86-64>StartSonar.bat

wrapper | --> Wrapper Started as Console

wrapper | Launching a JWM...

jvm 1 | Wrapper (Version 3.2.3) http://wrapper.tanukisoftware.org

jvm 1 | Copyright 1999-20086 Tanuki Software, Inc. All Rights Reserved.

jvm 1 |

jvm 1 | 2016.04.25 23:57:37 INFO app[o.s.a.AppFileSystem] Cleaning or creating temp directory D:\##DevOps Book\Install
ables\sonarqube-5.4\temp

jvm 1 | 2016.04.25 23:57:38 INFO app[o.s.p.m.JavaProcessLauncher] Launch process[search]: C:\Program Files\Java\jrel.8
.8 _45\bin\java -Djava.awt.headless=true -Xmx1G -Xms256m -Xss256k -Djava.net.preferIPv4Stack=true -XX:+UseParNewGC -XX:+Use
ConcMarkSweepGC -XX:CMSInitiatingOccupancyFraction=75 -XX:+UseCMSInitiatingOccupancyOnly -XX:+HeapDumpOnOutOfMemoryError -
Djava.io.tmpdir=D:\##DevOps Book\Installables\sonarqube-5.4\temp -cp ./lib/common/*;./lib/search/* org.sonar.search.Search
Server C:\Users\MItesh\AppData\lLocal\Temp\sq-process7800722619322287622properties

jvm 1 | 2016.04.25 23:57:49 INFO app[o.s.p.m.Monitor] Process[search] is up

jvm 1 | 2016.84.29 23:57:49 INFO app[o.s.p.m.JavaProcessLauncher] Launch process[web]: C:\Program Files\Java\jrel.8.@
45\bin\java -Djava.awt.headless=true -Dfile.encoding=UTF-8 -Djruby.management.enabled=false -Djruby.compile.invokedynami
false -Xmx768m -Xms256m -XX:MaxPermSize=16em -XX:+HeapDumpOnOutOfMemoryError -Djava.net.preferIPv4Stack=true -Djava.io.tmp
dir=D:\##DevOps Book\Installables\scnarqube-5.4\temp -cp ./lib/common/*;./lib/server/*;D:\##DevOps Book\Installables\sonar
qube-5.4\1ib\jdbc\h2\h2-1.3.176.jar org.sonar.server.app.WebServer C:\Users\MItesh\AppData\Local\Temp\sq-process3019138822
364693273properties

jvm 1 | 2016.04.29 23:59:07 INFO app[o.s.p.m.Monitor] Process[web] is up
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5. Once Sonar is up and running, open a browser and visit
http://localhost:9000/ or http://<IP_Address>:9000/. You will get the

Sonar dashboard:

sonarqube Dashboards « Rules Quality Profiles Quality Gates  Administration More = n Administrator = Q - e
Administration
Configuration~  Security»  Projects»  Systemw

Create and administer individual users.

Q

SCM ACCOUNTS GROUPS TOKENS
Administrator admin sonar-administrators 0 = S ax
sonar-users
1/1 shown

An important step for Jenkins 2 and Sonar integration is the security token:

1. Go to the My Account link in the top-right corner.
2. Click on the Security tab and then on Generate Tokens:

Tokens

NAME CREATED

Mo tokens

Generate Tokens

Generate

Done
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3. Enter a token name, and click on Generate. Copy the token value and click on
Done:
Tokens
NAME CREATED
ms9333

Generate Tokens

Generate

New token "ms9883"” has been created. Make sure you copy it now, you won't be
able to see it again!

Done

4. Verify the TOKENS column in the on dashboard:

sonarqube

Administration

ninistrator

Administration

Configuration »+  Security»  Projects»  System

Users

Create and administer individual users.

SCM ACCOUNTS GROUPS TOKENS

Administrator admin

sonar-administrators 1 8

sonar-users

i
%
]
x

1/1 shown
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5. Once we have a security token ready, we need to integrate Jenkins and Sonar:

6. In the Manage Jenkins section, click on Configure System, and add SonarQube
servers. Here, provide a Server URL and Server authentication token, and save
the settings:

SonarQube servers
Environment variables O Enable injection of SonarQube server configuration as build
environment variables

If checked, job administrators will be able to inject a SonarClube server configuration as
environment variables in the build.

SonarQube installations
Name Sonarb.4
Server URL hitp:/localhost 9000
Default is hitp:Mocalhost3000
Server version 5.3 or higher 9y

Configuration fields depend on the SonarQube
Serverversion.

Sewer aUthentlcatlon tOKen PSSO NRORRORRRRRRY

SonarCube authentication token. Mandatory
when anonymous access is disabled.

7. In Global Tool Configuration, configure SonarQube Scanner installations as
well:

SonarQube Scanner
SonarQube Scanner installations SonarQube Scanner

Name SonarQube Scanner

Install automatically ®

Install from Maven Central
Version | SonarQube Scanner 2.5.1 ~

Delete Installer
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Once all Sonar-related installations and configurations are completed, we need to add a
build step to execute SonarQube Scanner. Run the build job with these steps:

1. Weneed sonar-project.properties to configure Sonar with a specific
application. In our sample application, the sonar-project.properties fileis
already available, as shown here:

# Required metadata

sonar.projectKey=java-sonar-runner-simple

sonar.projectName=Simple Java project analyzed with the SonarQube Runner
sonar.projectVersion=1.0

# Comma-separated paths to directories with sources (required)
sonar.sources=src

# Language
sonar.language=java

# Encoding of the source files
sonar.sourceEncoding=UTF-8

2. Verify the console output of a build job for Sonar execution:

D:\##DevOps Book\Installables\sonar-scanner-2.6

INFO: Scanner configuration file: D:\##DevOps Book\Installables\sonar-
scanner-2.6\conf\sonar-scanner.properties

INFO: Project root configuration file: d:\jenkins\workspace\PetClinic-
Test\sonar-project.properties

INFO: SonarQube Scanner 2.6

INFO: Java 1.8.0-ea Oracle Corporation (64-bit)

INFO: Windows 8.1 6.3 amd64

INFO: Error stacktraces are turned on.

INFO: User cache: C:\Users\MItesh\.sonar\cache

INFO: Load global repositories

INFO: Load global repositories (done) | time=1131ms

INFO: User cache: C:\Users\MItesh\.sonar\cache

INFO: Load plugins index

INFO: Load plugins index (done) | time=16ms

INFO: Download sonar-csharp-plugin-4.4.jar

INFO: Download sonar-java-plugin-3.10.jar

INFO: Download sonar-scm—-git-plugin-1.0.jar

INFO: Download sonar-scm-svn-plugin-1.2.jar

INFO: Download sonar-javascript-plugin-2.10.jar

INFO: SonarQube server 5.4

INFO: Default locale: "en_US", source code encoding: "UTF-8"

INFO: Process project properties

INFO: Load project repositories
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INFO: Load project repositories (done) | time=133ms
INFO: Apply project exclusions

INFO: Load quality profiles

INFO: Load quality profiles (done) | time=927ms
INFO: Load active rules

INFO: Load active rules (done) | time=4068ms
INFO: Publish mode
INFO: ————————————— Scan Simple Java project analyzed with the

SonarQube Runner

INFO: Language is forced to java

INFO: Load server rules

INFO: Load server rules (done) | time=656ms

INFO: Base dir: d:\jenkins\workspace\PetClinic-Test

INFO: Working dir: d:\jenkins\workspace\PetClinic-Test\.sonar

INFO: Source paths: src

INFO: Source encoding: UTF-8, default locale: en_US

INFO: Index files

INFO: 56 files indexed

INFO: Quality profile for java: Sonar way

INFO: JaCoCoSensor: JaCoCo report not found
d:\jenkins\workspace\PetClinic-Test\target\jacoco.exec

INFO: JaCoCoItSensor: JaCoCo IT report not found:
d:\jenkins\workspace\PetClinic-Test\target\jacoco-it.exec

INFO: Sensor JavaSquidSensor

INFO: Configured Java source version (sonar.java.source): none

INFO: JavaClasspath initialization...

INFO: Bytecode of dependencies was not provided for analysis of source
files, you might end up with less precise results. Bytecode can be provided
using sonar.java.libraries property

INFO: JavaClasspath initialization done: 1 ms

INFO: JavaTestClasspath initialization...

INFO: Bytecode of dependencies was not provided for analysis of test
files, you might end up with less precise results. Bytecode can be provided
using sonar.java.test.libraries property

INFO: JavaTestClasspath initialization done: 1 ms

INFO: Java Main Files AST scan...

INFO: 56 source files to be analyzed

INFO: 46/56 files analyzed, current file:
d:\jenkins\workspace\PetClinic-
Test\src\test\java\org\springframework\samples\petclinic\service\AbstractCl
inicServiceTests. java

INFO: Java Main Files AST scan done: 12107 ms

INFO: Java bytecode has not been made available to the analyzer. The
org.sonar.java.bytecode.visitor.DependenciesVisitor@4£1150£5,
org.sonar. java.checks.unused.UnusedPrivateMethodCheck@3fba233d are
disabled.

INFO: Java Test Files AST scan...

INFO: O source files to be analyzed
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INFO: Java Test Files AST scan done: 1 ms

INFO: Sensor JavaSquidSensor (done) | time=15295ms
INFO: Sensor Lines Sensor

INFO: 56/56 source files have been analyzed

INFO: 0/0 source files have been analyzed

INFO: Sensor Lines Sensor (done) | time=28ms
INFO: Sensor QProfileSensor
INFO: Sensor QProfileSensor (done) | time=29ms

INFO: Sensor SurefireSensor

INFO: parsing d:\jenkins\workspace\PetClinic-Test\target\surefire-
reports

INFO: Sensor SurefireSensor (done) | time=531ms

INFO: Sensor SCM Sensor

INFO: SCM provider for this project is: git

INFO: 56 files to be analyzed

INFO: 56/56 files analyzed

INFO: Sensor SCM Sensor (done) | time=3754ms

INFO: Sensor Code Colorizer Sensor

INFO: Sensor Code Colorizer Sensor (done) | time=9ms

INFO: Sensor CPD Sensor

INFO: JavaCpdIndexer is used for java

INFO: Sensor CPD Sensor (done) | time=303ms

INFO: Analysis report generated in 1055ms, dir size=294 KB

INFO: Analysis reports compressed in 629ms, zip size=191 KB

INFO: Analysis report uploaded in 524ms

INFO: ANALYSIS SUCCESSFUL, you can browse
http://localhost:9000/dashboard/index/java-sonar-runner—-simple

INFO: Note that you will be able to access the updated dashboard once
the server has processed the submitted analysis report

INFO: More about the report processing at
http://localhost:9000/api/ce/task?id=AVRjchhfszI1jSgY1AZe

INFO:

INFO: EXECUTION SUCCESS

INFO: Total time: 57.737s
INFO: Final Memory: 52M/514M

Recording test results
Finished: SUCCESS
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3. Let's verify the Sonar UI at

http://localhost:9000/dashboard/index/java-sonar-runner—-simple.
4. In the PROJECTS section, we can find project details available now. Click on the

project name:

sonarqube

Home

Welcome to SonarQube Dashboard

Since you are able to read this, it means that you have successfully started your
SonarQube server. Well done!

If you have not removed this text, it also means that you have not yet played much with
SonarQube. So here are a few pointers for your next step:

» Do you now want to run analysis on a project?

» Maybe start customizing dashboards?

» Or simply browse the complete documentation?

» If you have a question or an issue, please visit the Get Support page.

MY FAVOURITES

QG NAME a LAST ANALYSIS
No data

PROJECTS
QG NAME « VERSION  LOC TE
(V] (] Simple Java project analyzed with the SonarQube Runner 1.0 2,009
1 results
>
PROJECTS

Size: Lines of code

Configure widgets

Color: Coverage

Simple Java project analyzed with the SonarQube
Runner

5. We can see the result of the analysis here. Quality Gate shows passed. It provides
details about Technical Debt, Duplications, and Structure too:

sonarqube

¥ £ Simple Java project analyzed with the SonarQube Runner

#  Technical Debt Coverage Duplications  Structure  Dashboards~  Code

Quality Gate

Technical Debt More >

2d

Duplications More >

0.0%

Duplications

Structure  More >

Java 100.0%

Administration v

72

Issues

0

Duplicated Blocks

2k

April 30, 2016 12:44 AM  Version 1.0
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[©)

. Quality gates can be defined in the Sonar dashboard. We have used the default
quality gate here:

sonarqube Das s Rule

s y es OUAlIGates Administra s

Quality Gates SonarQube way Rename | Copy | Unset s Defoutt | Delete
Conditions

SonarQube way |
Only project measures are checked against thresholds. Sub-projects, directories and files are ignored. More »

Add Condition | Select a metric M
Coverage on new code Leak M is less than M Q20
New Blocker issues Leak ¥ | | is greater than v Qo
New Critical issues Leak | | is greater than i Qo
Technical Debt Ratio on new code Leak ¥ | | is greater than v Qs
PROJECTS
You must not select specific projects for the default quality gate.

7. To verify Lines of code, Complexity, and Comment lines data, click on the
Structure tab in the Sonar dashboard:

sonarqube

Dashboards v Issues Measures Rules Quality Profiles  Quality Gates Administration More v

AT . . . i
= Simple Java project analyzed with the SonarQube Runner April 30,2016 12:44 AM Version 1.0

# Technical Debt Coverage Duplications Structure Dashboards¥ Code Issues Administration v
Structure

Lines of code 2,009  Complexity 239  Comment lines 335
Jave 00 Complexity /function 1.3 Comments (%) 14.3%
137 -
Public API 183
Classes 52 l 14 1 4 0 0
Directories 11 1 2 8 o Public documented API (%) 36.6%
. Public undocumented API 116
Files 56 Complexity /file 4.3
Functions 186 u
. 16 5 , .
Lines 3,822 0 L - = o =
Statements 461
History — Linesofcode - - Components Size: Lines of code

J../samples/petclinic/web 130

etclinic/repository/jdb 368

ples/petclinic/model 351
stc/.../samples/petclinic/web 315
ples/petclinic/service 157

There is no historical data. fpetclinic/repository/jpa. EE——112

fsamples/petclinic/service EE——_25

amples/petclinic/util pmm— 72

srcf../petclinic/repository/springdatajpa . 40

sre/../samples/petclinic/repository . 37

fsamples/petclinic/model mmm 29
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8. To get more insight into issues in specific files, click on the Technical Debt tab,
and click on the bubbles on the chart:

ST ssues _Measures Quality Profiles Quality Gates _Administratio /ore 8 /dministrator v
™ B Simple Java project analyzed with the SonarQube Runner April 30, 2016 12:44 AM Version 1.0
@A Technical Debt Coverage Duplications Structure Dashboards~ Code Issues Administration
Technical Debt Files Size: Technical Debt
Technical Technical Issues | )
Debt Debt Ratio ssues VL‘V“E‘S of code
2d 1h 1.7% & A
o © @ Major Minor Info R
Blocker Critical &
0 31 13 28 0 §
confusing  unused  java8 Unmanaged Issues ‘ :
o D (OF0 O O 0
secu r|ty Not assigned 72 bp EWO® Cavo 1 1

Sonar stores historical data in 24-hour slices.

Self-test questions

1. Jenkins is written in Java.

e True
e False

2. On which of the following operating systems can Jenkins be installed?

e Ubuntu/Debian

o Windows

Mac OS X
CentOS/Fedora/Red Hat
All of these
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3. Which of the following commands can be used to change the default port on
which Jenkins runs?

® java —jar jenkins.war —-—-httpPort=9999
® java —-jar jenkins.war —-—-http=9999
® java —jar jenkins.war —--https=9999

® java —jar jenkins.war —-—-httpsPort=9999
4. Sonar stores historical data in 22-hour slices.

e True
e False

Summary

In this chapter, we learned about some new features in Jenkins 2, why Jenkins is so popular,
and how to install it. We discussed the improvements with respect to security and plugin
installations during setup and how to configure Java and Maven. We took a look at what
happens in the background when we create a new job in Jenkins, how to authenticate with
Git, and how to configure Git in Jenkins. We then performed a unit test execution in a
sample Spring application and configured the Dashboard View plugin with different
portlets for customized views. We then learned how to manage the master and slave nodes
for load distribution and managing different environments as required, how to configure e-
mail notifications for build status, and how to integrate Sonar and Jenkins.

In the next chapter, we will look at one of the most important aspects in terms of the
orchestration of the end-to-end pipeline of application delivery. We will discuss the
pipeline concept of Jenkins 2 and the build pipeline plugin.

It is the proper time to quote Ralph Waldo Emerson, as it is relevant in the context of failures
during build execution in the process of continuous integration:

“Our greatest glory is not in never failing, but in rising up every time we fail.”
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“Start wide, expand further, and never look back.”
-Arnold Schwarzenegger

It is always better to start early and visualize the things we want to achieve. That is the
objective of this chapter. It will be easy to realize the importance of this chapter when we
are at the last line of the final chapter of this book.

One of the highlights of Jenkins 2 is built-in support for delivery pipelines. We know that
Jenkins is a continuous integration server, but what if we wanted to use it for continuous
delivery or continuous deployment too? Automation and orchestration both are equally
important while dealing with the application delivery pipeline.

This chapter describes in detail how to create the pipelines of different jobs for a sample
Java Enterprise Edition (Java EE) application. It will also cover the deployment of an
application to a local web or application server and the configuration of a build pipeline for
the lifecycle of continuous integration. This way, Jenkins users can model application
delivery pipelines as the code. Once we make it into code, we can store in a code repository
and it can be managed in a better way. An important benefit is a collaboration. As it can be
stored in version control, different teams can reuse it for different operations, based on the
environment.

Readers will learn how to manage the lifecycle of continuous integration, including pulling
code from a code repository, building the code, executing unit tests, and static code analysis
using different jobs.



Building the Code and Configuring the Build Pipeline

We will cover the following topics:

e The built-in delivery pipelines of Jenkins 2

e Build pipeline configuration for end-to-end automation for managing the
lifecycle of continuous integration

¢ Deploying a WAR file from Jenkins to a local Tomcat server

Creating built-in delivery pipelines
Jenkins 2 provides a way to create delivery pipelines using a domain-specific
language (DSL).

The steps for creating a built-in delivery pipeline are as follows:

1. Go to the Jenkins dashboard and click on New Item.
2. Enter an item name, say PetClinic-Pipeline, and select Pipeline, as shown in
the following screenshot, and click on OK:

Enter an item name
PetClinic-Pipeline

» Required field

(i3 Freestyle project
' This is the central feature of Jenkins. Jenkins will build your project, combining any SCM with any build system, and this can be even used for
something other than software build

Pipeline
~ Orchestrates long-running activities that can span multiple build slaves. Suitable for building pipelines (formerly known as workflows) and/or
organizing complex activities that do not easily fit in free-style job type.

£ ‘ Maven project
(u:/ Build a maven project. Jenkins takes advantage of your POM files and drastically reduces the configuration.

€ " External Job
L1V This type of job allows you to record the execution of a process run outside Jenkins, even on a remote machine. This is designed so that you
can use Jenkins as a dashboard of your existing automation system. See the documentation for more details.

Multi-configuration project
Suitable for projects that need a large number of different configurations, such s testing on multiple environments, platform-specific builds.
etc

E‘ Folder
i
Creates a container that stores nested items in it. Useful for grouping things together. Unlike view, which is just a filter, a folder creates a
separate namespace, S0 you can have muliple things of the same name as long as they are in different folders.

GitHub Organization
&)/ Scans a GitHub organization (or user account) for al repositories matching some defined markers

. Multibranch Pipeline
) Creates a set of Pipeline projects according to detected branches in one SCM repository.

if you want to create a new item from other existing, you can use this option:

_)‘ Copy from | Type to autocomplete

oK
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3. In case you have an existing pipeline available, you can create a new pipeline by
copying from it.

4. Go to Advanced Project Options. For the purpose of learning, input echo
'"Hello from Pipeline Demo' in the Script box.

5. Click on Save to save the configuration:

Jenkins PetClinic-Pipeline

Advanced Project Options

Advanced Project Options

Advanced...

Pipeline
Definition Pipeline script ~
Script 1 echo "Hello from Pipeline Demo" @
J Use Groovy Sandbox @
@

& DSL Reference
=
_ bpet Generator

6. As we haven't created any stage, we will get a warning, as shown in the
following screenshot. However, we can execute the pipeline for demo purposes:

Pipeline PetClinic-Pipeline

[%add description

Q0R00000,

=" Recent Changes
=

Stage View

This Pipeline has run successfully, but does not define any stages. Please use the stage step to define some stages in this Pipeline.

Permalinks

» Last build (#1). 2 min 17 sec ago

* Last stable build (#1). 2 min 17 sec ago

o Last successful build #1), 2 min 17 sec ago
« Last completed build (#1). 2 min 17 sec ago

[111]



Building the Code and Configuring the Build Pipeline

7. Click on the Build Now. Verify the Console Output. We can see the script
execution completing successfully:

Jenkins

#
]

Jenkins PetClinic-Pipeline

4 Back to Project

, Status ) Console Output

~= Changes
Star 3 r 1isc
E Console Output Started by user DiscoverTechno

View as plain text Hello from Pipeline Demo

—= Edit Build Information

{ Delete Build

Finished: SUCCESS

Replay
Pipeline Steps

¢a Previous Build

Creating scripts

Let's go step by step and learn how we can create a script. To make things easier, refer to the
Pipeline DSL reference or use Snippet Generator. Select the checkbox, and then select a
Sample Step. Provide specific parameters required by the step, and click on Generate
Groovy.
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fﬁpeﬁne[)S[hRqﬂﬁence:https://jenkins.io/doc/pipeline/steps/

SnﬁnthenwﬂhW:https://jenkins.io/doc/pipeline/#using—snippet—
generator

Example 1 — creating a Groovy script to build a job

Here's how to create a Groovy script to build a job. It triggers a new downstream job to
build:

Sample step Parameters

build: Build a job | Project to Build: PetClinic-Compile
Parameters: None
Other configurations: Default

Advanced Project Options

Steps
Sample Step build: Build a job >
Project fo Build  PetClinic-Compile
Wait for completion (2]
Propagate errors ®
Quiet period
Pamnen PetClinic-Compile is not parameterized

Generate Groovy

build "PetClinic-Compile’

- B
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Example 2 — creating a build step to publish test reports

Creating a build step is used to configure post-build actions or in general build steps that
are pipeline compatible, based on the drop-down list:

Sample step

Parameters

step: General Build
Setup

Build Step: Publish JUnit test result report
Test Report XMLs: ** /target/surefire-reports/TEST-*.xml
Other configurations: Default

Steps

Sample Step step: General Build Step

.

Generate Groovy

step([$class: "JUnitResultArchiver, testResults: "*target/surefire-reports/™.xml')

Build Step = Publish JUnit test result report v

Test report XMLs /target/surefire-reports/* xml

Fileset ‘includes’ setting that
specifies the generated raw

XML report files, such as
‘myproject/itarget/test-reports
/*xml'. Basedir of the fileset

s the workspace root.

1 Retain long standard ®

output/error

-

Health report amplification factor

1% failing tests scores as
99% health. 5% failing tests
scores as 95% health

Advanced...
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Example 3 — archiving build job artifacts

To archive build job artifacts, use the following parameters:

Sample step Parameters
archive: Archive Includes: This includes artifacts, using a comma separated list-
artifacts matching Ant-style pattern for archiving artifacts

Excludes: This excludes artifacts, using a comma separated list-
matching Ant-style pattern for not archiving artifacts

Advanced Project Options

Snippet Generator @
Steps
Sample Step archive: Archive artifacts R
Includes | **/target/*.war ®
Excludes @

Generate Groovy

archive "*/target/* war'

- I
————J/bal variables
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Example 4 — running a build step on a node

To run a build step on a specific node, we need to write a script. Use Snippet Generator
and select a sample step node, and select the slave node label. Then, click on Generate
Groovy:

Sample step Parameters

node: Allocate node | Label: The label associated with slave node. Refer to Chapter 2,
Continuous Integration with Jenkins 2. For more details on master-slave
nodes in Jenkins 2

Steps

Sample Step node: Allocate node v

Label WindowsNode

Label is serviced by 1 node

Generate Groovy

node('WindowsNode') {
/I some block

}
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Example 5 — marking the definite steps of a build job

We will now create a Groovy script to mark definite sections of a build job as being
controlled by limited concurrency:

Sample step | Parameters

stage: Stage | Stage Name: Compile/Test/Deploy
Other configurations: Default

Snippet Generator
Steps

Sample Step stage” Stage

Stage Name compile

Concurrency

Generate Groovy

stage 'compile’

- [ -
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Creating a pipeline for compiling and
executing test units

For demonstration purposes, let's try a simple scenario to create a pipeline for compiling
source files and executing unit test cases:

1. Let's use the following script in the Script box:

echo 'Hello from Pipeline Demo'
stage 'Compile'

build 'PetClinic-Compile'’

stage 'Test'

build 'PetClinic-Test'

Jenkins PetClinic-Pipeline-Build
Pipeline
Pipeline
Definition Pipeline script i
. 1 eche 'Hello from Pipeline Demo' (3]
SE 2 stage 'Compile'
3 build 'PetClinic-Compile'
4 stage 'Test'
5 build 'PetClinic-Test'
[ Use Groovy Sandbox @
Pipeline DSL Reference @
[ Snippet Generator @
m Aol

2. Click on Build Now and go to Console Output to verify the execution process:
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Jenkins PetClinic-Pipeline-Build #1

4 Back to Project

- Changes
Console Output
_ View as plain text

- . . ) Hello from Pipeline Demo
- Edit Build Information

& Delete Build Entering stage Compile
Replay Proceeding

Pipeline Steps

0, Status & Console Output

Started by user DiscoverTechno

Scheduling project: PetClinic-Compile

Starting building: PetClinic-Compile #14

Entering stage Test
Proceeding

Finished: SUCCESS

Scheduling project: PetClinic-Test
Starting building: PetClinic-Test #8§

3. Go to the build job's main page. We can see Stage View here. Remember, we
have created two stages: one is Compile and the other is Test. Stage View
provides instant visualization. It provides details such as build completion time,
the node on which the build has been executed, and whether the build has

executed successfully or failed:

Jenkins PetClinic-Pipeline-Build

# Back to Dashboard

3 RSS for all £J RSS for failures

o, status Pipeline PetClinic-Pipeline-Build
= Changes
{2 Build Now
(& Delete Pipeline — Recent Changes
S
2t Configure
» Move Stage View
O, Full Stage View
@ Gi
@ GitHub Compile Test
Build History trend = 1min 19s 1min 46s
|w‘.-:‘
a# A
pr 30 i H
Apr 30, 2016 12:49 AM 1210 Lol ez JUniDRc=

@ DiscoverTechno |log out

ENABLE AUTO REFRESH

[#add description
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4. For a particular build execution, we can verify Pipeline Steps as well:

.& Jenkins @ search

4 Back to Project
O, Status
= Changes
& Console Output
-~ Edit Build Information
§ Delete Build
Replay
Pipeline Steps

Jenkins PetClinic-Pipeline-Build #1 Pipeline Steps

Start of Pipeline
Print Message
Compile
Building PetClinic-Compile
Test

Building PetClinic-Test

@ DpiscoverTechno | log out

Step

ENABLE AUTO REFRESH

Status

Q
ae
=29
= )
ae
a9

5. Click on Full Stage View to get a full-screen view, as shown in the following
screenshot:

PetClinic-Pipeline - Stage View

Apr 30 ®
12:41

Apr 30
09:47

&

Apr 30
09:37

Apr 30
09:35

Compile

39s

50s

failed

Test

4min 26s

2min 37s

1min 51s

8min 50s
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6. To obtain details specific to a stage, mouse over a specific stage, and it will show
you the status of that stage's execution as well as the Logs link:

PetClinic-Pipeline - Stage View
Success Test
o Lugﬁ 4min 26s
N
@ﬁ. 30 Nao @
pr i
Changes 49s 2min 37s
12:41
@g an Mo
pr i
Changes 26s 1|T||n 515
09:47
Apr 30 Mo .
Changes 30s 8m|n 505
09:37
@,ﬂ\ 30 No
pr
Changes 505
09:35
p—— failed
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7. Click on the Stage Logs link, and it will provide log details respective to the
stage. Click on the dropdown to obtain more details about the logs:

Stage Logs (Compile) x

@ Git
@ Use a tool from a predefined Tool Installation
® Shell Script

Now, let's consider a scenario where we want to execute different stages on different nodes.
1. Copy the following code and paste it in Script section:

echo 'Hello from Pipeline Demo'

stage 'Compile'

node {
git url: 'https://github.com/mitesh51/spring-petclinic.git’
def mvnHome = tool 'Maven3.3.1'
sh "${mvnHome}/bin/mvn -B compile"

}

stage 'Test'

node ('WindowsNode') {
git url: 'https://github.com/mitesh51/spring-petclinic.git’
def mvnHome = tool 'WindowsMaven'
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bat "${mvnHome}\\bin\\mvn -B verify"
step([$class: 'ArtifactArchiver', artifacts: '**/target/*.war',
fingerprint: truel)
step([$class: 'JUnitResultArchiver', testResults:
'**/target/surefire-reports/TEST-*.xml'])
}

2. Click on Build Now and verify the Stage View:

"@ Jenkins Qsearch @ DiscoverTechno | log out
Jenkins PetClinic-Pipeline ENABLE AUTO REFRESH
# Back to Dashboard R R L. . R
o, status Pipeline PetClinic-Pipeline
= Ch?nges rzadd description
{2 Build Now Test Result Trend
i #== Last Successful Artifacts 503
@© Delete Pipeline = wa o0 B i o
% Configure Cpetclinicwar — 39.99 MBs= view
h 20000000, 404
% Move == Recent Changes g 50
o, Full Stage View -
@ GitHub 10
o ] B %
Build History trend - (just show failures) enlarge
‘fmd ‘ i
— Stage View
Apr 30, 2016 12:11 AM
e Apr 29, 2016 Compile Test
@#6  Apr29, 2016 39s 4min 26s
#  Apr2g, 2016 .
@#  Apr29 2016 ¥
G ® 49s 2min 37s
@#3  Apr29,2016 12:41
@#2  Apr29, 2016
7:52 PM #7
Apr 30 ; ;
@#1  Apr29,2016 = 26s 1min 51s
7:50 PM 09:47
£ RSS for all £y RSS for failures 6
REr S 30s 8min 50s
09:37
Apr 30 505
09:35
failed
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3. Pipeline Steps describes drill-down details of execution, as shown in the
following screenshot:

Qsearch @ DiscoverTechno | log out
Jenkins PetClinic-Pipeline #8 Pipeline Steps ENABLE AUTQ REFRESH
# Back to Project Step Status
A ?:tus Start of Pipeline [
= Changes -
a Consgle Output Erint Message E J
~ View as plain text Compile =9
= Edit Build Information Allocale node : Start a0
& Delete Build Allocate node : Body : Start J
4 Git Build Data Git [~ %]
& No Tags Use a tool from a predefined Tool Installation = (*]
ﬂ_ See Fingerprints Shell Seriot E J
7] Test Result —
Replay Test ‘E J
Pipeline Steps Allocate node : Start =9
4 Previous Build Allocate node : Body : Start (*]
Git =0
Use a tool from a predefined Tool Installation = (*]
Windows Batch Script = Qo
General Build Step = Qo
General Build Step = o

Page generated: Apr 30, 2016 12:33:27 AM PDT Jenkins ver. 2.0
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4. Let's verify stage logs for Git operation. Mouse over the Compile stage, and click
on logs. Expand the Git dropdown, as shown in the following screenshot, to get
more details:

Stage Logs (Compile) x
@ Git

> git rev-parse --is-inside-work-tree # timeout=10
Fetching changes from the remote Git repository

> git config remote.origin.url https://github.com/mitesh51/spring-petclinic.git # tim
eout=10@

Fetching upstream changes from https://github.com/mitesh51/spring-petclinic.git

> git --version # timeout=16

> git fetch --tags --progress https://github.com/mitesh51/spring-petclinic.git +refs/

heads/*:refs/remotes/origin/*

> git rev-parse refs/remotes/origin/master”{commit} # timeout=18

> git rev-parse refs/remotes/origin/origin/master”{commit} # timeout=10
Checking out Revision 44b591f537aaefebbef@598beab886d38bag8214c (refs/remotes/origin/ma
ster)

> git config core.sparsecheckout # timeout=18

> git checkout -f 44b591f537aac6ebbef@598beab886d38baB8214c # timeout=18

> git branch -a -v --no-abbrev # timeout=10

> git branch -D master # timeout=10 4
® Use a tool from a predefined Tool Installation

® Shell Script

Can you guess what could be the potential issue with a Groovy script for creating pipeline?
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Yes; again, it is code. It becomes difficult to manage it over time and hence it is always
better to store it in a repository. In the Pipeline Definition section, there is an option to load
the Pipeline script from SCM. We can select Git or Subversion for the SCM, and then we
need to provide repository details and script file details:

Pipeline
Definition Pipeline script from SCM ¥
SCM Git . @
Repositories x| @
Repository URL  github.com/mitesh51/spring-petclinic.git ®
Credentials -none - ~|| o= Add
Advanced...
Add Repository
Branches to build x|
Branch Specifier (blank for 'any’) *master ®
Add Branch
Repository browser (Auto) “| @
Additional Behaviours Add ~
Script Path Jenkinsfile )
e DSL Reference @
“ ‘ Apply ‘ it Generator @

For more details visit Getting Started with Pipeline from the Jenkins
documentation: nttps://jenkins.io/doc/pipeline/

[126]


https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/
https://jenkins.io/doc/pipeline/

Building the Code and Configuring the Build Pipeline

Using the Build Pipeline plugin

We have seen the built-in pipeline concept of Jenkins 2. It is a very flexible and powerful
concept, but for that, we need to write a Groovy script. Another way that has an easy
learning curve is to use the Build Pipeline plugin. It provides simple visualization of
upstream and downstream build jobs. It also enables manual triggers for a situation where
we need approval for executing a specific build. We can create a chain of jobs for end-to-end
automation. Here, I'm assuming that you are aware of the concept of upstream and
downstream build jobs.

To create a build pipeline, follow these steps:

1. Install the Build Pipeline plugin.

2. On the Jenkins dashboard, click on the plus sign, which will open a page to create
a Build Pipeline View. Provide a View name for the build pipeline, and click on

:@ Jenkins Qusearch @ DpiscoverTechno | log out
Jenkins
& New ltem View name  peGiinic-Build-Pipeline-View
& People

. i . @® Build Pipeline View

- Build History . .
§ . . . Shows the jobs in a build pipeline view. The complete pipeline of jobs that a version propagates through are

\, Project Relationship shown as a row in the view.
&=| Check File Fingerprint © Dashboard

f“ Manage Jenkins Customizable view that contains various portlets containing information about your job(s)

4. Credentials O List View
&. My Views Shows items in a simple list format. You can choose which jobs are to be displayed in which view.

O My View

Build Queue = This view automatically displays all the jobs that the current user has an access to

No builds in the queue
0K

Build Executor Status =

& master

1 Idle

2 Idle

& TestServer
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3. It is important to configure upstream and downstream build jobs:

/
Decide the Configure each
Create Multiple order of Build job based
Build Jobs execution on Order to Build
Other Projects
-

We have created multiple build jobs to compile the source code, verify the source code
using Sonar, and to execute JUnit test cases.

We have defined the order as well: if compilation is successful, the other two build jobs will
be executed. In our case, they are PetClinic-Code and PetClinic-Test.

Follow these steps to configure the build jobs:

1. Go to the configuration page of the PetClinic—-Compile build job.
2. Go to the Post-build Actions section.

3. Enter the name of the build jobs in the Project to build textbox. You can provide
a comma-separated list here.
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4. Click on Save to save the configuration.

E-mail Notification

Build other projects
Projects to build  PetClinic-Code, PetClinic-Test

@ Trigger only if build is stable
¢ Trigger even if the build is unstable
() Trigger even if the build fails

Recipients = mitesh.soni@outlook.com

Whitespace-separated list of recipient addresses. May reference build parameters like $prramM E-mail will be sent when a
build fails, becomes unstable or returns to stable

Send e-mall for every unstable build

Send separate e-mails to individuals who broke the build

Add post-build action ~

Save ‘ Apply ‘

Post-build Actions

5. Verify the list of the Downstream Projects on the build job's main page:

@ Jenkins Qsearch

Jenkins

# Back to Dashboard
O, status

= Changes

&% Workspace

() Build Now
 Delete Project

#% Configure

[7] GitHub Hook Log
. Move
@ GitHub

& Build History

@ DiscoverTechno | log out

PetClinic-Compile

Project PetClinic-Compile

E Workspace
pr—

—#" Recent Changes
=

Downstream Projects

@PetClinic-Code
@PetClinic-Test

trend =

‘fmc!

o #4

Apr 30, 2016 12:49 AM
o #3

Apr 29, 2016 7:37 PM
9 #12

Permalinks

e Last build (#14), 33 min ago

» Last stable build (#14), 33 min ago

e Last successful build (#14), 33 min ago

® Last failed build (#12), 1 day 5 hr ago

= Lastunsuccessiul build #12) 1. dav b hrago

ENABLE AUTO REFRESH

[#add description

Disable Project
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6. The next step is to configure the Build Pipeline View we created earlier. Use this

table:

Property name

Property description

Name The name of the build pipeline.

Description The description is displayed on the Build Pipeline View page. It
can be used to display details such as the pipeline, resources, the
objective of the pipeline, and the flow.

Filter build queue Only jobs in this specific view will be shown in the queue.

Filter build executors

This is used to show build executors that could execute the jobs in
this view.

Build Pipeline View The build pipeline view title to display on the Jenkins dashboard.

Title

Layout Based on the upstream/downstream relationship: This layout
mode derives the pipeline structure based on the
upstream/downstream trigger relationship between jobs.

Select Initial Job This sets the initial or parent job in the build pipeline view. The
rest of the build job will be considered based on the
upstream/downstream relationship.

No Of Displayed Builds | The number of build pipelines to display in the view.

Restrict triggers to most
recent successful builds

This is used to restrict the display of a Trigger button to only the
most recent successful build pipelines.

Always allow manual
trigger on pipeline steps

This is used to execute a successful pipeline step again, using the
same parameter values if the build is parameterized.

parameters in project
headers

Show pipeline project This is used to show the pipeline definition header in the pipeline
headers view.
Show pipeline This is used to list the parameters used to run the latest successful

job in the pipeline's project headers.

Show pipeline
parameters in revision
box

This is used to list the parameters used to run the first job in each
pipeline's revision box.

Refresh frequency (in
seconds)

This provides the frequency in seconds with which the Build
Pipeline Plugin updates the build lightbox.
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URL for custom CSS Used for a custom CSS files if any.

files

Console Output Link You can choose from Lightbox, New Window, or This Window.
Style

7. We have selected the PetClinic-Compile build job in the Select Initial Job section
as the initial job, as you can see here:

Name PetClinic-Build-Pipeline View
Description
[Plain text] Preview —

Filter build queue O @
Filter build executors [m] 2]
Build Pipeline View Title
Layout Based on upstream/downstream relationship v

Select Initial Job PetClinic-Compile v @
No Of Displayed Builds 1 )
Restrict triggers to most recent successful builds O Yes ® No 2]
Always allow manual trigger on pipeline steps O Yes® No @
Show pipeline project headers O Yes® No ®
Show pipeline parameters in project headers O Yes® No 2]
Show pipeline parameters in revision box O Yes® No 2]
Refresh frequency (in seconds) 3 ®
URL for custom CSS files
Console Output Link Style Lightbox .
- I
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8. On the PetClinic-Build-Pipeline-View page, we can run the build pipeline by
clicking on Run, view the history by clicking on History, configure the pipeline
by clicking on Configure, and delete the pipeline using Delete. Click on Run to
execute the build pipeline for the first time:

@ Jenkins Qisearch @ DiscoverTechno |log out

Jenkins PetClinic-Build-Pipeline-View ENABLE AUTO REFRESH

Build Pipeline
L = ¢ = O »

Run History Configure Add Step Delete Manage

#14 PetClinic-Compile PetClinic-Code

‘ Pipeline |

Page generated: Apr 30, 2016 1:24:18 AM PDT REST APl Jenkins ver. 2.0

9. The following are the default color codes:

Color |Description

Red Indicates failed execution of a build job

Green |Indicates successful execution of a build job

Blue |Indicates a build job that hasn't been executed

Yellow | Indicates a running build job
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10. Now let's observe the execution of a build job in this pipeline, as shown in the

following screenshot:

ENABLE AUTO REFRESH

# Jenkins

Jenkins PetClinic-Build-Pipeline-View

Build Pipeline

2 = 2 & 0 v
Run History Configure Add Step Delete Manage

PetClinic-Code

#15 PetClinic-Compile

EADF 30, 2016 1:24:35 AM
4 3 sec and counting
8 discovertechno

Page generated: Apr 30, 2016 1:24:35 AM PDT REST APl Jenkins ver. 2.0

11. We can see all jobs in green as all the builds have been executed successfully:

Q@ search @ DpiscoverTechno | log out

ENABLE AUTO REFRESH

£ Jenkins

Jenkins PetClinic-Build-Pipeline-View

Build Pipeline
= S &

R = =
Run History Configure Add Step Delete Manage

#4 PetClinic-Code

#15 PetClinic-Compile

Pipeline

#9 PetClinic-Test

Page generated: Apr 30, 2016 1:31:36 AM PDT REST API| Jenkins ver. 2.0

192.168.1.34:2080/job/PetClinic-Coder4/
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Manual trigger configuration makes sure that pipeline step doesn't execute automatically
and requires manual intervention to execute next step. It can be very useful in the scenarios
where you need to wait for the deployment in the specific environment or to wait for
permission before deployment. Let's configure the build pipeline using a manual trigger:

1. As shown in the following screenshot, select Yes for all the options:

No Of Displayed Builds 5 ®
Restrict triggers to most recent successful builds ®@ Yes © No @
Always allow manual trigger on pipeline steps @ Yes O No @
Show pipeline project headers ® YesO No @
Show pipeline parameters in project headers ® YesO No ®
Show pipeline parameters in revision box ® YesO No @
Refresh frequency (in seconds) 3 )
URL for custom CSS files

Console Quiput Link Style Lightbox

OK Apply

2. Let's save and verify the changes in the Build Pipeline View section. Verify the
manual trigger and headers with the health details of each build job:

Build Pipeline: First Pet-Clinic Build Pipeline
£ = ¥ =& O x

Run  History Configure Add Step Delete  Manage

PetClinic-Compile PetClinic-Code
— »

PetClinic-Test
»

Pipeline #20 #20 PetClinic-Compile PetClinic-Code

B =
L T

.
Wy
[igge |

<
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3. Verify the build history of PetClinic-Build-Pipeline-View, as shown in the
following screenshot:

D00,

== Build History of PetClinic-Build-Pipeline-View

SIMILE

Timeline &

Export as plain XML

Build Time Since 1 Status
AJ PetClinic-Code #9 1day 4 hr stable E
g PetClinic-Code #8 1day 21 hr stable E
AJ PetClinic-Test #13 1day 21 hr stable E
g PetClinic-Compile #19 1day 21 hr stable E

the Build Pipeline plugin from https://wiki.jenkins-ci.org/display/
JENKINS/Build+Pipeline+Plugin.

Deploying a WAR file. The most important thing in application life cycle management is
the deployment of the packages. That is the business part of the whole exercise. The
objective is to automate the process of deployment of the packages into web server or
application server. Once the deployment process is automated, it can be easily integrated
into end to end automation of application delivery.

For Maven and Tomcat integration, let's create an admin user. We will use admin user
credentials to deploy an application to a Tomcat server:
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Building the Code and Configuring the Build Pipeline

1. Open apache-tomcat-7.0.68\conf\tomcat-users.xml, and add the
following statements into it:

Here we define roles such as manager—-gui, manager-script. For this
deployment, we will use manager-script role.

2. Create a user with the name admin, and assign a password and roles, as shown
here:

<role rolename="manager—-gui"/>
<role rolename="manager—-script"/>
<user username="admin" password="cloud@123" roles="manager-script"

/>
3. Now, we need to add this Tomcat admin user to the Maven settings.xml file:

servers>

server>
id>tomcat-development-server</id>
username>admin</username>
password>password</password>
/server>

/servers>

4. Now let's edit the pom.xm1 file. Find the Tomcat Plugin block in pom.xml, and
add following details. Make sure that the server name is the same one we
provided in the settings.xml file of Maven as id:

<plugin>

<groupld>org.apache.tomcat .maven</groupId>
<artifactId>tomcat7-maven-plugin</artifactId>
<version>2.2</version>

<configuration>
<server>tomcat-development-server</server>
<url>http://192.168.1.35:9999/manager/text</url>
<warFile>target\petclinic.war</warFile>
<path>/petclinic</path>

</configuration>

</plugin>

5. We can verify execution from the command-line using mvn tomcat7:deploy
command. Maven will deploy the WAR file to Tomcat 7 using the Manager app
athttp://localhost:8080/manager/text, to the /petclinic path.
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6. In the case of any failures because of a preexisting WAR file in the Tomcat
webapps folder, use tomcat7:redeploy.

Let's create a build job in Jenkins and add a build step to invoke top-level Maven targets:

1. Use tomcat7:redeploy for Goals and Save it:

Senel Source Code Ma B T Build Environment Build Post-build Actions
Build
[ x |
Invoke top-level Maven targets @
Maven Version = WindowsMaven ~
Goals tomcat7:redeploy v

Advanced...

Add build step ~

2. Execute the build by clicking on Build Now. Verify the deployment process in
the console output:

[INFO]
[INFO]
[INFO]

[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]

-—— maven-war-plugin:2.3:war (default-war) @ spring-petclinic ——
Packaging webapp
Bssembling webapp [spring-petclinic] in [d:\jenkins\workspace\PetClinic-Deploy\target\spring-

petclinic-4.2.5-SNAPSHOT]

Processing war project

Copying webapp resources [d:\Jjenkins\workspace\PetClinic-Deplov\srcimain\webapp]

Webapp assembled in [96% msecs]

Building war: d:\jenkins\workspace\PetClinic-Deploy\target\spring-petclinic-4.2.5-SNAPSHOT. war

<<< tomcat7-maven—plugin:2.2:redeploy (default-cli) < package @ spring—petclinic <<<

--- tomcat7-maven-plugin:2.2:redeploy (default-cli) @ spring-petclinic -—-—-
Deploying war to http://182.168.1.35:9999/petclinic

Upleoading: http://192.168.1.35:9999/manager/text/deploy?path=%2Fpetclinicsupdate=true
40002/40546 KB
40004/40946 EB
40006/40%46 KB
40008/40946 KB
40010/409%946 KB
40012/40546 EB
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3. Once the WAR file has been uploaded, the build job will be completed
successfully:

40940/40946 KRB
40942/40946 KB
40944/40946 KB
40946/40946 KRB
Uploaded: http://192.168.1.35:9%9%/manager/text/deploy?path=%2Fpetclinicsupdate=trus (40946 KB at
5024 .8 EB/sec)

INFC] tomcatManager status code:200, ReasonPhrase:CK

INFO] OR - Deployed application at context path /petclinic

INFO] — o
INFC] BUILD SUCCESS

INFO] — o
INFC] Total time: 58.46% s

INFO] Finished at: 2016-05-07T23:41:13+05:30

INFQ] Final Memory: 38M/Z63M

[TNFO] e e e e e e e e e

Finished: SUCCESS

When we use tomcat7:deploy or tomcat7:redeploy, it includes the package lifecycle in
the execution. If we want to only deploy the WAR file, we can use tomcat7:deploy-only,
as shown in the following console output:

Jenkins PetClinic-Deploy #28

# Back to Project
O, Status Console Output
“= Changes

B Console Output

Progress: mee——————

sStarted by user DiscoverTechno
Building remotely on TestServer (WindowsNode) in workspace d:\jenkins\workspace\PetClinic-Deploy

_ View as plain text [PetClinic-Deploy] § cmd.exe /C "C:\apache-maven-3.3.1\bin\mvn.cmd tomcat7:deploy-only && exit
= Edit Build Information $$ERRORLEVELS%"
[INFC] Scanning for projects. ..
4 Previous Build P
[INFO]
[INFO] Building spring-petclinic-4.2.5-SNAPSHOT 4.2.5-SNAPSHOT
[INFO]
[INFO]
[tmro] ——— tomcat7-maven-plugin:2.2:deploy-only (default-cli) @ spring-petclinic ——— |

[INFO] Deploying war to Dttp://192.168.1.35:9995/petclinic
Uploading: http://192.168.1.35:9999/manager/text/deploy?path=%2Fpetclinic
40002/40946 RB
40004/40946 KB
40006/40946 KB
40008/40946 KB
40010/40946 KB

Integrating the deployment operation

Till now we have covered Pipeline or orchestration of different tasks and now let's integrate
pipeline and deployment automation. By doing this, we will complete Continuous
Integration and Continuous Delivery with orchestration. Let's try to integrate the
deployment operation into the build pipeline.
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We will need to perform the following tasks:

1. Compile source files.
Execute JUnit test cases.

3. Archive the artifact/WAR file: It is used to archive build artifacts, such as JAR
files, WAR files, and ZIP files, so they can be downloaded later. Add Post-build
Actions to PetClinic-Test to archive the artifact:

Post-build Actions

Archive the artifacts @

Files to archive  /*/* war ®

Advanced...

4. Execute the build job, as shown in the following screenshot, and verify whether it
has been successfully archived or not. If you see Finished: SUCCESS, then the
build job was successfully executed:

[INFO] --- maven-war-plugin:2.3:war (default-war) @ spring-petclinic --—-

[INFO] Packaging webapp

[INFO] Assembling webapp [spring-petclinie] in [d:\jenkins‘\workspace\PetClinic-Test\target\spring-
petclinic—4.2.5-SNAPSHOT]

[INFO] Processing war projsct

[INFO] Copying webapp resources [d:\jenkins\workspace\PetClinic-Test\src\main\webapp]

[INFO] Webapp assembled in [2371 msecs]

[INFO] Building war: d:\jenkins\workspace\PetClinic-Test\target\spring-petclinic-4.2.5-SNAPSHOT.war
[Iyf0 ——mMmMm8 ————

[INFC] BUILD SUCCESS

[INE O] — o

[INFO] Total time: 35.535 s

[INFO] Finished at: 2016-05-08T00:53:304+05:30

[INFO] Final Memory: 29M/271M

[TNFO] o mm e e e

Archiving artifacte

Recording test resulte

Warning: you have no plugins providing access control for builds, so falling back to legacy behaviocr
of permitting any downstream builds to be triggered

Triggering a new build of PetClinic-Deploy

Finished: SUCCESS
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5. We need to add a build step to copy artifacts from PetClinic-Test. Check the
Copy Artifact Plugin checkbox, and then click on Install without restart:

Filter: | . copy artifact
Updates  Available |Installed Advanced
Install | Name Version
Artifact Deployer Plug-in
. . . . . 033
This plugin makes it possible to copy artifacts to remote locations
Copy Artifact Plugin
1.38

Adds a build step to copy artifacts from another project

Install without restart Download d install aft tart ) ; )

6. Configure the copy artifact plugin in the PetClinic-Deploy build job:

Genera Source Code Manager Build Triggers Build Environment Build Post-build Actions

Build
Copy artifacts from another project E
Project name PetClinic-Test
Which build Latest successful build v @

Stable build only
Artifacts to copy target/* war ®
Artifacts not to copy ®
Target directory ®
Parameter filters ®
[ Flatten directories [ Optional Fingerprint Artifacts (2]
Advanced...
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7. Verify the workspace directory. Go to the PetClinic-Testtarget directory. If a
WAR file is there from a past build, remove it:

Mew Volume (:) » jenkins * workspace * PetClinic-Test » target
-~
Mame Date modified Type
classes 472872016 8:43 AM File folder
generated-sources 472872016 2:42 AM File folder
generated-test-sources 4/28/2016 8:43 AM File folder
rmaven-archiver 5/8/2016 12:27 AM File folder
maven-status 4/28/2016 &:42 AM File folder
spring-petclinic-4.2.3-5MAPSHOT 3/8/20612:27 AM  Filefolder
surefire-reports 4/28/2016 2:43 AM File folder
test-classes 4/28/2016 8:43 AM File folder

8. Verify the target directory of the PetClinic-Deploy folder. There is no WAR
file:

Mew Volume (D:) » jenkins * workspace » PetClinic-Deploy » target

Mame B Date modified Type
classes 5772016 10:33 PM File folder
generated-sources 72016 10:33 PM File folder
generated-test-sources 5772016 10:33 PM File folder
maven-archiver 5772016 10:46 PM File folder
mawven-status 5772016 10:33 PM File folder
spring-petclinic-4.2.5-5MNAPSHOT 57772016 10:46 PM File folder
surefire-reports 72016 10:34 PM File folder
test-classes 372016 10:33 PM File folder
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9. Add PetClinic-Deploy as a downstream project to PetClinic-Test. Then, run the
build pipeline:

Jenkins » PetClinic-Build-Pipeline-View » DISABLE AUTO REFRESH

Build Pipeline: First Pet-Clinic Build Pipeline
L = £ = O ¥

Run  History Configure Add Step Delete  Manage

PetClinic-Compile PetClinic-Test PetClinic-Deploy

426 PetClinic-Compile 420 PetClinic-Test

B May 7, 2016 12:22:50 PM
i (243 sec and counting

10. Verify the execution of the build pipeline. Click on the lightbox of any build job
in the build pipeline. Verify the PetClinic-Test console output:

PetClinic-Build-Pipeline-View + PetClinic-Test » #20
Tests run: 59, Failures: 0, Errors: 0, Skipped: 0

[INFO]

[INFO] --- maven-war-plugin:2.3:war (default-war) @ spring-petclinic ---

[INFO] Packaging webapp

[INFO] Assembling webapp [spring-petclinic] in [d:\jenkins\workspace\PetClinic-Test\target\spring-
petclinic—4.2.5-SNAPSHOT]

[INFO] Processing war project

[INFO] Copying webapp resocurces [d:\jenkins\workspace\PetClinic-Test\src\main\webapp]

[INFO] Webapp assembled in [2371 msecs]

[INFO] Building war: d:\jenkins\workspace\PetClinic-Test\target\spring-petclinic-4.2.5-SNAPSHOT.wWar
[INFO]
[INFO] BUILD SUCCESS
[INFO]
[INFO] Total time: 35.535 s

[INFO] Finished at: 2016-05-08T00:53:30+05:30
[INFO] Final Memory: 29M/271M

[INFO]
Archiving artifacts

Recording test results

Warning: you have no plugins providing access control for builds, so falling back to legacy behavior

of permitting any downstream builds to be triggered
Triggering a new build of PetClinic-Deploy
Finished: SUCCESS

Page generated: May 7, 2016 12:24:06 PM PDT REST APl Jenkins ver 2.0
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Now, we will copy the archive file from one build and use it for deployment in another
build. Once the PetClinic-Test build job execution has completed, follow these steps:

1. Verify the target folder in the workspace. You will see the WAR file in the
target directory, as shown in the following screenshot:

Mew Volurmne (D:) » jenkins * workspace * PetClinic-Test » target

Mame - Date modified Type Size
classes 4728/2016 8:43 AM File folder
generated-sources 4/28/2016 8:42 AM  File folder
generated-test-sources 4728/2018 8:43 AM  File folder
maven-archiver 382016 12:27 AM  File folder
maven-status 4728/2016 8:42 AM File folder
spring-petclinic-4.2.5-5MNAPSHOT 57872016 12:27 AM  File folder
surefire-reports 4/28/2016 8:43 AM  File folder
test-classes 472872016 8:43 AM  File folder
@ spring-petclinic-4.2,5-SNAPSHOT war 5/8/2016 12:53 AM  WAR File 40,946 KB

2. Verify the execution of the PetClinic-Deploy build job:

£ Jenkins

Jenkins PetClinic-Build-Pipeline-View

Qi search

(] DiscoverTechno | log out

DISABLE AUTO REFRESH

Build Pipeline: First Pet-Clinic Build Pipeline
e = 2 = 0 v

Run  History Configure AddStep Delete  Manage

PetClinic-Compile PetClinic-Test PetClinic-Deploy

Health: »
Build N, #26

Health: »
Build Ny, #20

Health: 3
Build g, #34

Pipeline #26

#26 PetClinic-Compile

#20 PetClinic-Test

#34 PetClinic-Deploy
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3. Verify the build job's status in the Jenkins dashboard:

Jenkins PetClinic-Build-Pipeline-View

# Back to Project

0, Status

— Changes

B Console Output

| View as plain text

= Edit Build Information
{ Delete Build

&= See Fingerprints

& Previous Build

@  DiscoverTechno | log o

PetClinic-Deploy #34 DISABLE AUTO REFRESH

Started 1 min 57 sec ago
Took 41 sec on TestServer

@ Build #34 (May 7, 2016 12:23:51 PM)

[#add description
i No changes. Changes in dependency
=

1. PetClinic-Test @#19 — @#20 (detail)

Started by upstream project PetClinic-Test  build number 20
originally caused by

« Started by upstream project PeiClinic-Compile  build number 26
originally caused by
o Started by user DiscoverTechno

i? Promote Build v

Upstream Builds

PetClinic-Test @#20

4. Click on the lightbox of Build Pipeline View; it will redirect you to the console
output of a specific build job. Click on the PetCLinic-Deploy lightbox.

5. Verify the console output:

Jenkins PetClinic-Build-Pipeline-View

# Back to Project

O, status

— Changes

& Console Output

| View as plain text

= Edit Build Information
(9 Delete Build

&= See Fingerprints

€ Previous Build

DiscoverTechno |logout

PetClinic-Deploy #34

) Console Output

Started by upstream project "PetClinic-Test" build number 20

originally caused by:
started by upstream project "PetClinic-Compile" build number 26

originally caused by:

Started by user DiscoverTechno
Building remotely on TestServer (WindowsNode) in workspace d:\jenkins\workspace\PetClinic-Deploy
Copied 1 artifact from "PetClinic-Test" build number 20
[PetClinic-Deploy] $ cmd.exe /C "C:\apache-maven-3.3.l1\bin\mvn.cmd tomcat7:deploy-only && sxit
$%ERRORLEVEL33"
[INFO] Scanning for projects. ..
[INFO]
[INFO]
[TNFO] Building spring-petclinic-4.2.5-SNAPSHOT 4.2.5-SNABSHOT
[INFO]
[INFO]
[INFG] --- tomcat7-maven-plugin:2.2:deploy-only (default-cli) @ spring-petclinic ---
[INFC] Deploying war to http://192.168.1.35:9999/petclinic
Uploading: http://192.168.1.35:9999/manager/text/deploy?path=$2Fpetclinic
2/40946 KB
4/40946 KB
6/40946 EB
8/40946 EB
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6. Verify that the successfully uploaded file adheres to the configuration:

PetClinic-Build-Pipeline-View

PetClinic-Deploy #34
40922/40946 KB
40924/40946 KB
40926/40946 KB
40928/40946 KB
40930/40946 KB
40932/40946 KB
40934/40946 KB
40936/40946 KB
40938/40946 KB
40940/40946 KB
40942/40946 KB
40944/40946 KB
40946/40946 KB

Uploaded: http://192.168.1.35:9%99%/manager/text/deploy?path=%2Fpetclinic

(40946 KB at 5678.2 KB/sec)

[INFC] tomcatManager status code:200, ReasonPhrase:ORK
[INFC] OK - Deployed application at context path /petclinic
[INFO] —

[INFC] BUILD SUCCESS

[INFO] —

[INFO] Total time: 24.879 s

[INFC] Finished at: 2016-05-08T00:54:31+05:30

[INFC] Final Memory: 16M/154M

[INFO] —

Finished: SUCCESS

Page generated: May 7, 2016 12:26:18 PMPDT REST APl Jenkins ver 2.0

As an exercise, try to use the build flow plugin.

Self-test questions

1. Which feature is one of the highlights of the Jenkins 2 release?

e Built-in support for continuous integration
¢ Built-in support for JUnit

e Built-in support for delivery pipelines

e Built-in support for Apache Maven
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2. Which language is used to create delivery pipelines ?

e Java

o C++

o C#

¢ Domain-specific language

3. In the Build Pipeline plugin, what is the significance of blue color?

Indicatingfailed execution of a build job

Indicating successful execution of a build job

Indicating a build job that hasn't been executed

Indicating a running build job

Summary

In this chapter, we covered one of the latest features of Jenkins 2 and one of its
highlights:built-in support for delivery pipelines. We learned how to use it in detail. We
covered a simple Groovy script to build a job, generate a build step, archive build job
artifacts, run a build step on a specific node, mark definite sections of a build as being
controlled by limited concurrency, and so on. We walked through a scenario where we
want to execute different stages on different nodes. Another similar plugin was installed
and configured with an example:the Build Pipeline plugin.

In the next chapter, we will discuss one of the important pillars of DevOps culture-
configuration management-using Chef. First, we will see how to install Chef on a
workstation and configure it with hosted Chef. We will look at installing Tomcat using
community Tomcat installation cookbooks.
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“Give me six hours to chop down a tree and I will spend the first four sharpening the axe.”
-Abraham Lincoln

We are going to see how Chef is useful in end-to-end automation of the application delivery
lifecycle. Let's revisit the context. We want to create an end-to-end pipeline where the
application source files are compiled, unit tests are executed, package file is created, a new
virtual machine created, runtime environment is setup, and deployment is performed. Chef
in our context plays a vital role, considering its many uses. We are going to use it for setting
up our runtime environment and standardizing the process of configuration management
rather than implementing a customized way to install tools using scripts. Centralized
configuration management makes it easy to control and configure resources without
complication.

This chapter describes in detail the configuration management tool Chef, the installation of
its components and alternatives, and the configuration of components and convergence of a
node for preparing a runtime environment for Java EE application using cookbooks.
However, writing a cookbook and a detailed discussion of Chef components is out of the
scope of this book as it will take up too much space.



Installing and Configuring Chef

You will learn how to install and configure Chef and converge a node based on
cookbooks/roles.

We will cover the following topics:

¢ Getting started with Chef

¢ An overview of hosted Chef

¢ Installing and configuring a Chef workstation

e Converging a Chef node using a Chef workstation

Getting started with Chef

The Chef is one of the most popular configuration tools in the open source world. We
discussed Chef briefly in chapter 1, Getting Started-DevOps Concepts, Tools, and Technology.

Let's get hands-on with provisioning instances and configuration management. However,
before that, we will need to understand the basics.

There are three major components of Chef:

e The open source Chef server or hosted Chef: The Chef server or hosted Chef is
the pivotal component, which stores cookbooks and other important details of
registered nodes. It is used to configure and manage nodes using Chef
workstations.

¢ Chef workstations: A Chef workstation works as a local repository, and
the knife plugin is installed on it. Knife is used to upload cookbooks to the Chef
server and execute plugin commands.

e Node: A node is a physical or virtual machine in any environment where we
need to configure runtime environments or perform operations using Chef
configuration. The node communicates with the Chef server (open source or
hosted),obtains configuration details related to itself, and then starts executing
steps based on it. The Chef server can be installed on a physical machine or a
virtual machine with an open source installable file, based on the operating
system. Another, easier method to use is hosted Chef, where we need not install
and configure a Chef server. We can use the SaaS offering from Chef. It allows up
to five nodes. The biggest benefit is we need not manage a Chef server or
upgrade it. Hence, we save ourselves from management and maintenance
overhead.
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Take a look at the Chef website https://chef.io. You will see the Chef homepage, as
shown here:

@ EVENTS BLOG SUPPORT ACCOUNT MAMNAGEMENT CONSOLE Q

CHEF Products Capabilities Community Learn Chef

AUTOMATE YOUR INFRASTRUCTURE

Embrace DevOps. Achieve speed, scale and consistency with Chef.

Get Started Learn More <

CHEF AUTOMATE

THINKITTO SHIP IT

Automation is the heart of the modern software supply chain.
Chef Automate is the one platform that brings end-to-end
visibility, compliance and a unified workflow to your
organization's infrastructure and application pipelines

Learn More about Chef Automate <

There are a lot of details available here about Chef and cloud-related integration as well as
knife plugins. We will create a hosted Chef account in the next section and configure it with
a local workstation. To proceed, click on the MANAGEMENT CONSOLE link in the top
right corner of the Chef website.

Overview of hosted Chef

We can use Chef server either by installing and managing Chef server on our own or we
can use hosted Chef — Saa$S offering to utilize in configuration management.
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Installing and Configuring Chef

1. Click on MANAGEMENT CONSOLE or navigate to https://manage.chef.io/
login. We are going to start from scratch, so click on Click here to get started!

£ CHEF

Don't have an account?

Username or Email Address You're one step away from access to all the
power and flexibility of Chef Get ready to
automate your infrastructure, accelerate your
time to market, manage scale and complexity,
and safeguard your systems.

Password

Sign In

2. Enter your Full Name, Company name, Email address, and Username in the
respective text boxes and check the box that says I agree to the Terms of Service
and the Master License and Services Agreement. Then, click on the Get Started
button:

€ &  httpsi//manage.chefio/signup (&)

Already have an account?

You're one step away from access to all the power and
flexibility of Chef. Get ready to automate your Looking for open-
infrastructure, accelerate your time to market, manage source Chef?
scale and complexity, and safeguard your systems. Just .
complete the form to get started. Start with the

and check out our

Full Name DiscoverTechno )

Company  DiscoverTechno Join the Chef Community

Email [ —J@outlook.com |

Username discovertechno51

i | agree to the and the
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Installing and Configuring Chef

3. You will then see this message:

Thanks for signing up!

We've just sent you an email to verify your email address. Click the link in the email to finish the
creation of your account.

4. Open your e-mail inbox and click on the verification link to complete the creation
of your hosted Chef account. You will get an Email Verification Successful
message. After typing your password, click on Create User button:

Thank you for verifying your email addressl Please enter the password
you'd like to use below and submit the form to complete the creation of your
account.

Password UGS ENNS

0
1l
o
(D
g1l

5. The next task is to create an organization. Click on Create New Organization:

Welcome to

£ CHEF

Thank you for using Chef!

You are not yet a member of any organizations, so please either create a new organization or
accept a pending invitation.

If you are trying to join a specific organization and don't have any invitations, get someone in the
organization to send you an invitation, then hit the refresh button.

Q
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6. Provide the Full Name and Short Name of the organization, and click on the
Create Organization button:

Create Organization

Full Mame

DTechno

Short Name

dtechno

1

Cancel

7. Bingo! You've just created your hosted Chef account, and you can now start using
it. The next step is to download a starter kit:

Nodes Reports Policy Administration ® | dechno~ &~ [0] [0
> Organizations
Thank you for choosing Hosted Chef!
Create
Follow these steps to be on your way to using Hosted Chef
Download Starter Kit Learn Chef
What's next?
More Resources
The best place to start learning Our support team is here to provide .
about Chef in general. Hundreds of members of the Chef assistance with any issues you may .
Users community have contributed have while using Hosted Chef. .
cookbooks you can use or draw .
Groups i
inspiration from.
Global
Permissions
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8. When you click on Download Starter Kit, your user and organization keys will
be reset. Make sure to keep them in a safe place. On the confirmation dialog, click
on Proceed:

© Are you certain? x

Your user and organization keys will be reset. Are you sure you want to do

this?

care

Let's have a quick walkthrough of the hosted Chef portal or dashboard

1. Click on Nodes; you will be shown an empty list as no node has been configured
using the Chef server. Note this as we are going to see the same screen when we
configure a node later.

Reports  Policy  Administration ® | dgtechno~ | &~ [0] [

> Nodes Showing All Nodes Q

@ There are no items to display.

[153]



Installing and Configuring Chef

2. Now, navigate to Administration | Users and verify the user account created at
the time of registration:

Nodes Reports Policy Administration ® dtechno~ &~ \] 0
Organizations Showing All Users
> Users User Name Full Name Email Actio...
discovertechno51 DiscoverTechno mitesh_soni83@outiook.com
Invite
T
Groups
Global

Permissions

3. The Reports tab has no data as the convergence process hasn't taken place and no
success or failure data is available:

Reports Policy Administration ® diechno~ &~ m 0

> Dashboard Showing chef-client runs for 05/11/2016 - 05/12/2016 ~
Run History
Runs Summary Run Counts
] ]

No Data Available.

Run Durations

No Data Available.

os |
<10 |
=208 |
<1m|

<3m|

Once we have a hosted Chef account available, the next step is to configure a Chef
workstation:

1. First, download the Red Hat version of the Chef client from https://downloads.
chef.io/chef-client/redhat/ as we are going to use a CentOS virtual machine
to act as our workstation.
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Installing and Configuring Chef

2. Select your operating system type, select the Chef client version, and download
the installation files:

CHEF DOWNLOADS  CHEF DEVELOPMENTKIT ~ CHEF SERVER  CHEF CLIENT .@

Chef Client

The Chef client works with the Chef server to bring systems to their desired states with policies
you provide as recipes.

AIX Version 12041 v

Red Hat Enterprise Linux 7

alali
cisco’ Clsco I0S XR Works on 64 bit (xB6_64) versions of Red Hat Enterprise Linux and & Download
CentOs 7
“dids cisco Nx-0s License Information
SHAI: fl4720651b4876deB836f244f8b56218bas239672
SHA256:
‘ E ) Debian 13564011 € 72. 00
URL: https: //packages.chef.io/stable/el/7/chef-12.9.41-1.el7.x86_64.rpm
‘ oD Red Hat Enterprise Linux 6 x86_64
Works on 64 bit (x86_64) versions of Red Hat Enterprise Linux and a Download
CentOS 6
x Mac 0S X License Information
SHAI. b 14407 8. b
SHA256:
Q Red Hat Ente'pﬂse Linux 437481 1d9084e033d8bocf3efc328

URL: https://packages chef.io/stable/el /6/chef-12.9.41-1.16 x86_64.rpm

3. The Chef development kit is useful for installing development tools, and it can
also be used to install knife plugins for AWS and Azure. Download it from https
://downloads.chef.io/chef-dk/:

CHEF DOWNLOADS CHEF DEVELOPMENT KIT CHEF SERVER  CHEF CLIENT @

Chef Development Kit

The Chef Development Kit (ChefDK) brings the best-of-breed development tools built by the
awesome Chef community to your workstation with just a few clicks. Download your package and
start coding Chef in seconds.

. Version | 01321 .
Debian

Red Hat Enterprise Linux 6
X Mac 0S X ‘Works on 64 bit (x86_64) versions of Red Hat Enterprise Linux and = Download
CentOS 6
License Information
@ Red Hat Enterprise Linux SHA': 2d3d1033342d0922ac83407126b88cd3a526bes
SHA256:

9a732c73bd: b
Ubuntu Linux URL: https:// packages.chef.io/stable/el/6/chefdk-0.13.21-1.el6 x86_64.rpm

Red Hat Enterprise Linux 7

‘Works on 64 bit (x86_64) versions of Red Hat Enterprise Linux and = Download
CentOS 7

License Information

SHAT: 949a28d7c36765ccfdac7acba0fe623f7c5766¢

SHA256:

9728edffd39fS6ba469d6a5e22de7242ff57a811c60d31f22716231fee3db0dc

URL: https://packages.chef.io/stable/el/7/chefdk-0.13.21-1.e17.x86_64.rpm

In the next section, we will see how to configure a Chef workstation.
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Installing and configuring a Chef
workstation

Before installing a Chef client for preparing a workstation, let's try to verify whether the
Chef client has been installed:

1. Execute the chef-client -version command to verify whether the Chef
client has been installed:

[mitesh@devopsl Desktop]$ chef-client -version
bash: chef-client: command not found

2. Asyou can see in the output of the previous command, the Chef client is not
installed. Now, navigate to the directory where the Chef client installable is
stored using the cd command:

[mitesh@devopsl Desktop]$ cd chef/
[mitesh@devopsl chef]$ 1s
chef-12.9.41-1.e16.x86_64.rpmchefdk-0.13.21-1.e16.x86_64.rpm

3. Run the downloaded Chef client RPM using rpm -ivh chef-<version>.rpm:

[mitesh@devopsl chef]$ rpm —-ivh chef-12.9.41-1.e16.x86_64.rpm
warning: chef-12.9.41-1.el6.x86_64.rpm: Header V4DSA/SHAl
Signature, key ID 83ef826a: NOKEY
error: can't create transaction lock on /var/lib/rpm/.rpm.lock
(Permission denied)

4. Permission is denied, so use sudo to run the command, and verify the installation
process:

[mitesh@devopsl chef]$ sudo rpm -ivh
chef-12.9.41-1.e16.x86_64.rpm

[sudo] password for mitesh:

warning: chef-12.9.41-1.el16.x86_64.rpm: Header V4DSA/SHAl

Signature, key ID 83ef826a: NOKEY
Preparing. .. #i#t########44# 4SS S S # 4 [100%]
1l:chef S [1009]

Thank you for installing Chef!
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5. After successful installation, verify the Chef client version:

[mitesh@devopsl chef]$ chef-client -version
Chef: 12.9.41

The next step is to use the Chef starter kit that we downloaded while creating an account in
hosted Chef:

1. Extract the chef-repo compressed file, and verify its contents. Copy the .chef
directory into the root or user folder:

, chef-repo - File Browser - O x
File Edit View Go Bookmarks Tabs Help

4 Back ~ Bp Forward v 4 - T -

|,_§f‘ ‘ < H cookbooks H starter ‘ S, 100% ©) |Ict}n View =
i g I et
mitesh (]

& Desktop cookbooks roles

| File system

Network A ; @
© CanonEo... & chef README.md
& Trash

# Che

Documents B ﬁﬂ:i |
(& Music —

. .gitignore
Pictures <]

5 items, Free space: 7.5 GB
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2. Verify the cookbooks folder, available in the chef-repo directory:

r 1

= cookbooks - File Browser - O x
File Edit View Go Bookmarks Tabs Help

4 Back v Bp Forward v 4 o I

|,§’f| | < || starter | E, 100% &) ||cnn View = |

# Che
.chef
|.:hef |

starter chefignore

Placesw~

mitesh
(& Desktop
] File system

Network
2 items, Free space: 7.5 GB

)

(<]

3. Inthe .chef directory, open the knife. rb file, which contains various
configurations. All the configurations you need are already available. Adjust the
path of the cookbooks directory if needed:

current_dir = File.dirname(___FILE_ )

log_level :info

log_locationSTDOUT

node_name"discovertechno51"
client_key"#{current_dir}/discovertechno51.pem"
validation_client_name"dtechno-validator"
validation_key"#{current_dir}/dtechno-validator.pem"
chef_server_url"https://api.chef.io/organizations/dtechno"
cookbook_path ["#{current_dir}/../cookbooks"]

For more information on knife's configuration options, visit http://docs.
chef.io/config_rb_knife.html.

4. With that, we've finished configuring our Chef workstation. The next step is
using it to converge the node.
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Converging a Chef node using a Chef
workstation

In this section, we will try to setup runtime environment in node using Chef workstation.
First of all, let's login to the Chef workstation which setup:
1. Open the terminal and verify the IP address using i fconfig:

[rootRdevopsl chef-repo] #ifconfig
eth3 Link encap:EthernetHWaddr00:0C:29:D9:30:7F
inetaddr:192.168.1.35Bcast:192.168.1.255Mask:255.255.255.0
inet6addr: fe80::20c:29ff:fed9:307£/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500Metric:1

RX packets:84135lerrors:0dropped:Ooverruns:0frame:0

TX packets:61055lerrors:0dropped:Ooverruns:Ocarrier:0
collisions:0txqueuelen:1000

RX bytes:520196141 (496.0 MiB) TX bytes:278125183

(265.2 MiB)
lo Link encap:Local Loopback
inetaddr:127.0.0.1Mask:255.0.0.0
inet6addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536Metric:1
RX packets:1680errors:0dropped:Ooverruns:0frame:0
TX packets:1680errors:0dropped:Ooverruns:0Ocarrier:0
collisions:0txqueuelen:0
RX bytes:521152 (508.9 KiB) TX bytes:521152 (508.9
KiB)

2. Verify the knife version installed on the Chef workstation with knife --

version:

[rootRdevopsl chef]#knife —--version
Chef: 12.9.41

3. The knife node list command is used to obtain the list of nodes served by the
Chef server in our case, hosted Chef. As we haven't converged any nodes, the list
will be empty.

[rootRdevopsl chef-repo] #knife node list

4. Create a virtual machine using VMware Workstation or VirtualBox. Install
CentOS. Once the VM is ready, find its IP address and note it down.
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5. On your Chef workstation, open a terminal and, using ssh, try to connect to the
node or VM we just created:

[root@devopsl chef-repo]#sshroot@192.168.1.37
6. The authenticity of the host 192.168.1.37 can't be established:

RSA key fingerprint is 4b:56:28:62:53:59:e8:e0:5e:5£:54:08:cl:0c:le:6c.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.1.37' (RSA) to the list of known
hosts.

root@192.168.1.37's password:

Last login: Thu May 28 10:26:06 2015 from 192.168.1.15

7. We now have an SSH session on the node from the Chef workstation. If you
verify the IP address, you'll know that you are accessing a different machine by
remote (SSH)access:

[root@Rlocalhost ~]#ifconfig
ethl Link encap:EthernetHWaddr00:0C:29:44:9B:4B
inetaddr:192.168.1.37Bcast:192.168.1.255Mask:255.255.255.0
inet6addr: fe80::20c:29ff:fed4:9b4db/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500Metric:1

RX packets:11252errors:0dropped:Ooverruns:0frame:0

TX packets:6628errors:0dropped:Ooverruns:0Ocarrier:0
collisions:0txqueuelen:1000

RX bytes:14158681 (13.5 MiB) TX bytes:466365 (455.4

KiB)
lo Link encap:Local Loopback
inetaddr:127.0.0.1Mask:255.0.0.0
inet6addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536Metric:1
RX packets:59513errors:Odropped:Ooverruns:0frame:0
TX packets:59513errors:0dropped:Ooverruns:Ocarrier:0
collisions:0Otxqueuelen:0
RX bytes:224567119 (214.1 MiB) TX bytes:224567119
(214.1 MiB)

[root@localhost ~]1#

8. Let's verify the node virtual machine. In my case, the VM already had the Chef
client installed, so executing rpm -ga *chef*gave me the following result:

[root@Rlocalhost Desktop]#rpm —ga *chef*
chef-12.3.0-1.e16.x86_64
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9. Let's remove the Chef client installation using yum remove:

[root@Rlocalhost Desktop]#yum remove chef-12.3.0-1.el16.x86_64
Loaded plugins: fastestmirror, refresh-packagekit, security
Setting up Remove Process

Resolving Dependencies

—-> Running transaction check

—-——> Package chef.x86_64 0:12.3.0-1.el6 will be erased

——> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository
Size
Removing:
chef x86_64 12.3.0-1.el6 installed
125 M

Transaction Summary

Remove 1 Package (s)
Installed size: 125 M

Is this ok [y/N]: y
Downloading Packages:
Running rpm_check_debug
Running Transaction Test
Transaction Test Succeeded
Running Transaction

Erasing : chef-12.3.0-1.e16.x86_641/1
Verifying : chef-12.3.0-1.el16.x86_641/1
Removed:
chef.x86_64 0:12.3.0-1.el6
Complete!

You have new mail in /var/spool/mail/root
10. We've removed the Chef client; to verify this, execute the following command:

[rootRlocalhost Desktopl# chef-client -version
bash: chef-client: command not found

11. Let's remove the Tomcat installation as well if it has been installed on the node:

[root@localhost Desktopl# yum remove tomcaté

Loaded plugins: fastestmirror, refresh-packagekit, security
Setting up Remove Process

Resolving Dependencies

——> Running transaction check

———> Package tomcat6.x86_64 0:6.0.24-83.el1l6_6 will be erased

——> Processing Dependency: tomcat6 = 6.0.24-83.el6_6 for package:
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tomcat6-
admin-webapps—-6.0.24-83.e16_6.x86_64
——> Running transaction check

———> Package tomcat6-admin-webapps.x86_64 0:6.0.24-83.

erased
——> Finished Dependency Resolution
Dependencies Resolved

el6_6 will be

Package Arch Version Repository
Size
Removing:
tomcat 6x86_64 6.0.24-83.el16_6 Qupdates 188 k
Removing for dependencies:
tomcat 6—admin-webappsx86_64 6.0.24-83.el16_6 Qupdates 62

Transaction Summary

Remove 2 Package (s)
Installed size: 250 k

Is this ok [y/N]: y
Downloading Packages:
Running rpm_check_debug
Running Transaction Test
Transaction Test Succeeded
Running Transaction

Erasing: tomcaté6-admin-webapps—-6.0.24-83.el6_6.x86_641/2

Erasing: tomcat6-6.0.24-83.el6_6.x86_64
warning: /etc/tomcaté6/server.xml saved as
/etc/tomcat6/server.xml.rpmsave

warning: /etc/tomcat6/logging.properties saved as

/etc/tomcat6/logging.properties.rpmsave

2/2

warning: /etc/sysconfig/tomcat6é saved as /etc/sysconfig/tomcaté.rpmsave
Verifying: tomcat6-admin-webapps—-6.0.24-83.el6_6.x86_64 1/2

Verifying: tomcat6-6.0.24-83.el6_6.x86_64

Removed:
tomcat6.x86_64 0:6.0.24-83.el6_6
Dependency Removed:

2/2

tomcat 6—admin-webapps.x86_64 0:6.0.24-83.e16_6

Complete!
You have new mail in /var/spool/mail/root

12. Now, run the yum remove tomcat6 command to verify whether Tomcat is still

installed on the system:

[rootRlocalhost Desktopl# yum remove tomcaté

Loaded plugins: fastestmirror, refresh-packagekit, security
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Setting up Remove Process
No Match for argument: tomcaté6
Loading mirror speeds from cached hostfile

base: centos.excellmedia.net
extras: centos.excellmedia.net
rpmforge: ftp.riken.jp
* updates: centos.excellmedia.net
Package (s) tomcat6é available, but not installed.
No Packages marked for removal

* * *

13. Check whether the Java Development Kit (JDK) has been installed on the node:

[root@localhost Desktopl# java —-version

java version "1.7.0_75"

OpenJDK Runtime Environment (rhel-2.5.4.0.el6_6-x86_64u75-bl3)
OpenJDK 64-Bit Server VM (build 24.75-b04, mixed mode)

14. Exit the SSH session of the node's virtual machine. We now have control of the
Chef workstation machine, and we will try to converge the node VM we just
accessed remotely.

15. Use knife to converge the node. Provide the IP address/DNS name, user,
password, and name of the node.
16. Verify the output:

[rootRdevopsl chef-repol# knife bootstrap 192.168.1.37 -x root -P
cloud@l23 -N tomcatserver

Doing old-style registration with the validation key at
/home/mitesh/chef-repo/.chef/dtechno-validator.pem. ..

Delete your validation key in order to use your user credentials

instead
Connecting to 192.168.1.37
192.168.1.37 ————-— > Installing Chef Omnibus (-v 12)

192.168.1.37 downloading
https://omnitruck-direct.chef.io/chef/install.sh

192.168.1.37 to file /tmp/install.sh.26574/install.sh

192.168.1.37 trying wget...

192.168.1.37 el 6 x86_64

192.168.1.37 Getting information for chef stable 12 for el...

192.168.1.37 downloading
https://omnitruck-direct.chef.io/stable/chef/metadata?v=12&p=el&pv=6&m=x86_
64

192.168.1.37 to file /tmp/install.sh.26586/metadata.txt

192.168.1.37 trying wget...

192.168.1.37 shal859bc9be9%9a40b8bl13fb88744079ceefl1832831b0

192.168.1.37
sha256c43f48e5a2de56ed4edad73a3eela80aalaaa6c8621d9084e033d8b9cf3efc328
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192.168.1.37

https://packages.

192.168.1.37
192.168.1.37
192.168.1.37

https://packages.

192.168.1.37
/tmp/install.sh.26586/chef-12.9.41-1.e16.x86_64.rpm

192

192
192
192
192

.168.

.168.

.168

.168.
.168.

1
.1
1
1

1

.37

.37
.37
.37
.37

url

chef.io/stable/el/6/chef-12.9.41-1.e16.x86_64.rpm

versionl2.9.41

downloaded metadata file looks wvalid...

downloading

chef.io/stable/el/6/chef-12.9.41-1.e16.x86_64.rpm
to file

trying wget...

Comparing checksum with sha256sum...
Installing chef 12

installing with rpm...

warning:

/tmp/install.sh.26586/chef-12.9.41-1.e16.x86_64.rpm: Header V4DSA/SHA1l

Signature,
192.168.1.37 Preparing...

HH#HHHH S H SRS SRS SRS S S HH 44 [100%]
192.168.1.37

HH#HHH S HHH SRS AR H SRS S SR H #4444 [100%]
192.168.1
192.168.1
192.168.1
192.168.1

validator key.

192.
192.
192.
192.
192.
empty run 1li
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.

168.
168.
168.
168.
168.

1.

RPRRPRPRRPRODRRRR

.37
.37
.37
.37

37
.37
.37
.37
.37

t.

.37
.37
.37
.37
.37

key ID 83ef826a: NOKEY

1:chef

Thank you for installing Chef!

Starting the first Chef Client run...

Starting Chef Client, version 12.9.4

Creating a new client identity for tomcatserver using the

resolving cookbooks for run list: []

Synchronizing Cookbooks:

Installing Cookbook Gems:

Compiling Cookbooks. ..

[2016-05-12T23:47:49-07:00] WARN: Node tomcatserver has an

Converging 0 resources
Running handlers:

Running handlers complete
Chef Client finished, 0/0 resources updated in 37 seconds

17. There was no run list or role associated with the knife command, but the
convergence was successful.
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18. Let's verify our hosted Chef account. We can see the Node Name and IP Address
in the Nodes section of dashboard, so open it and verify the details:

Reports Policy Administration ® | diechno~ | &~ |[0]
> Nodes Showing All Nodes Q
Node Name Platform FQDN IP Address Uptime Last Check-In Environment Actio...
tomcatserver centos localhost 192.168.1.37 5 hours afew secondsago _default
—e—

19. Select a node and click on the Details tab to get more information about the node,
such as the Attributes associated with it and its Permissions, as shown in the
following screenshot:

Reports Policy Administration ® | diechno~ | &~|[0]
> Nodes Showing All Nodes Q
Delete Node Name Platform FQDN IP Address Uptime Last Check-In Environment Actio...
Manage Tags tomcatserver centos localhost 192.168.1.37 5 hours afew secondsago _default ﬂ-v
Reset Key
Edit Run List
Edit Attributes
——

Node: tomcatserver

Details Attributes Permissions
Last Check In: An Hour Ago Uptime: 5 Hours E e default v
2016-05-13 06:47:4 Since 2016-05-13 03:02:08
Platforms: centos
FQDN localhost
IP Address: 192.168.1.37
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20. Verify the CPU attributes and other details of the node:

Reports Policy Administration ®  diechno~r &~
> Nodes Showing All Nodes Q
Delete Node Name Platform FQDN IP Address Uptime Last Check-In Environment Actio...
Manage Tags tomcatserver centos localhost 192.168.1.37 5 hours an hour ago _default g-v
Reset Key
Edit Run List —— -
) i Node: tomcatserver
Edit Attributes
Details Attributes Permissions
Attributes
tags.
= cpu
=0
vendor_id: Genuinelntel
family: 6
model: 58
model_name: Intel(R) Core(TM) i5-3230M CPU @ 2.60GHz
stepping: 9
mhz 2594 123 2

21. The convergence was successful, and we can see that in the Reports section of the
hosted Chef account:

Showing chef-client runs for 05/12/2016 - 05/13/2016 = =

> Dashboard
Run History Runs Summary Run Counts
100% " n
22
0% 0% 2
success failure aborted
18
Run Durations
16
u [ ]
14]
0s |
12
—— £
<1os £
1 8
<30s | 1
<tm|
| 08
<3m|
|
<5m| 06
|
=10m |
| 04
<15m|
<1l 02
|
=1h|
SE— 0
0 1 2 May 120800 MWay1210:46 May1213:33 May1216:20 May1219:06 May122153 May130040 May1303:26 May1306:13 v

[ 1661



Installing and Configuring Chef

Installing software packages using
cookbooks

Until now, we've seen how to created a hosted Chef account, how to configure a Chef
workstation, and how to converge a node.

Now it is time to install software packages using cookbooks. To set up the runtime
environment automatically, it's best to use the Chef community cookbooks:

1. Visit https://github.com/chef-cookbooks and find all the community
cookbooks required to set up a runtime environment, as shown in the following
screenshot:

O This organization Pull requests Issues Gist +. O

A Chef Community Cookbooks

&
Chef Cookbooks maintained and supported by Chef Software, Inc.
Seattle, WA http ;';'supermarket C... COOKDGOKS@CHET io
L Repositories People 19
Filters ~
opscode-bifrost Ruby %0 40

Cookbook for Authz 2.0

Updated on Mar 3

opscode-ruby Ruby # 5 js1
Updated on Sep 10, 2015

2. We are using a sample Spring application, namely, PetClinic. We need to install
Java and Tomcat to run a Java EE application such as this.

3. Download the Tomcat cookbook from https://supermarket.chef.io/cookboo
ks/tomcat, and navigate to the Dependencies section on that page. Without the
dependencies uploaded to our Chef server, we can't upload the Tomcat cookbook
to use it.
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4. Download OpenSSL and Chef Sugar from https://supermarket.chef.io/cook

books/openssl and https://supermarket.chef.io/cookbooks/chef-sugar
respectively.

5. To install Java, download the cookbook from https://supermarket.chef.io/co
okbooks/java and its dependency as well: https://supermarket.chef.io/cook
books/apt. Extract all compressed files to the cookbooks directory:

cookbooks - File Browser
File Edit View Go Bookmarks Tabs Help

4 Back v~ Bp Forward ~ 4§ o @ et

|,§¢‘ |<| S, 100% @@, |Ic0nView <

Places~ %
mitesh B B B
& Desktop apt chef-sugar java
[ File System
Network Z/ Z/ .
(2) CanonEDS2... openss| pa—

[ Trash

# Che

Documents IZE::; |
@ Music
Pictures
Videos
Downloads

(-

chefignore

"tomcat" selected (containing 10 items)
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6. Go to cookbooks from the terminal and verify the subdirectories of the
community cookbooks.

[root@devopsl cookbooks]# 1ls
apt chefignore chef-sugar Jjava openssl starter tomcat

[root@devopsl cookbooks]# cd
7. Upload the apt cookbook with knife cookbook upload apt
[rootRdevopsl chef-repol# knife cookbook upload apt

Uploading apt [3.0.0]
Uploaded 1 cookbook.

8. Verify from the Cookbooks section on the hosted Chef instance whether the apt
Cookbook has been uploaded:

Nodes Reports Administration ® Feedback | Org erTechno v m 0
> Cookbooks Showing All Cookbooks
Roles Cookbook Current Version
300
Data Bags apt
Environments
T —
) ~
Clients Cookbook: apt
Details Content Permissions
& README
License
Apache 2.0
apt Cookbook
Versions

300 ltravis] ]

This cookbook includes recipes to execute api-get update to ensure the local APT package cache is up to date. There are recipes for managing the
apt-cacher-ng caching proxy and proxy clients. It also includes a LWRP for managing APT repositories in /etc/apt/sources.list.d as well as an LWRP for

pinning packages via fetc/apt/preferences d

Requirements

Platforms

9. Make sure to upload all dependencies first, or it will give you an error. Upload all
other cookbooks in order:

[root@devopsl chef-repol]# knife cookbook upload chef-sugar
Uploading chef-sugar [3.3.0]

Uploaded 1 cookbook.

[rootRdevopsl chef-repol# knife cookbook upload java
Uploading java [1.39.0]

Uploaded 1 cookbook.

[root@devopsl chef-repo]# knife cookbook upload openssl
Uploading openssl [4.4.0]
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Uploaded 1 cookbook.

[rootRdevopsl chef-repol# knife cookbook upload tomcat
Uploading tomcat [0.17.0]

Uploaded 1 cookbook.

10. Check whether all the cookbooks have been uploaded from the hosted Chef
account:

»CHEF Nodes Reports Administration dtechno~ | &~ | [0]
> Cookbooks Showing All Cookbooks

Roles Cookbook Current Version
apt 3.0.0
Data Bags
chef-sugar 3.3.0
Environments java 1.39.0
Clients openssl| 4.4.0
tomcat 0.17.0

< > v

L]
Cookbook: tomcat

Details Content Permissions
& README
License
Apache 2.0
tomcat Cookbook
Versions
0.17.0 Installs and configures Tomcat, Java serviet engine and webserver.

Creating a role

Once all cookbooks have been uploaded successfully, we need to create a role. A role is
defined for a specific function and provides a path for different patterns and workflow
processes.

For example, the web server role can consist of Tomcat server recipes and any custom
attributes:

1. Go to Policy| Roles | Create to create a role. In the Create Role window, provide
a Name and Description and then click on Next, as shown in the following
screenshot:
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Create Role x
Basics » 4 >

Name

v-tomcat

Description

Tomcat Installation on VM.

Cancel < Previous Next »

2. A Run List keeps roles/recipes in a proper manner and order. We can say that it
describes the specifications of a node. Select tomcat from the Available Recipes
section, drag it to the Current Run List section, and click on Create Role:

Create Role x

» Run List » >

== Available Roles Current Run List ~

tomcat

& Available Recipes

javaibm_tar
java:openjdk
javaroracle
javaroracle_i386

javaroracle_jce

Cancel < Previous LS Bl Create Role
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3. Verify the newly added role details in the hosted Chef dashboard:

Nodes Reports Administration ® diechnov &~ m 0
Cookbooks Showing All Roles Q
> Roles Name Description Environment Actio.
v-fomcat Tomcat Installation on VM. Q*
Create
Delete
Data Bags
Environments . -
re— -
Clients Role: v-tomcat
Details Attributes Permissions

Description: Tomcat Installation on VM.

Run List

VersioRosition

& tomcat 01700

4. Now, we are ready to associate the role while converging the node. Add the role
to the node with knife node run_list add tomcatserver"role[v-

tomcat]":

[rootRdevopsl chef-repol# knife node run_list add tomcatserver'"role[v-
tomcat]"

tomcatserver:

run_list: role[v-tomcat]

[root@devopsl chef-repo]#

5. The role has now been associated with the node, and the next time the Chef client
runs on the node, it will check whether it is in sync with its assignment. If not, it
will execute the steps to bring the status in compliance with the role assigned.

[root@localhost Desktop]# chef-client
Starting Chef Client, version 12.9.41
resolving cookbooks for run list: ["tomcat"]
Synchronizing Cookbooks:

- tomcat (0.17.0)

- chef-sugar (3.3.0)

- java (1.39.0)

- apt (3.0.0)

— openssl (4.4.0)
Installing Cookbook Gems:
Compiling Cookbooks...
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Converging 3 resources
Recipe: tomcat::default
* yum_package[tomcaté6] action install
— install version 6.0.24-94.el6_7 of package tomcaté6
* yum_package [tomcat 6—admin-webapps] action install
— install version 6.0.24-94.el6_7 of package tomcat6-admin-webapps

.<!—— A "Connector" using the shared thread pool--—>
<!—-
<Connector executor="tomcatThreadPool"
- port="8080" protocol="HTTP/1.1"
- connectionTimeout="20000"

+ port="8080" protocol="HTTP/1.1"

+ connectionTimeout="20000"
redirectPort="8443" />

- -

+ -

* service[tomcat6] action start
— start service service[tomcaté6]
* execute[wait for tomcat6] action run
- execute sleep 5
* service[tomcat6] action enable
— enable service service[tomcaté6]
* execute[wait for tomcat6] action run
- execute sleep 5
* execute[wait for tomcat6] action nothing (skipped due to action
:nothing)
* service[tomcat6] action restart
- restart service service[tomcaté6]
* execute[wait for tomcat6] action run
- execute sleep 5
Running handlers:
Running handlers complete
Chef Client finished, 11/15 resources updated in 09 minutes 59 seconds
You have new mail in /var/spool/mail/root
[rootRlocalhost Desktopl# service tomcaté6 status
tomcaté6 (pid 39782) is running... [ OK ]
You have new mail in /var/spool/mail/root

6. If you take a look at the output, we will come to know what exactly happens
when convergence takes place.
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7. Verify the Reports section in the hosted Chef account to obtain the latest details:

Nodes Policy Administration ® Feedback | O ation dtechnow | Signed in as DiscoverTechno \ 0 | 0
> Dashboard Runs Summary Run Counts
Run History L L
60%
40% 22
0% 2
success failure aborted

18
Run Durations

18
[ ] [ ]

Counts

<308 q
<im|

<3, ——

<5m 0.6
<10m |

<15m |

<1h 02

|
=1h|

| I A 0
0 1 2 May 12 16:20 May 1219:06 May122153 MWay130040 May 130326 May 130613 May1309:00 May 131146 May1314:33

Run Counts Time

Now we know how to create a hosted Chef account, configure a workstation, and converge
anode. This is the important piece, in the end-to-end automation as with the use of Chef
configuration management tool, we have setup runtime environment that is required to run
Java EE application.

Self-test questions
1. Which of these categories does Chef fall into?

e Continuous integration

¢ Configuration management
¢ Both of these

¢ Neither of these
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2. What are the three main components of a Chef installation?

Chef server

Chef workstation
Chef Node
Cookbooks

All of these
None of these

3. Which command can be used to check the version of a Chef client?

chefclient -version

chef-client -version

chefclient —--version

chef-client —--version

None of these

4. What is the name of the configuration file in Chef?

e knife.java
e knife.py
e knife.rb
e knife.sh

None of these

5. Which command is used for listing a node as available on a Chef server?

e knife node list

e knife client list
e knife node listing
e knife nodes list

None of these
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Summary

In this chapter, we covered how we can create a hosted Chef account, configure a
workstation, upload a community cookbook to a hosted Chef account, converge a node, use
community cookbooks to install Tomcat, verify the convergence of a node on a hosted Chef
account, and verify success and failure reports. Essentially, we are standardizing the
process of setting up a runtime environment from a centralized location. Most of the
configuration tools do almost similar things, and you can decide based on experience and
other features which configuration management tool you want. Automating the repetitive
process in any field is the key to increasing efficiency, and configuration management tools
do exactly that in the end-to-end automation of application delivery. In this chapter, we
automated installing tomcat and other runtime requirements for sample Java EE application
so we can deploy the WAR file created by Continuous Integration process.

In the next chapter, we will discuss Docker, one of the most popular technologies in recent
times. It is also one of the most disruptive innovations. We will see how Docker containers
are different from virtual machines, how to install them, and some basics about the
technology.

[176]



Installing and Configuring
Docker

“If you cannot do great things, do small things in a great way.”
-Napoleon Hill

Docker-yes, one of the hot topics of technical discussions in recent times. It is an open
source, container-based technology and considered one of the disruptive innovations of
recent times. Docker containers are isolated packages that contain the components required
to run an application.

This chapter will describe container technology in detail and explain how it is different
from virtual machines by comparing the benefits of both. It will give you an overview of
Docker and its installation and configuration details; it will also cover how to create CentOS
containers for application deployment.

We will also cover Docker Hub and the basic architecture of Docker. We will see how to use
the Tomcat image available on Docker Hub and create a sample image with a Java and
Tomcat installation and a Dockerfile.

We will cover the following topics:

e Overview of Docker containers

Understanding the difference between virtual machines and containers

Installation and configuration of Docker on CentOS

Creating your first Docker container
e Managing containers
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Overview of Docker containers

Docker is an open source initiative for OS virtualization that automates the deployment of
applications inside software containers. It provides isolated user spaces and hence provides
user-based processes, space, and filesystems. Behind the scenes, it shares the Linux host
kernel. The following diagram illustrates the working mechanism of a Docker container:

docker build
docker pull
docker run

E3
docker

Client

Container 2

CentOS

nmor = —

Docker Host Docker Hub

Docker has two main components, with a client-server architecture:

e The Docker host: The Docker host contains the Docker daemon, containers, and
images. The Docker engine is an important component that provides the core
Docker technology. This core Docker technology enables images and containers.
When we install Docker successfully, we run a simple command. In our case, we
will consider CentOS for the container. To run an interactive shell in the CentOS
image, use docker run -i -t <image> /bin/bash:

e The-i flag initiates an interactive container

e The -t flag creates a pseudo-terminal that attaches stdin and
stdout

¢ The <image> is a CentOS image
® /bin/bash starts a shell
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e When we run this command, it verifies whether the CentOS image is available
locally. If it is not available, it will download the image from Docker Hub.

¢ Animage has a filesystem and parameter that can be used at runtime, while a
container is an instance of an image with a state. It is simple to understand that
containers change while images do not.

¢ Docker Hub: Docker Hub is a Software as a Service (SaaS) for sharing and
managing Docker containers. It is a kind of centralized registry service provided
by Docker. As a user, we can use it to build and ship applications. It allows us to
create a pipeline to integrate with code repositories and for collaboration, image
discovery, and automation.

1. Let's navigate to https://hub.docker.com and sign up by providing a
username, e-mail, and password:

@ Explore Help

New to Docker?

Create your free Docker ID to get started

Build, Ship, & Run

Dev-test pipeline automation, 100,000+ free apps, public and private registries _

Browse Thousands of the most popular software tools in the Docker Image Library
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2. Activate your account by clicking on the activation link sent to your e-mail ID:

Explore Help

Bund, Shlp, & Run Sweet! You're almost ready to

go!

Please check your email to activate your
Dev-test pipeline automation, 100,000+ free apps, public and private registries account.

]

3. After successful activation, login to your Docker Hub account:

@

Welcome to Docker Hub
Login with your Docker ID
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4. Following is the screenshot of the Docker Dashboard. Explore it as an exercise:

Dashboard Explore Organizations Create -

mitesh51 hd & Repositories * Stars (# Contributed Private Repositories: Using 0of 1 Get more

Welcome to Docker Hub

oa®

g i

Here are a few things to get you started. [
Create Repository Create Organization

®

Explore Repositories

5. Click on Repositories to find images available in the public domain. Search for
centos, and you will get a list of all CentOS images available on Docker Hub:

Dashboard Explore Organizations Q centos Create .mitesh51

Repositories (7870)

All M
centos 2.3K 5M+ >
official STARS PULLS DETAILS
blacklabelops/centos 1 3.2K )
public | automated build STARS PULLS DETALLS

nathonfowlie/centos-jre 3 10K+ )
public | automated build STARS PULLS DETAILS

https://hub.docker.com
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In the next section, we will see why containers are gaining so much attention by comparing

them with virtual machines.

Understanding the difference between
virtual machines and containers

In recent times, cloud computing has become part of almost all technical discussions.
Virtual machines have served a lot of people in utilizing resources efficiently. However,
Docker containers have given them competition and, in fact, containers are more effective.

Let's find out the basic differences between both and find out the reason behind the

popularity of containers:

Virtual machines

Containers

In the virtual machine, we need to install an
operating system with the appropriate
device drivers; hence, the footprint or size
of a virtual machine is huge. A normal VM
with Tomcat and Java installed may take up
to 10 GB of drive space:

AppA AppB

Libraries

Libraries

Guest 0S

Host Operating System

Guest OS

Server

A container shares the operating system and
device drivers of the host. Containers are
created from images, and for a container
with Tomcat installed, the size is less than
500 MB:

AppA AppB

Libraries

Libraries

ContainerEngine

Host Operating System

Server

There's an overhead of memory management
and device drivers. A VM has all the
components a normal physical machine has in
terms of operation.

Containers are small in size and hence
effectively give faster and better performance.

In a VM, the hypervisor abstracts resources.

Containers abstract the operating system.
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In a VM, the package includes not only the
application but also the necessary binaries
and libraries, and an entire guest operating
system, for example, CentOS 6.7 and
Windows 2003.

A container runs as an isolated user space,
with processes and filesystem in the user space
on the host operating system itself, and it
shares the kernel with other containers.
Sharing and resource utilization are at their
best in containers, and more resources are
available due to less overhead. It works with
very few required resources.

Cloud service providers use a hypervisor to
provide a standard runtime environment for
VMs. Hypervisors come in type 1 and type 2
categories.

Docker makes it efficient and easier to port
applications across environments.

In the next section, we will install and configure Docker on a CentOS virtual machine.

Installing and configuring Docker on CentOS

To create a virtual machine using VMware Workstation or VirtualBox, install CentOS 6.6 or

6.7.

Follow these steps to use CentOS 6.7 to run Docker. In CentOS 6.x, there was a minor issue
of a package name conflict with a system tray application and its executable, so the Docker

RPM package was called docker-io.

1. Let's install docker-io:

[root@localhost Desktopl# yum install docker-io

Loaded plugins: fastestmirror,
Setting up Install Process

refresh-packagekit, security

Loading mirror speeds from cached hostfile

* epel: ftp.riken.jp
Resolving Dependencies
——> Running transaction check

———> Package docker-io.x86_64 0:1.7.1-2.el6 will be installed
——> Processing Dependency: lxc for package: docker-

io-1.7.1-2.e16.x86_64
——> Running transaction check

———> Package 1lxc.x86_64 0:1.0.8-1.el6 will be installed
——> Processing Dependency: lua-lxc(x86-64) = 1.0.8-1.el6 for package:

1xc-1.0.8-1.e16.x86_64

——> Processing Dependency: lua-alt—-getopt for package:

1xc-1.0.8-1.e16.x86_64

——> Processing Dependency: liblxc.so.l() (64bit) for package:
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1xc-1.0.8-1.e16.x86_64
——> Running transaction check
———> Package lua-alt-getopt.noarch 0:0.7.0-1.el6 will be installed
—-——> Package lua-1lxc.x86_64 0:1.0.8-1.el6 will be installed
——> Processing Dependency: lua-filesystem for package: lua-
1xc-1.0.8-1.e16.x86_64
———> Package lxc-libs.x86_64 0:1.0.8-1.el6 will be installed
—-> Running transaction check
———> Package lua-filesystem.x86_64 0:1.4.2-1.el6 will be installed
——> Finished Dependency Resolution
Dependencies Resolved

Package Arch Version Repository Size
Installing:

docker-io x86_64 1.7.1-2.el6 epel 4.6 M
Installing for dependencies:

lua-alt—-getopt noarch 0.7.0-1.el6 epel 6.9 k
lua-filesystem x86_64 1.4.2-1.el6 epel 24 k
lua-1lxc x86_64 1.0.8-1.el6 epel 16 k

1xc x86_64 1.0.8-1.el6 epel 122 k

lxc-libs x86_64 1.0.8-1.el6 epel 255 k
Transaction Summary

Install 6 Package (s)

Total download size: 5.0 M

Installed size: 20 M

Is this ok [y/N]: y

Downloading Packages:

(1/6) : docker—io-1.7.1-2.e16.x86_64.rpm |

(2/6) : lua-alt-getopt-0.7.0-1.el6.noarch.rpm | kB 00:01
(3/6) : lua—-filesystem-1.4.2-1.e16.x86_64.rpm | 24 kB 00:01
|
|
|

o

(4/6) : lua-lxc-1.0.8-1.el6.x86_64.rpm 16 kB 00:01
(5/6): 1xc-1.0.8-1.e16.x86_64.rpm 122 kB 00:03
(6/6): lxc-1libs-1.0.8-1.el6.x86_64.rpm 255 kB 00:11

Total
17 kB/s | 5.0 MB 05:02

Running rpm_check_debug

Running Transaction Test

Transaction Test Succeeded

Running Transaction
Installing : lxc-libs-1.0.8-1.el6.x86_64 1/6
Installing : lua-filesystem-1.4.2-1.el16.x86_64 2/6
Installing : lua-lxc-1.0.8-1.el6.x86_64 3/6
Installing : lua-alt-getopt-0.7.0-1.el6.noarch 4/6
Installing : 1lxc-1.0.8-1.el16.x86_64 5/6
Installing : docker-io-1.7.1-2.el6.x86_64 6/6
Verifying : lxc-libs-1.0.8-1.el6.x86_64 1/6
Verifying : lua-lxc-1.0.8-1.e16.x86_64 2/6
Verifying : lxc-1.0.8-1.e16.x86_64 3/6
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Verifying : docker-io-1.7.1-2.el6.x86_64 4/6

Verifying : lua-alt-getopt-0.7.0-1.el6.noarch 5/6

Verifying : lua-filesystem-1.4.2-1.el16.x86_64 6/6
Installed:

docker-io.x86_64 0:1.7.1-2.el6
Dependency Installed:

lua-alt-getopt.noarch 0:0.7.0-1.el6 lua-filesystem.x86_64
0:1.4.2-1.el6 lua-lxc.x86_64 0:1.0.8-1.el6 1lxc.x86_64
0:1.0.8-1.el6
lxc-1libs.x86_64 0:1.0.8-1.el6
Complete!

You have new mail in /var/spool/mail/root
2. Let's try to run the sample hello-world image of Docker:

[root@Rlocalhost Desktopl# docker run hello-world

Post http:///var/run/docker.sock/vl.19/containers/create: dial unix
/var/run/docker.sock: no such file or directory. Are you trying to connect
to a TLS—enabled daemon without TLS?

You have new mail in /var/spool/mail/root

3. The sample image execution didn't complete successfully as the Docker service
wasn't running. Let's verify the Docker installation:
1. First, start the Docker service:

[root@localhost Desktopl]# service docker start
Starting cgconfig service: [ OK ]

Starting docker:[ OK ]

You have new mail in /var/spool/mail/root

2. Verify the status of the Docker service:

[rootRlocalhost Desktopl# service docker status
docker (pid 12340) is running...

So we have now successfully installed Docker and verified whether its services are running
on a CentOS 6.7 virtual machine.

Creating your first Docker container

Just to get a feel of Docker, let's run a sample hello-world container, which we tried to do
earlier without success.
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The hello-world image is not available locally, so it will be fetched from Docker Hub:

[root@localhost Desktop]# docker run hello-world
Unable to find image 'hello-world:latest' locally
latest: Pulling from hello-world

d59cd4c39e50: Pull complete

£1d956dc5945: Pull complete

Digest:
sha256:4£32210e234b4ad5cac92efacc0a3d602b02476c754f13d517eladal048e5a8ba

Status: Downloaded newer image for hello-world:latest
Hello from Docker.

This message shows that your installation appears to be working correctly.
To generate this message, Docker performs the following steps:

1. The Docker client communicates with the Docker daemon.

2. Then Docker daemon pulls the hello-world image from Docker Hub.

3. After that, the Docker daemon creates a new container from that image, which
runs the executable that produces the output you are currently reading.

4. When the executable gets executed in a newly created container, the Docker
daemon streams that output to the Docker client, which sends it to your terminal.

Let's try something more ambitious:

1. You can run an Ubuntu container with this command:

$ docker run -it ubuntu bash
You have new mail in /var/spool/mail/root
[root@localhost Desktop]#

e Share images, automate workflows, and more with a free
Docker Hub account by visiting https://hub.docker.com.
For more examples and ideas, visit https://docs.docker.com/

engine/userguide/.
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2. Now we have one image available locally. Let's try to create an Ubuntu container
and open its bash shell directly:

[root@localhost Desktop]# docker run —-it ubuntu bash
Unable to find image 'ubuntu:latest' locally

latest: Pulling from ubuntu

dd25ab30afb3: Pull complete

a83540ab£f000: Pull complete

630af£f59a5d5: Pull complete

cdc870605343: Pull complete

686477c12982: Pull complete

Digest:

sha256:5718d664299ebldb14d87db7bfa6945b28879a67b74£f36da3e34£5914866b71c

Status: Downloaded newer image for ubuntu:latest

3. Use the docker images command to verify that the existing images are
available locally:

[root@Rlocalhost Desktop]l# docker images

REPOSITORY TAG IMAGE ID CREATED VIRTUALSIZE
ubuntu latest 686477c12982 5 weeks agol20.7 MB
hello-worldlatest £1d956dc5945 6 weeks ago 967 B

After these two examples, let's try to understand the client-server architecture of Docker
using another example of a Tomcat container.

Understanding the client-server architecture
of Docker

Let's recollect our main objective: we want to deploy a sample Spring application named
Pet-clinic on our Tomcat server. How it is different when we install tomcat in the virtual
machine and use containers? In Container environment, host OS is installed and then it is
used to host container layer. Container layer is used for provisioning container instances.
Container instances are extremely lightweight and efficient as extra libraries or resources
are needed for the operating system that is needed in the virtual machine while not in case
of containers.

[187 ]



Installing and Configuring Docker

For that, in the rest of the section, we will try to use the existing Tomcat image and also
create a sample image with a Tomcat installation:

1. Navigate to https://hub.docker.com, and after you login, search for tomcat in

the search section. Click on tomcat, and you will be presented with something
like this:

i) @ | https://hub.docker.com/_/tomcat/ 1| & qQ

Supported tags and respective
Dockerfile links

e 6.0.45-jre7 , 6.0-jre7 , 6-jre7, 6.0.45, 6.0, 6 (6/re7/Dockerfile)

® 6.0.45-jre8, 6.0-jre8 , 6-jre8 (6/re8/Dockerfile)

e 7.08.69-jre7, 7.0-jre?7 , 7-jre7, 7.0.69, 7.0, 7 (7/re7/Dockerfile)

® 7.0.69-jre8, 7.0-jre8, 7-jre8 (7/re8/Dockerfile)

* 8.0.35-jre7, 8.0-jre7, 8-jre7, jre7, 8.0.35, 8.0, 8, latest (8.0/re7
/Dockerfile)

* 8.0.35-jre8, 8.0-jre8, 8-jred, jre8 (8.0/re8/Dockerfile)

e 8.5.2-jre8, 8.5-jre8, 8.5.2, 8.5 (8.5/re8/Dockerfile)

* 9.0.0.M6-jre8, 9.0.0-jre8, 9.0-jre8, 9-jre8, 9.0.0.M6, 9.0.0, 9.0, 9
(9.0/jre8/Dockerfile)

Imagelayers.ic 0 B/ 25 Layers

2. Verify the images with docker images, and then try to run the Tomcat image. It
will take a while.
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3. Once image is pulled completely, the container will be created and a bash shell

will be available for command execution:

[rootRlocalhost Desktop]# docker run

—-it tomcat bash

[root@localhost Desktopl# docker images

REPOSITORY TAG IMAGE ID

centos latest 2a332da70fdl
ubuntu latest 686477c12982
hello-world latest £1d956dc5945

[root@localhost Desktopl]# docker rum -it tomcat bash
Unable te find image 'tomcat:latest' locally
latest: Pulling from tomcat

7d7852532044: Downloading [====================>
435cb21051b6: Download complete
4c76b3c13563: Download complete
35e170305690: Download complete
14fa7edd654b: Download complete
92dec3806bda: Download complete
b508599b96e33: Download complete
ec7e4967fab4: Download complete
499p5c54fled: Download complete
cc5b39d4a8b7: Downloading [===========>
298876b830ae: Download complete
30167fbc73d4: Download complete
3a80d45737ff: Download complete
d4c89486429f: Download complete
4513ebd4451d: Download complete
4d3f030833b5: Download complete
9b29824628e2: Download complete
91fa6d6b4eTa: Download complete
aa3cd4ef3986: Download complete
1e96877e40eb: Download complete
fa9f8e22fb74: Download complete

CREATED

2 weeks ago
6 weeks ago
7 weeks ago

VIRTUAL SIZE
196.7 MB
120.7 MB

967 B

] 20.97 MB/51.35 MB

] 18.37 MB/77.64 MB

4. Let's try to install Tomcat 8.0; you'll notice that the image is pulled from Docker

Hub. However, most of the parts are already available locally:

[root@Rlocalhost Desktopl# docker run —it —-rm tomcat:8.0
Unable to find image 'tomcat:8.0' locally

8.0: Pulling from tomcat
7d7852532044: Already exists
435cb21051b6: Already exists

5d4577339b14: Already exists
Digest:

sha256:2a£935d02022b22717e41768dc523a62d4c78106997££467d652a506b70bc860

Status: Downloaded newer image for tomcat:8.0
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Using CATALINA_BASE: /usr/local/tomcat

Using CATALINA_HOME: /usr/local/tomcat

Using CATALINA_TMPDIR: /usr/local/tomcat/temp

Using JRE_HOME: /usr/lib/jvm/java-T7-openjdk-amdé64/jre

Using CLASSPATH:
/usr/local/tomcat/bin/bootstrap.jar:/usr/local/tomcat/bin/tomcat-juli. jar
19-Jun-2016 10:54:03.230 INFO [main]
org.apache.catalina.startup.VersionlLoggerListener.log Server version:
Apache Tomcat/8.0.36

19-Jun-2016 12:05:22.745 INFO [Thread-3]
org.apache.coyote.AbstractProtocol.destroy Destroying ProtocolHandler
["ajp—apr—8009"]
You have new mail in /var/spool/mail/root

5. The container is created successfully. Verify existing containers using the docker
ps command:

[root@localhost Desktopl# docker ps

CONTAINER ID IMAGE COMMAND CREATED

STATUS PORTS NAMES

c3fbd72alb35 tomcat:8.0 "catalina.sh run" 29 minutes ago
Up 29 minutes 8o80/tcp sad pasteur

Once we have the Tomcat container ready, let's try to find out it's IP address so we can
access Tomcat using it.
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Use docker inspect with the container ID to find out the IP address of the container:

]

}f

[root@localhost Desktop]# docker inspect c3fbd72alb3s

"Id": "c3fbd72alb35c6725606dT726b5651chbd774b02d55bad6352c0e5205894b8b56",
"Created": "2016-06-19T10:54:081.330825881Z",

"Path": "catalina.sh",

"Args": [

"run”

"State": {

"Running": true,

"Paused": false,

"Restarting": false,

"00MKilled": false,

"Dead": false,

"pid": 6293,

"ExitCode": @,

"Error": "",

"StartedAt": "2016-06-19T10:54:02.2507754692",
"FinishedAt": "8001-01-01TE0:00:00Z2"

"Image": "5d4577339b146T4e71ddb267812213bdclafl2eeb48a573c957105b7894a4a73",
"NetworkSettings": {

"Bridge": "",

"EndpointID": "a88792ad6a30316dbf8ad50c565d2c2c5951a040T4909197418405142¢722428",
"Gateway": "172.17.42.1",

"GlobalIPvBAddress": "",

"GlobalIPvePrefixLen": 0,

"HairpinMode": false,

"TPAddress": "172.17.8.3",

Docker networking is a different concept itself and is not in the scope of this book, so we are
not going to cover it.
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However, let's verify whether the Tomcat container is running properly:

€ 172.17.0.3:8080

[#] Apache Tomcat/8.0.36 x | <

c Search

Home Documentation

Apache Tomcat/8.0.36

Configuration

Examples Wiki Mailing Lists

Nﬁpache Software Foundation
s http://www.apache.org/

Recommended Reading:
Security Considerations HOW-TO

Manager Application HOW-TO

Clustering/Session Replication HOW-TO

Developer Quick Start

Tomcat Setup
First Web Application

Managing Tomcat

For security, access to the manager

webapp is restricted. Users are defined in:

$CATALINA HOME/conf/tomcat-users.xml

In Tomcat 8.0 access to the manager

application is split between different users.

Read more...

Release Notes

Realms & AAA
JDBC DataSources

Examples

Documentation

Tomcat 8.0 Documentation
Tomcat 8.0 Configuration
Tomcat Wiki

Find additional important configuration
information in:

SCATALINA HOME/RUNNING. txt

Developers may be interested in:

wBe 9 3 & 3

Find Help

Server Status
Manager App

Host Manager

Serviet S pecifi cations
Tomcat Versions

Getting Help

EAQ and Mailing Lists
The following mailing lists are available:

tomcat-announce
Important announcements, releases, security
vulnerability notifications. (Low volume).

tomcat-users
User support and discussion

taglibs-user
User support and discussion for Apache Taalibs

So finally, we are able to run a Tomcat container. In the next section, we will try to cover
some basic but useful commands and try to build an image.

Managing containers

Let's try to run the Tomcat container as a background process.

1. Itis best practice to run a Docker container as a background process to avoid
accidentally stopping containers from the terminal:
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2. Use the -d parameter:
[root@Rlocalhost Desktopl# docker run -d tomcat
68c6dl£f7bc631613813£ffb761cc833156a70e2063c2a743dd2729£fe73b2873£9
3. Verify the container you just created:

[rootRlocalhost Desktop]# docker ps

CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS
NAMES
68c6d1£7bc63 tomcat "catalina.sh run"
seconds ago Up 11 seconds 8080/tcp

desperate_hypatia
You have new mail in /var/spool/mail/root

15

4. Get the IP address of the container with the docker inspect command along

with the container ID:

[root@localhost Desktop]# docker inspect 68c6dlf£7bc63

[

{

A1) Idll :
"68c6dlf7bc631613813£ffb761cc833156a70e2063c2a743dd2729fe73b2873£9",

"Created": "2016-06-21T18:25:20.737086682",

"Path": "catalina.sh",
"Args": [
A1) run nw
1,
"State": {

"Running": true,

"Paused": false,

"Restarting": false,

"OOMKilled": false,

"Dead": false,

"Pid": 20448,

"ExitCode": O,

"Error": "",

"StartedAt": "2016-06-21T18:25:23.086757711z",

"FinishedAt": "0001-01-01T00:00:00z"

}I

"Image":
"5d4577339b146f4e71ddb267812213bdcla6l12eeb48a5£3c95£105b7894a4a73",

"NetworkSettings": {

"Bridge": "",

"EndpointID":
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"7e£4£440a137222ad96c20bd53330875ec8192499419£8d5d9¢c9a337c6044£9£f",

"Gateway": "172.17.42.1",

"GlobalIPv6Address": "",

"GlobalIPv6PrefixLen": O,

"HairpinMode": false,

"IPAddress": "172.17.0.10",

"IPPrefixLen": 16,

"IPv6Gateway": "",

"LinkLocalIPv6Address": "",

"LinkLocalIPv6PrefixLen": O,

"MacAddress": "02:42:ac:11:00:0a",

"NetworkID":
"c5d8d33430092901b8£f643£96£9d0fee2d70b45db782bd405a10a38b8cb12447",

"PortMapping": null,

"Ports": {

"8080/tcp": null

}I

"SandboxKey": "/var/run/docker/netns/68c6dlf7bc63",

"SecondaryIPAddresses": null,

"SecondaryIPv6Addresses": null

b

"Image": "tomcat",
"Volumes": null,
"VolumeDriver": "",
"WorkingDir": "/usr/local/tomcat",
"Entrypoint": null,
"NetworkDisabled": false,
"MacAddress": "",
"OnBuild": null,
"Labels": {}

}
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5. Note the IP address http://172.17.0.10:8080/ and try to access it from the
browser:

Apache Tomcat/8.0.36 - Mozilla Firefox
File Edit View History Bookmarks Tools Help

[#] Apache Tomcat/8.0.36 x | 4=

@ Search W a ¥ & =
Home Documentation Configuration Examples Wiki Mailing Lists Find Help I
Apache Tomcat/8.0.36 Wpache Software Foundation
= http://www.apache.org/

Recommended Reading: Server Status

% Security Considerations HOW-TO
Manager App
/& Manager Application HOW-TO —_—

Clustering/Session Replication HOW-TO jacstianagey y

Developer Quick Start

Tomcat Setup Realms & AAA Examples Servlet Specifications
First Web Application JDBC DataSources Tomcat Versions m
Managing Tomcat Documentation Getting Help
For security, access to the manager Tomcat 8.0 Documentation EAQ and Mailing Lists
webapp is restricted. Users are defined in: _ K
Tomcat 8.0 Configuration The following mailing lists are available:
$CATALINA HOME/conf/tomcat-users.xml
Tomcat Wiki tomcat-announce
In Tomcat 8.0 access to the manager Important announcements, releases, security
application is split between different users. Find additional important configuration vulnerability notifications. (Low volume).
Read more... information in: TEEETS
. N SCATALINA_HOME/RUNNING. txt User support and discussion

6. Now the obvious question is how to stop containers, right? To obtainthe details of
running containers, use docker ps.

7. Observe the last column, Names; you can see a strange name

desperate_hypatia being automatically allocated to a container if it is not
given a name explicitly:

[rootRlocalhost Desktop]# docker ps

CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS NAMES
68c6dl£f7bc63 tomcat "catalina.sh run" 15
minutes ago Up 15 minutes 8080/tcp

desperate_hypatia
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8. Let's stop the container using this automatically assigned container name:

[root@Rlocalhost Desktop]# docker stop desperate_hypatia
desperate_hypatia

9. If we want to provide a custom name to the container, then we can rename it
using the ——name operator, as shown in the following command:

[root@localhost Desktop]# docker run -d ——-name devops_tomcat
tomcat
cf2c1d19070£fab73b840£94009391ad211£010044a7763fe201al115b0bc6adb8
You have new mail in /var/spool/mail/root
[root@localhost Desktopl# docker ps

CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS
NAMES
cf2c1d19070f tomcat "catalina.sh
run" 10 seconds ago Up 9 seconds 8080/tcp

devops_tomcat

10. Can we see the list of all containers that have been stopped? Yes: use the docker
ps —a command, to get the list of stopped containers:

[root@Rlocalhost Desktopl# docker ps -a

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES

68c6dl£f7bc63 tomcat "catalina.sh run" 16 minutes
ago Exited (143) 47 seconds ago
desperate_hypatia

51e055a3414b ubuntu "ls -1" 43 minutes
ago Exited (0) 43 minutes ago sick_meitner

a6f402e7a2a8 ubuntu "ls" 43 minutes
ago Exited (0) 43 minutes ago naughty_hopper

a4699613f112 ubuntu "bash" 47 minutes
ago Exited (127) 46 minutes ago
backstabbing bardeen

66a04d9137d8 ubuntu "/bin/bash" 47 minutes
ago Exited (0) 47 minutes ago
hungry_mcclintock

a27b460778e6 ubuntu "pwd" 48 minutes
ago Exited (0) 48 minutes ago dreamy_yonath
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¢ A container's lifetime is limited to the existence of a parent
process.

Let's run the container from the image with Tomcat to deploy
application in it.

[root@localhost Desktopl# docker run -p 8080:9090 -d —-name
devops_tomcat9 tomcat

0£8c251929b2£316bacld53c5b8d03al55d790dadalce2fcf94£95844a3acfef

11. To get access to a terminal on the container, use the following command after
creating the container:

[root@Rlocalhost Desktop]# docker exec —-it devops_tomcat9 bash

12. Once you have access to the container console, verify its IP address using ip
addr show ethO:

rootQ0£8¢c251929b2: /usr/local/tomcat# ip addr show ethO
57: ethO: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 gdisc
noqueue state UP
link/ether 02:42:ac:11:00:14 brd ff:ff:ff:ff:££:££
inet 172.17.0.20/16 scope global ethO
inet6 fe80::42:acff:fell:14/64 scope link
valid_lft forever preferred lft forever
rootQ0£8c251929b2: /usr/local/tomcat# ip route
172.17.0.0/16 dev eth0 proto kernel scope link src
172.17.0.20
default via 172.17.42.1 dev ethO
root@0£8¢c251929b2: /usr/local/tomcat#

13. Now, let's try to search for the Tomcat images available on Docker Hub. Try
docker search tomcat command:

[rootRlocalhost Desktopl# docker search tomcat

NAME DESCRIPTION
STARS OFFICIAL AUTOMATED
tomcat Apache Tomcat is an open source
implementa. .. 750 [OK]
dordoka/tomcat Ubuntu 14.04, Oracle JDK 8 and
Tomcat 8 ba... 19 [OK]
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davidcaste/debian-tomcat Yet another Debian Docker image for
Tomcat. .. 0 [OK]

14. Let's verify the existing images again:

[root@localhost Desktopl# docker images
REPOSITORY TAG IMAGE IDCREATEDVIRTUAL SIZE

tomcat 8.0 5d4577339b14 7 days ago 359.2 MB

tomcat latest 5d4577339b14 7 days ago 359.2 MB
centos latest 2a332da70fdl 2 weeks ago 196.7 MB
ubuntu latest 686477cl1l2982 7 weeks ago 120.7 MB
hello-world latest £1d956dc5945 8 weeks ago 967 B

You have new mail in /var/spool/mail/root

Creating a Docker image from Dockerfile

Our next step is to create a sample image file. We can build a Docker image using a
Dockerfile. It provides step-by-step instructions to building images.

Let's try with a simple CentOS image:
1. The Dockerfile contains the following two lines:

FROM centos
MAINTAINER mitesh <mitesh.sSOXXXXXX@XXXXXXXX.com>

2. Go to the same directory in the terminal and use docker build .to build an
image:

[root@localhost Desktop]# docker build .
Sending build context to Docker daemon 681.6 MB
Sending build context to Docker daemon

Step 0 : FROM centos

—-——> 2a332da70£fdl

Step 1 : MAINTAINER mitesh < mitesh.sSoxxXXXX@XXXXXXXX.com >
———> Running in 305e8da05500

—-——> b636e26a333a
Removing intermediate container 305e8da05500
Successfully built b636e26a333a

You have new mail in /var/spool/mail/root

3. We have successfully built a sample Docker image. Now, let's verify it by
executing the following command:

[root@localhost Desktop]# docker images
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REPOSITORY TAG IMAGE ID CREATED VIRTUAL SIZE
<none><none> b636e26a333a 16 seconds ago 196.7 MB
tomcat 8.0 5d4577339b14 7 days ago 359.2 MB
tomcat latest 5d4577339b14 7 days ago 359.2 MB
centos latest 2a332da70fdl 2 weeks ago 196.7 MB

ubuntu latest686477cl12982 7 weeks ago 120.7 MB
hello-worldlatest £1d956dc5945 8 weeks ago 967 B

4. Now, we will create an image with Java 8 and Tomcat 9 to understand how we
can create a sample image. Verify whether you a have 32- or 64-bit operating
system. Based on that, we will download the respective installable files:

[root@localhost Desktopl# uname -m
x86_64

We have a 64-bit operating system, so for Java, we will use the 64-bit installer:

1. The download URL for Javais http://www.oracle.com/technetwork/java/jav
ase/downloads/jdk8-downloads—-2133151.html:

[1 www.oracle.com/technetwork/java/jav

downloads/jdk8-downloads-2133151.html

Sign In/Register Help Country ~ Communities ~ | ama v |wantto._. v Search Q

ORACLE
Products Solutions Downloads Store Support Training Partners About |OTN

‘Oracle Technology Network > Java > Java SE > Downloads

Java SE Overview Downloads Documentation Community Technologies Training Java SDKs and Tools
Java EE | ) h . . . § Java SE
v s §J EE and Glassfish
Java liE Java SE Development Kit 8 Downloads ¥ Java tRend Slassish
Java SE Support Thank you for downloading this release of the Java™ Platform, Standard Edition Development Kit # Java ME
Java SE Advanced & Suite (JDK™). The JDK is a development environment for building applications, applets, and & Java Card
components using the Java programming language.
Java Embedded & NeiBeans IDE
JavaDB The JDK includes tools useful for developing and testing programs written in the Java programming & Java Mission Control
b T language and running on the Java platform.
: e See al Java Resources
Java Card ee also. . =
= Java Developer Newsletter: From your Oracle account, select Subscriptions, expand § Java APls
Java TV Technology, and subscribe to Java & Technical Articles
New to Jav, . . P y —
ew to Java Java Developer Day hands-on workshops (free) and other events $ Demos and Videos
Community . 1
o y . Java Magazine % Forums
v Magazine JDK 8u91 Checksum 5 i
<dava Magazing
DK 892 Checkaum # Java Mavazine
& Javanet
Java SE Development Kit 8u91 & Developer Training
You must accept the Oracle Binary Code License Agreement for Java SE to download this 5 Tutorials
software. e
Accept License Agreement '® Decline License Agreement # Java.com
Product ! File Description File Size Download
Linux ARM 32 Hard Float ABI TI72MB  jdk-Bu91-linux-arm32-vip-hfittargz
Linux ARM 64 Hard Float ABI T469MB  jdk-Bu91-linux-arm64-vip-hfit targz
Linux xB6 154 T4 MB  jdk-8u91-linux-i586.rpm
Linux x86 17492 MB  jdk-8u91-linux-i586 targz
Linux x64 15274 MB  jdk-8u91-linux-x64.rpm
Linux x64 17297 MB  jdk-8u91-linux-x64 far.gz

[199]


http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html

Installing and Configuring Docker

2. Download Tomcat from http://apache-mirror.rbc.ru/pub/apache/tomcat/:

<« C' | [ apache-mirror.rbc.ru/pub/apache/tomeat/

Index of /pub/apache/tomcat

Name Last modified Size Description

Parent Directory -

maven-plugin/ 2015-82-17 21:55 -
taglibs/ 2015-85-14 16:48 -
tomcat-6/ 2016-84-12 10:39 -
tomcat-7/ 2016-86-21 11:32 -
tomcat-8/ 2016-86-13 18:53 -
tomcat-9/ 2016-86-13 18:31 -
tomcat-connectors/ 2015-82-17 21:55 -

3. For a Java and Tomcat installation, we have the following Dockerfile:

FROM centos
MAINTAINER mitesh <mixxxxX.xXXXxX@XXXXX.com>
RUN yum -y update && yum -y install wget && yum -y install tar

# Set Environment Variables

ENV JAVA_HOME /usr/java

ENV CATALINA_HOME /usr/tomcat

ENV PATH $PATH:$JAVA_HOME/bin:$CATALINA_HOME/bin

# Download and Install Java 8

http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads—

2133151 .html

RUN wget ——-no-cookies ——-no-check-certificate —-header "Cookie:

gpw_e24=http%3A%2F%$2Fwww.oracle.com%2F; oraclelicense=accept-securebackup-
cookie"
"http://download.oracle.com/otn-pub/java/jdk/8u92-bl4/jdk-8u92-1linux-x64.ta
r.gz" && tar —-xvf jdk-8u92-linux-x64.tar.gz && rm jdk-8u92-linux-x64.tar.gz
&& mv jdk* ${JAVA_HOME}

# Download and Install Tomcat 9

[200]


http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/
http://apache-mirror.rbc.ru/pub/apache/tomcat/

Installing and Configuring Docker

http://apache-mirror.rbc.ru/pub/apache/tomcat/

RUN wget
http://apache-mirror.rbc.ru/pub/apache/tomcat/tomcat-9/v9.0.0.M8/bin/apache
-tomcat-9.0.0.M8.tar.gz && tar —-xvf apache-tomcat-9.0.0.M8.tar.gz && rm
apache-tomcat-9.0.0.M8.tar.gz && mv apache-tomcat*

${CATALINA_ HOME}

WORKDIR /usr/tomcat

EXPOSE 8080
EXPOSE 8009

4. Let's run the Dockerfile and build an image out of it:

[root@Rlocalhost Desktopl# docker build -t devopstomcat
Sending build context to Docker daemon 681.6 MB
Sending build context to Docker daemon
Step 0 : FROM centos
—-——> 2a332da70£fdl
Step 1 : MAINTAINER mitesh <mitesh.soni@outlook.com>
———> Using cache
—-——> b636e26a333a
Step 2 : RUN yum -y update && yum -y install wget && yum -y
install tar
———> Using cache
———> 665ffbc90cba
Step 3 : ENV JAVA_HOME /usr/java
———> Using cache
———> Obe3176a4b86
Step 4 : ENV CATALINA_HOME /usr/tomcat
———> Using cache
———> 9c8ccd332£45
Step 5 : ENV PATH $PATH:S$JAVA_HOME/bin:$CATALINA_HOME/bin
———> Using cache
—-——> 64£697c88093
Step 6 : RUN wget ——no-cookies ——-no-check-certificate —--header
"Cookie: gpw_e24=http%$3A%2F%2Fwww.oracle.com%$2F; oraclelicense=accept-
securebackup-
cookie""http://download.oracle.com/otn-pub/java/jdk/8u92-bl4/jdk-8u92-1linux
-x64.tar.gz"&& tar —-xvf jdk-8u92-linux-x64.tar.gz && rm jdk-8u92-linux-
x64.tar.gz && mv jdk* ${JAVA_HOME}
——-—> Running in 116b0e860348
--2016-06-23 19:48:41--
http://download.oracle.com/otn-pub/java/jdk/8u92-bl4/jdk-8u92-1linux-x64.tar
.gz
Resolving download.oracle.com (download.oracle.com)...
203.192.223.200, 203.192.223.202
Connecting to download.oracle.com
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(download.oracle.com) |203.192.223.200|:80... connected.
HTTP request sent, awaiting response... 302 Moved Temporarily
Location:
https://edelivery.oracle.com/otn-pub/java/jdk/8u92-bl4/jdk-8u92-1linux-x64.t
ar.gz [following]

Connecting to download.oracle.com
(download.oracle.com) |203.192.223.200|:80... connected.
HTTP request sent, awaiting response... 200 OK
Length: 181389058 (173M) [application/x-gzip]
Saving to: 'jdk-8u92-linux-x64.tar.gz’
L0
0% 1.12M 2m35s

0% 4.88M 95s

R 0
100% 397K=3m22s

2016-06-23 19:52:06 (878 KB/s) — 'jdk-8u92-linux-x64.tar.gz'
saved [181389058/181389058]

jdk1.8.0_92/

jdk1.8.0_92/javafx-src.zip

jdk1.8.0_92/bin/

jdk1.8.0_92/bin/jmec

jdk1.8.0_92/bin/serialver

0 00 00 00 00

jdk1.8.0_92/README . html
—-——> b025a8495£67
Removing intermediate container 116b0e860348
Step 7 : RUN wget
http://apache-mirror.rbc.ru/pub/apache/tomcat/tomcat-9/v9.0.0.M8/bin/apache
-tomcat-9.0.0.M8.tar.gz && tar —-xvf apache-tomcat-9.0.0.M8.tar.gz && rm
apache-tomcat-9.0.0.M8.tar.gz && mv apache-tomcat* ${CATALINA_ HOME}
———> Running in 485e2£6059b0
--2016-06-23 19:53:18-——
http://apache-mirror.rbc.ru/pub/apache/tomcat/tomcat-9/v9.0.0.M8/bin/apache
-tomcat-9.0.0.M8.tar.gz
Resolving apache-mirror.rbc.ru (apache-mirror.rbc.ru)...
80.68.250.217
Connecting to apache-mirror.rbc.ru (apache-
mirror.rbc.ru) |80.68.250.217|:80... connected.
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HTTP request sent, awaiting response... 200 OK
Length: 9320099 (8.9M) [application/octet-stream]
Saving to: 'apache-tomcat-9.0.0.M8.tar.gz'

L0
0% 87.5K 1m4d3s

BOK .ttt i e ettt et e e
1% 45.1K 2m31ls

9100K
100% 3165G=5m55s
2016-06-23 19:59:19 (25.7 KB/s) - 'apache-

tomcat-9.0.0.M8.tar.gz' saved [9320099/9320099]

apache-tomcat-9.0.0.M8/conf/
apache-tomcat-9.0.0.M8/conf/catalina.policy

apache-tomcat-9.0.0.M8/bin/version.sh

—-——> 2cfaa947£591
Removing intermediate container 485e2£6059b0
Step 8 : WORKDIR /usr/tomcat

———> Running in 6d162a187968

—-——> 8edc567ddaé6a
Removing intermediate container 6d162a187968
Step 9 : EXPOSE 8080

———> Running in 6be43c6c3e35

———> aalOfe5cee557
Removing intermediate container 6be43cé6c3e35
Step 10 : EXPOSE 8009

———> Running in c497dd2387c7

—-——> 400£097677e9
Removing intermediate container c497dd2387c7
Successfully built 400£097677e9
You have new mail in /var/spool/mail/root

So, we have successfully built a sample image using a Dockerfile.

This was just a quick example to get started and familiar with Docker and its concepts.
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Self-test questions

State whether the following statements are true or false:

1. Has Docker a client-server architecture?

2. Docker has two main components: the Docker host and Docker Hub?

3. While creating a container, the image has to be available locally or the operation
fails?

4. Is Docker Hub used to store and manage containers?

5. The overhead of memory management and device drivers is extremely high in
Docker containers?

6. For CentOS6, the Docker RPM package is called docker-1io0?

7. The docker ps —acommand is used to see the list of stopped containers?

Summary

In this chapter, we had an overview of Docker containers, architecture details, and details of
the main components of Docker, including a quick overview of Docker Hub. Based on the
overview, we tried to compare virtual machines with Docker containers to gain a clear
picture of why containers have recently been gaining traction.

After gaining some understanding of virtual machines and containers, we covered the
process of installing Docker on a CentOS 6.x virtual machine. We created a hello-world
container and Ubuntu and CentOS containers from the images available on Docker Hub.

Our main aim is to use a Tomcat container for deploying a sample Spring application, so we
used a Tomcat image and created a container from it for verification. To gain more
understanding, we used a Dockerfile to build an image with Java and Tomcat.

On the subject of containers, this quote by Ted Engstrom is quite suitable:

“Anything that is wasted effort represents wasted time. The best management of our time
thus becomes linked inseparably with the best utilization of our efforts.”

In the next chapter, we will see how to use Chef to create a virtual machine in Amazon Web
Services and Microsoft Azure and set up a runtime environment.
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“You may delay, but time will not.”
-Benjamin Franklin

Let's revisit what we have covered till now and what our goal was in the first chapter. Our
main objective is to create an end-to-end automated pipeline for application deployment.
We considered source code repositories, build tools, continuous integration, configuration
management to setup runtime environment, resource provisioning in the cloud and
containers, continuous delivery, continuous deployment, continuous monitoring,
continuous feedback, continuous improvement, and continuous innovation. We want to use
an end-to-end pipeline for our sample Spring application, PetClinic. In chapter 4, Installing
and Configuring Chef and chapter 5, Installing and Configuring Docker, we covered the
configuration management tool Chef and Docker containers in brief. Both could be topics
for book on their own. Now we are at the stage where we understand the basics of
configuration management and containers, so we can start with resource provisioning in a
cloud environment using Chef and install the runtime environment required to run
PetClinic. In this scenario, it will be an installation of Java and Tomcat.

This chapter describes in detail how to install knife plugins used to manage cloud resources
using Chef. It will cover creating instances in AWS and Azure using the knife EC2 and
knife Azure plugins. It will also cover how Chef is used to manage Docker containers.
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We will explore the following topics:

Chef and cloud provisioning

Installing knife plugins for Amazon EC2 and Microsoft Azure
Creating and configuring a virtual machine in Amazon Web Services
Creating and configuring a virtual machine in Microsoft Azure

Managing Docker containers with Chef

Chef and cloud provisioning

Chef is not only used for setting up runtime environments or configuration management,
but it is also used for resource provisioning in cloud environments. It supports cloud
service providers such as Microsoft Azure, Amazon Web Services, VMware, OpenStack, HP
Cloud, and Google Compute Engine. Chef provides more flexibility to the concept of
infrastructure as a code and brings configuration management into the picture as well.
Knife plugins are used to manage or use different cloud service providers. With knife
plugins, it is easier to provision and deprovision resources along with controlled and
centralized configuration management. In this chapter we will focus on infrastructure
provisioning in Cloud environment and setting up runtime environment as shown in below

diagram:
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We will specifically focus on infrastructure provisioning in a cloud environment and setting
up a runtime environment with a configuration management tool:

Chef Server Node(s)

% "I R h oﬂjava

node objects cookbooks
ChefClient

4. Convergethe
node

A e

|

) amazon
Hosted On-Premise webservices™
A A
1. Upload
Cookbooks
Admin’s Workstation
Tomcat
Java pe—=
SSL = u 2.Cloud 3. Configuration
Apt settings cookbooks Provisioning Management
OpenSSL Requests
—t
* Manage infrastructure as idempotent knife

Resources
+ Configure your servers and nm your

Chef Workstation with Chef

integrated infrastructure ; : .
Track and manage like source code Development Kit and Knife Plugins

We will provision resources in a public cloud environment using knife plugins using a Chef
workstation. We configured a Chef workstation in chapter 4, Installing and Configuring
Chef. From the Chef workstation, we can execute knife commands to create instances (Chef
nodes) in different cloud environments. In our case, we will provision resources in Amazon
EC2 and Microsoft Azure. This is how the process will work:

Chef workstation to CSP: Create a new instance in your cloud environment.

CSP: OK...done! The new instance is up and running (the Chef node is available).
Chef node to Chef server: Hello!

Chef server to Chef node: Here is your task-download the Chef client.

Chef server <-> Chef node: A secure handshake is made; the Chef server
generates a security certificate. The security certificate is used to authenticate the
new node's upcoming requests.

SIS
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6. Chef server to Chef node: Here is the list of recipes you need to install.
7. Chef node to Chef server: Thank you; I've been updated!

Some of the major benefits we get through using Chef with different cloud platforms are as
follows:

¢ Easy policy enforcement with centralized control

e Setup of a consistent runtime environment

e Building a repeatable infrastructure to avoid manual effort and errors
¢ Rapid deployment of new applications

¢ Easy restoration of environments

e Disaster recovery and business continuity

e Community-based cookbooks and recipes

e Faster time to market to remain in competition

¢ Support for major cloud service providers through plugins

In the next section, we will install knife plugins for some popular cloud platforms.

Installing knife plugins for Amazon Web

Services and Microsoft Azure

The Chef Development Kit (ChefDK) comes with development tools built by the Chef
community. It makes the task of installing knife plugins easier.

Go to https://downloads.chef.io/chef-dk/ and download the ChefDK for your
platform. For our purposes, select Red Hat Enterprise Linux and select the version. Click
on the Red Hat Enterprise Linux 6 Download button as it works on 64 bit (x86_64) versions
of Red Hat Enterprise Linux and CentOS 6:

[root@localhost Desktop]# sudo rpm —-ivh chefdk-0.13.21-1.el6.x86_64.rpm

Preparing. .. S
[100%]
1:chefdk S
[100%]

Thank you for installing Chef Development Kit!
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Once we have the ChefDK installed, we can use chef gem install knife-—ec2 to create,
bootstrap, and manage EC2 instances. It is available at https://github.com/chef/knife-e
c2.

[rootRlocalhost Desktopl# chef gem install knife-ec2

Fetching: knife-ec2-0.13.0.gem (100%)

WARNING: You don't have /root/.chefdk/gem/ruby/2.1.0/bin in your PATH,
gem executables will not run.

Successfully installed knife-ec2-0.13.0

1 gem installed

Once knife-ec2 has been installed successfully, we should verify the available EC2
commands:

[rootRlocalhost Desktopl# knife ec2 --help

** EC2 COMMANDS **

knife ec2 amis ubuntu DISTRO [TYPE] (options)
knife ec2 flavor list (options)

knife ec2 server create (options)

knife ec2 server delete SERVER [SERVER] (options)
knife ec2 server list (options)

We can configure Amazon EC2 credentials for knife ec2 in the knife.rb file using
knife[:aws_access_key_id] and knife[:aws_secret_access_key], like this:

knife[:aws_access_key_id] = "Your AWS Access Key ID"
knife[:aws_secret_access_key] = "Your AWS Secret Access Key"

Once we have the ChefDK installed, we can use the chef gem install knife-azure
plugin, which is used to create, delete, and enumerate Microsoft Azure resources to be
managed by Chef. The Chef knife plugin for Microsoft Azure is available at https://githu

b.com/chef/knife—-azure.

[root@localhost Desktopl# chef gem install knife-azure -v 1.5.2

Fetching: knife-—azure-1.5.2.gem (100%)

WARNING: You don't have /root/.chefdk/gem/ruby/2.1.0/bin in your PATH,
gem executables will not run.

Successfully installed knife-azure-1.5.2

1 gem installed

Once knife-azure has been installed successfully, we should verify the available Azure
commands:

[root@Rlocalhost Desktopl# knife azure —--help
** AZURE COMMANDS **

knife azure ag create (options)

knife azure ag list (options)
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knife azure image list (options)

knife azure internal 1lb create (options)

knife azure internal 1lb list (options)

knife azure server create (options)

knife azure server delete SERVER [SERVER] (options)
knife azure server list (options)

knife azure server show SERVER [SERVER]

knife azure vnet create (options)

knife azure vnet list (options)

Chef knife has support for VMware Workstation and allows deployments against a
workstation. It is available at https://github.com/chipx86/knife-wsfusion:

[root@localhost Desktopl# chef gem install knife-wsfusion

Fetching: knife-wsfusion-0.1.l1l.gem (100%)

WARNING: You don't have /root/.chefdk/gem/ruby/2.1.0/bin in your PATH,
gem executables will not run.

Successfully installed knife-wsfusion-0.1.1

1 gem installed

You have new mail in /var/spool/mail/root

Once knife-wsfusion has been installed successfully, verify its available commands:
[rootRlocalhost Desktopl# knife wsfusion —--help

** WSFUSION COMMANDS **
knife wsfusion create (options)

Thus, we have installed the knife plugins required for AWS and Microsoft Azure.

In the next section, we will try to create a virtual machine using Amazon EC2.

Creating and configuring a virtual machine
in Amazon EC2

Before creating and configuring a virtual machine in Amazon EC2, let's verify the existing
nodes converged by Chef. Local virtual machines are only configured using Chef:

[rootRdevopsl Desktopl# knife node list
tomcatserver
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1. After installing knife EC2 plugin, we can use knife ec2 server create
command with following parameters to create new virtual machine:

Parameter Value Description

-I ami-lecae776 ID of the Amazon machine image
-f t2.micro Type of virtual machine

-N DevOpsVMonAWS | Name of the Chef node

—-—aws—access—key-id

Your access key ID

AWS account access key ID

—-—aws—-secret-access-key

Your secret access key

AWS account secret access key

-3 Book SSH key
——identity-file book.pem PEM file
--ssh-user ec2-user User for AWS instance
-r role[v-tomcat] Chef role

[rootRdevopsl Desktopl# knife ec2 server create -I ami-lecae776 -f
t2.micro -N DevOpsVMonAWS —-—-aws—access-key-id '< Your Access Key ID >' ——
'< Your Secret Access Key >' -S book —--identity-file
book.pem —-ssh-user ec2-user -r role[v-tomcat]

aws—secret-access-key

Instance ID: i-640d2de3

Flavor: t2.micro

Image: ami-lecae776

Region: us-east-1

Availability Zone: us-east-la

Security Groups: default

Tags: Name: DevOpsVMonAWS

SSH Key: book

Waiting for EC2 to create the instance......
Public DNS Name: ec2-52-90-219-205.compute-1.amazonaws.com
Public IP Address: 52.90.219.205

Private DNS Name: ip-172-31-1-27.ec2.internal
Private IP Address: 172.31.1.27

2. At this stage,the AWS EC2 instance has beencreated and is waiting for sshd
access to become available:

Waiting for sshd access to become available.................... done
Creating new client for DevOpsVMonAWS

Creating new node for DevOpsVMonAWS

Connecting to ec2-52-90-219-205.compute—-1.amazonaws.com
ec2-52-90-219-205. compute-1.amazonaws.com ————— > Installing Chef

Omnibus (-v 12)
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ec2-52-90-219-205. compute-1.amazonaws.com versionl2.9.41

ec2-52-90-219-205. compute-1.amazonaws.com downloaded metadata file
looks wvalid...

ec2-52-90-219-205. compute-1.amazonaws.com downloading
https://packages.chef.io/stable/el/6/chef-12.9.41-1.el16.x86_64.rpm

ec2-52-90-219-205. compute-1.amazonaws.com l:chef-12.9.41-1.el6
HH#HHHH S HSH SRS S AR H S [100%]

ec2-52-90-219-205. compute-1.amazonaws.com Thank you for installing
Chef!

3. At this stage, the Chef client has been installed on the AWS instance. It is ready
for the initial Chef Client run with version 12.9.41:

ec2-52-90-219-205. compute-1.amazonaws.com Starting the first Chef
Client run...

ec2-52-90-219-205. compute-1.amazonaws.com Starting Chef Client, version
12.9.41

4. It is now ready to resolve cookbooks based on the role and install runtime
environments:

ec2-52-90-219-205. compute-1.amazonaws.com resolving cookbooks for run
list: ["tomcat"]
ec2-52-90-219-205. compute-1.amazonaws.com Synchronizing Cookbooks:

ec2-52-90-219-205. compute-1.amazonaws.com - tomcat (0.17.0)
ec2-52-90-219-205. compute-1.amazonaws.com - java (1.39.0)
ec2-52-90-219-205. compute-1.amazonaws.com - apt (3.0.0)
ec2-52-90-219-205. compute-1.amazonaws.com — openssl (4.4.0)
ec2-52-90-219-205. compute-1.amazonaws.com - chef-sugar (3.3.0)

ec2-52-90-219-205. compute-1.amazonaws.com Installing Cookbook Gems:

ec2-52-90-219-205. compute-1.amazonaws.com Compiling Cookbooks. ..

ec2-52-90-219-205. compute-1.amazonaws.com Converging 3 resources

ec2-52-90-219-205. compute-1.amazonaws.com Recipe: tomcat::default

ec2-52-90-219-205. compute-1.amazonaws.com * yum_package [tomcat6]
action install

ec2-52-90-219-205. compute-1.amazonaws.com - install version
6.0.45-1.4.amznl of package tomcaté

ec2-52-90-219-205. compute-1.amazonaws.com * yum_package [tomcat6—-
admin-webapps] action install

ec2-52-90-219-205. compute-1.amazonaws.com - install version
6.0.45-1.4.amznl of package tomcaté6-admin-webapps

ec2-52-90-219-205. compute-1.amazonaws.com * tomcat_instance[base]
action configure (up to date)
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5. Our runtime environment is setup, and now it is time to start Tomcat services in
our AWS instance:

ec2-52-90-219-205. compute—-1.amazonaws.com
ec2-52-90-219-205. compute-1.amazonaws.com * service[tomcat6] action
start

ec2-52-90-219-205.compute-1.amazonaws.com Chef Client finished, 13/15
resources updated in 01 minutes 13 seconds

6. Here are the details of the newly created AWS instance:

Instance ID: i-640d2de3
Flavor: t2.micro

Image: ami-lecae776

Region: us-east-1
Availability Zone: us—east-la
Security Groups: default
Security Group Ids: default
Tags: Name: DevOpsVMonAWS

SSH Key: book

Root Device Type: ebs

Root Volume ID: vol-1le0e83b5
Root Device Name: /dev/xvda
Root Device Delete on Terminate: true
Block devices

Device Name: /dev/xvda
Volume ID: vol-1e0e83b5
Delete on Terminate: true

Public DNS Name: ec2-52-90-219-205.compute-1.amazonaws.com
Public IP Address: 52.90.219.205

Private DNS Name: ip-172-31-1-27.ec2.internal

Private IP Address: 172.31.1.27

Environment: _default

Run List: role[v-tomcat]

You have new mail in /var/spool/mail/root

[rootRdevopsl Desktopl#
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7. Gotohttps://aws.amazon.com/, and log in with admin or Identity and Access
Management (IAM) credentials:

AWS ~

Services -

ni v

EC2 Dashboard
Events

Tags

Reports

Limits

Instances

Spot Requests
Reserved
Instances
Scheduled
Instances
Dedicated Hosts

AMIs
Bundle Tasks

Volumes

- Resources
4

You are using the following Amazon EC2 resources in the US East (N. Virginia) region

1 Running Instances
0 Dedicated Hosts

1 Volumes

2 Key Pairs

0 Placement Groups

0 Elastic IPs
0 Snapshots
0 Load Balancers
1 Security Groups

N. virginia ¥

¢ Account Attributes

Supported Platforms
VPC

Default VPC
vpc-6d0fefo9

Resource 1D length management

Build and run distributed, fault-tolerant applications in the cloud with Amazon Simple Workflow

Service.

Additional Information
x
Getting Started Guide

Documentation

Create Instance

To start using Amazon EC2 you will want to launch a virtual server, known as an Amazon EC2 instance.

Launch Instance

Note: Your instances will launch in the US East (N. Virginia) region

Service Health

¢ Scheduled Events

All EC2 Resources
Forums

Pricing

Contact Us

AWS Marketplace

Find free software trial products in
the AWS Marketplace from the EC2

8. Click on Instances in the left-hand sidebar or on Running Instances on the
Resources page get to the details about AWS instances. Verify the
Name, Tags, Public DNS, and other details that we get in the Chef client run:

AWS ~  Services -

EC2 Dashboard & 4 (EUL LS EUGEE Connect | Actions v a O & @
Events
Tags Q Filter b e - (2] 1to20f2
Reports
Limits Name - aws:autosc™ Instance ID - Instance Typ~ Availability Zoi~ Instance Stai~ Status Check~ Alarm Status Publicl

. @ DevOpsVMonA. .. t2.micro us-east-1a @ running @ 2/2chec.. None Y ec2-52-
Vlnrstan ces t2.micro us-easi-1a @ terminated None Y
Spot Requests < >
Reserved Instance: | i-640d2de3 (DevOpsVMonAWS)  Public DNS: ec2-52-90-219-205. 1 com _J-N=N
Instances
Scheduled Description Status Checks Monitoring Tags
Instances Instance ID E——4 Public DNS
Dedicated Hosts

= ma Instance state  running Public P
AMIs Instance type  t2.micro ElasticIP -
Bundle Tasks Private DNS  ip-172-31-1-27 ec2.internal Availability zone  us-east-1a
- Private IPs 172.31.1.27 Security groups  default. view rules
Secondary private IPs Scheduled events  No scheduled events
VPCID  vpc-6d0f6f09 AMIID  amzn-ami-

e . hvm-2015.03.0.x86_64-gp2 .
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9. Now, let's go to the hosted Chef dashboard and log in. Click on Nodes and verify
the newly created/converged node:

Administration ® Feedback dtechno~ coverTechno
> Nodes Showing All Nodes Q
Delete Node Name Platform FQDN IP Address Uptime Last Check-In Environment Actions
Manage Tags DevOpsVMonAWS amazon ip-172-31-1-27 ec2 internal 172.31.1.27 2 minutes 2 minutes ago _default ﬁv
Reset Key tomcatserver centos localhost 102.168.1.37 & hours a day ago _default
Edit Run List
- T —
Edit Attributes
Node: DevOpsVMonAWS
Details Attributes Permissions
Last Check In. 23 Minutes Ago Uptime: 2 Minutes ~ default ~
2016-05-14 10:30:15 UTC Since 2016-05-14 10:50:57 UTC Environment. -
Platforms: amazon
FQDN: ip-172-31-1-27 ecZ2.internal
IP Address 172.31.1.27
Tags Run List

© There are no items to display. VersionPosition

22 v-tomcat

10. Verify the Instance details and Run List:

Node: DevOpsVMonAWS

Details Aftributes Permissions
Last Check In: 23 Minutes Ago Uptime: 2 Minutes . default =
2016-05-14 10:30:15 UTC Since 2016-05-14 10:50:57 UTC EETIrEIiE =
Platforms: amazon
FQDM: ip-172-31-1-27 ec2.internal
IP Address: 172.31.1.27
Tags Run List

@ There are no items fo display. VersiorPosition

= 22 v-tomcat
& tomcat 0170 0
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11. Check the Attributes section in the hosted Chef dashboard:

Node: DevOpsVMonAWS

Details Attributes Permissions

Attributes

+ apt

+ java

=+ openss|

= tomcat
base_version: 6
port: 8080
proxy_port:
ss|_port: 8443
ssl_proxy_port:
ajp_port: 8009
shutdown_port: 8005
catalina_options:
Jjava_options: -Xmx128M -Djava.awt headless=true

Everything seems to be nicely done with regard to the creation and configuration of the
AWS instance and its registration on hosted Chef.

Let's try to access the Tomcat server installed on our newly created AWS instance:

1. You'll see that The connection has timed out:

_— — =]
€ ec2-52-90-219-205.compute- 1.amazonaws.com:8080 <] Search Jw TR @ o —

® The connection has timed
out

The server at ec2-52-90-219-205.compute-1.amazonaws.com is taking
too long to respond.

® The site could be temporarily unavailable or too busy. Try again in a
few moments.

e If you are unable to load any pages, check your computer's network
connection.

® If your computer or network is protected by a firewall or proxy,
make sure that Firefox is permitted to access the Web.

Try Again
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2. The reason for this is the restriction of security groups in AWS. Verify the
Security groups the AWS instance belongs to:

AWS ~  Services -
EC2 Dashboard  * i
el Connect | Actions v Qo & @

Events
Tags Q Filter b ceyword @ 1to 2 0f 2
Reports
Limits Name ~ aws:autosc~ Instance ID - Instance Typ~ Availability Zoi- Instance Stai~ Status Check~ Alarm Status = Public|

T @ DevOpsVMonA... 2.micro us-east-1a @ running @ 22chec.. None % ec2-524
Instances t2.micro us-easi-1a @ terminated None %=
Spot Requests < ks
Reserved Instance: | i-640d2de3 (DevOpsVMonAWS) Public DNS: ec2-52-90-219-205. te-1 com _N- =l
Instances
Scheduled Description Status Checks Monitoring Tags The security groups to which the
Inst; instance belongs. A security group is a
nstances instanco 1D === g Y gros.
Dedicated Hosts collection of firewall rules that restrict

the network traffic for the instance. Click
B IMAGES Instanca stato  running View rules to see the rules for the
AMIs Instance type  t2.micro specific gr
Bundle Tasks Private DNS  ip-172-31-1-27 ec2.internal
- Private IPs 172.31.1.27 Security grou| default. view rules
Secondary private IPs Scheduled events ¢ No scheduled events
VPCID  vpc-6d0f6f09 AMIID amzn-ami-

\aliimmne hvm-2015.03.0.x86_64-gp2 v

3. Go to the Security groups section from the AWS dashboard. Select the default

security group and verify the Inbound rules. We can see only the SSH rule
available:

AWS v Services -
EC2 Dashboard  ~ " i
B reate Security Group [JLY=1,ERY o & @
Events
Tags Q| search - sg-2b31fe52 A e (2] 1to1o0f1
Reports
B @ Name ~  Group ID - Group Name ~ VPCID ~ Description =
Limits
o [ ] sg-2b31fe52 default vpc-6d0fBfo9 default VPC security group
Instances
Spot Requests
Reserved
Instances Security Group: sg-2b31fe52 _J-Q=|
Scheduled
chedule Description Inbound Outbound Tags
Instances
Dedicated Hosts
Edit
AMis Type (i Protocol (i Port Range (i Source (i
Bundle Tasks
SSH TCP 22 0.0.0.0/0
Valimne
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4. Let's create a new custom rule with port 8080:

Edit inbound rules

Type 0} Port Range @ Source (i)

- 2 )
| [Gusom 7] 0000 ] @

Add Rule Cancel E

5. Now, let's verify the URL, and we will get the Tomcat page on our AWS instance.

In the next section, we will see how to create and configure a virtual machine in Microsoft
Azure.

Creating and configuring a virtual machine
in Microsoft Azure

For the knife azure plugin to communicate with Azure's REST API, we need to provide
information to knife regarding our Azure account and credentials:

1. Sign in into the Azure portal and download a publish-settings file by visiting htt

ps://manage.windowsazure.com/publishsettings/index?client=xplat.
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2. Store it on a Chef workstation on the a local filesystem and refer to this local file
by creating an entry in knife.rb:

knife[:azure_publish_settings_file] = "~/<name>.publishsettings"

Your subscription file is being generated, and the download will
begin shortly.

This file contains secure credentials and additional information about subscriptions that you can use in your development
L environment. Click here if the download does not start automatically.

Sign up for Windows Azure preview features

Sign up for Windows Azure preview features that you are interested in.

Save a local copy of the publishSettings file

Warning This file contains an encoded management certificate. It serves as your credentials to administer your subscriptions and related services. Store this file in a
secure location or delete it after you use it.

Import the publishSettings file
Run the following command

azure account import

Create a new Web app

iing Azure PowerShell command to create a new web app that is initialized with a Git repository

Run the follow

azure site create --git

3. Here are the parameters used to create a virtual machine in Microsoft Azure:

Parameter Value Description

—-—azure-dns—name distechnodemo DNS name

——azure-vm-name dtserver02 Virtual
machine
name

—-—azure-vim-size Small Virtual
machine
size

-N DevOpsVMonAzure?2 Name of
the Chef
node

——azure-storage—-account |classicstorage9883 Azure
storage
account

——bootstrap-protocol cloud-api Bootstrap
protocol
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——azure-source-image 5112500ae3b842c8b9c604889£8753¢c3___OpenLogic—-Cent0S-67-20160310 [ Name of
the Azure
source
image

—--azure-service-location|Central US Azure
location to
host virtual
machine

--ssh-user dtechno SSH user

--ssh-password <YOUR PASSWORD> SSH
password

-r role[v-tomcat] Role

-—-ssh-port 22 SSH port

After installing knife azure plugin, let's create virtual machine in Microsoft Azure:

[root@devopsl Desktop]# knife azure server create —-—azure-dns-—-name
'distechnodemo' --azure-vm-name 'dtserver02' --azure-vm-size 'Small' -N

DevOpsVMonAzure2 —--azure-storage—account 'classicstorage9883' —--bootstrap-

protocol 'cloud-api' --azure-source-image
'5112500ae3b842c8b9c604889£8753c3__ OpenLogic—-Cent0S-67-20160310' —-—azure-—
service-location 'Central US' --ssh-user 'dtechno' --ssh-password
'cloud@321' -r role[v-tomcat] —--ssh-port 22

..... Creating new client for DevOpsVMonAzure2

Creating new node for DevOpsVMonAzure2

Waiting for virtual machine to reach status
'provisioning'.............. vm state 'provisioning' reached after 2.47
minutes.

DNS Name: distechnodemo.cloudapp.net

VM Name: dtserver02

Size: Small

Azure Source Image: 5112500ae3b842c8b9c604889£8753c3__ OpenLogic-—
Cent0S-67-20160310

Azure Service Location: Central US

Private Ip Address: 100.73.210.70

Environment: _default

Runlist: ["role[v—-tomcat]"]

Resource provisioning is going to start.

Waiting for Resource Extension to reach status 'wagent
provisioning'..... Resource extension state 'wagent provisioning' reached
after 0.17 minutes.

Waiting for Resource Extension to reach status
'installing'.................... Resource extension state 'installing'
reached after 2.21 minutes.

Waiting for Resource Extension to reach status
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'provisioning’'..... Resource extension state 'provisioning' reached after
0.19 minutes.

DNS Name: distechnodemo.cloudapp.net

VM Name: dtserver02

Size: Small

Azure Source Image: 5112500ae3b842c8b9c604889£8753c3__ OpenLogic—
Cent0S-67-20160310

Azure Service Location: Central US

Private Ip Address: 100.73.210.70

Environment: _default

Runlist: ["role[v—-tomcat]"]

[rootRdevopsl Desktop]#

1. Go to the hosted Chef portal and click on Nodes to check whether the new node
has been registered on the hosted Chef server:

Reports Policy Administration ® | diechno~ | &~ [0]/[@
> Nodes Showing All Nodes Q
Delete Node Name Platf_.  FQDN IP Address Uptime Last Check-In Environment Actio...
Manage Tags DevOpsVMonAzure1 centos  dtserver0. 100.73.162 64 11 minutes 6 minutes ago _default
Reset Key DevOpsVMonAWS amazon ip-172-31- 172.31.1.27 2 minutes 7 hours ago _default
Edit Run List tomcatserver centos  localhost 192 168.1.37 8 hours a day ago _default
Edit Attributes DevOpsVMonAzure2 centos  dtserver0... 100.73.210.70 6 minutes 3 minutes ago _default Qv
——

Node: DevOpsVMonAzure2

Details Atiributes Permissions
Last Check In: 34 Minutes Ago Uptime: 6 Minutes e default -
2016-05-14 17:32:4 Since 2016-05-14 18:00:43
Platforms: centos
FQDN. dtserver02 distechnodemo.g10.internal.cloudapp.net
IP Address: 100.73.210.70
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2. Click on the Reports section on the hosted Chef server and verify the graphs for
Runs Summary, Run Durations, and Run Counts:

Reports Policy = Administration ® | dtechno~ &~ [0]/[0
> Dashboard Runs Summary Run Counts ~
. 100%
Run History L L
0% 0% 4]
success failure aborted
) 35
Run Durations
] ] 3
25
0s| £
| ——— 8
<10s | ° 2
<30s
m| 15
—
<3m |
<5m [ !
<10m|
| 05
15m |
<1h
0
>1hi May1320:06 May 132253 May1401:40 May 14 04:26 May 140713 May 1410:00 May 14 12:46 May 14 15:33
¢ =z 4 & Ui
v
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3. Now, let's go to the classic Azure portal and verify the newly created virtual
machine:

osoft Azure V] Check out the new portal CREDIT STATUS

ALL ITEMS Virtua| machines

'WEB APPS
0

INSTANCES ~ IMAGES ~ DISKS

VIRTUAL MACHINES

2 NAME * | sTATUS SUBSCRIPTION LOCATION DNS NAME 0o

r—— > o Rumning - Central U
dtserver02 + Running Central US. distechnodemo.cloudapp.net

MOBILE SERVICES
0

CLOUD SERVICES
3

BATCH SERVICES
0

SQL DATABASES
0

STORAGE

1
HDINSIGHT
0

MEDIA SERVICES
0

SERVICE BUS
0

+ NEW

O

RESTART

(0}

SHUT DOWN

'i.i' W 2

CAPTURE DELETE

a 0\\)
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4. Click on VIRTUAL MACHINES in Microsoft Azure, and you'll get details about
it:

Microsoft Azure Check out the new portal CREDIT STATUS ¢ meeeessss—— S

dtserverQ1
&3 DASHBOARD MONITOR ENDPOINTS CONFIGURE

@ CPUPERCENTAGE %D evTes/sEC @ DISKWRITEBYTES/SEC @ METWORKIN 1MOREw RELATIVE v 1HOUR v Q)
dtserver02

459.31 KB/s

5.26 MB/s
A\

113.26 MB
AL

e —

10:40 10:45 10:50 10:55 11:00 11:05 11:10 11:15 11:20 11:25 11:30 11:35 11:40

web endpoint status mevew quick glance

‘You have not configured a web endpaint for monitoring. Configure one to get started.

@ Visit the new portal
CONFIGURE WEE ENDPQINT MOMNITORING @

® View Applicable Applications and
services

autoscale status @ Reset password (new portal)

b}

RESTART

d) (/’) 'I-I [i] ?

SHUT DOWN CAPTURE
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5. At the bottom of the page, verify the extensions section and check whether it
shows chef-server enabled:

Microsoft Azure | Check out the new portal ‘CREDIT STATUS

DTSERVERO1 2 of 20 CORE(S) dtserver01

PUBLIC VIRTUAL IP (VIP) ADDRESS

clisks —
INTERNAL IP ADDRESS
dtserver01 DISK & TYPE HOST CACHE VHD P =
dtserver2
disk_8fe98ee3-e678-4618-... 05 disk Read/Write it/ — -

Standard_A1 (1 core, 1.75 GB memory)

) SSH CERTIFICATE THUMBPRINT
extensions I 1

LOCATION

NAME WVERSION STATUS MESSAGE p Central US

Chef.Bootstrap. Windows...  1210.12.102.1000 Success chef-service enabled DEPLOYMENT ID

SUBSCRIPTION NAME
1 1

SUBSCRIPTION ID

(.I) C/’) 4 o ?

SHUT DOWN ATTACH CAPTURE

Verify the Tomcat installation and virtual machine creation in VMware Workstation as an
exercise, the way we did for the AWS instance.

For VMware Workstation, use https://github.com/chipx86/knife-wsf
usion for reference.

Just to reiterate, we are now close to our main objective, that is, the end-to-end automation
of the application deployment pipeline. We have covered continuous integration, cloud
provisioning, containers, and configuration management. What's left is the actual
deployment, monitoring, and orchestration of all the activities involved in the end-to-end
automation.
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Docker containers

Docker containers are extremely lightweight. We are going to use Tomcat as a web
application server to deploy the PetClinic application. Docker Hub already has the Tomcat
image, so we are not going to configure too many things except users for accessing the
Tomcat manager app:

1. To Tomcat-users.xml, an add role and user, as follows:

<?xml version='1.0' encoding='utf-8'?>

<tomcat-users xmlns="http://tomcat.apache.org/xml"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://tomcat.apache.org/xml tomcat-

users.xsd"
version="1.0">

<role rolename="manager—-gui"/>
<user username="admin" password="admin@123" roles="manager-gui"/>

</tomcat-users>

2. Now, we are going to use the image available in Docker Hub and add tomcat-
sers.xml to /usr/local/tomcat/conf/tomcat-users.xml. Create a
Dockerfile, as shown here:

FROM tomcat:8.0
MAINTAINER Mitesh <mitesh.xxxx @xxxxXX.com>
COPY tomcat-users.xml /usr/local/tomcat/conf/tomcat-users.xml

3. Once everything is ready, use docker build to build a new image:

[rootRlocalhost mitesh]# docker build -t devopstomcatnew
Sending build context to Docker daemon 8.192 kB

Sending build context to Docker daemon

Step 0 : FROM tomcat:8.0

———> 5d4577339b14

Step 1 : MAINTAINER Mitesh <YourEmailID@xyz.com>

———> Running in 9430cacl2c4c

—-——> c63f90db4cl4
Removing intermediate container 9430cacl2c4c

Step 2 : COPY tomcat-users.xml /usr/local/tomcat/conf/tomcat-users.xml
———> eb50c4ceefb5
Removing intermediate container 7£31aed05097
Successfully built eb50c4ceefb5

You have new mail in /var/spool/mail/root
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4. The image has been successfully built. Let's verify using docker images:

[root@Rlocalhost mitesh]# docker images

REPOSITORY TAG IMAGE ID CREATED
VIRTUAL SIZE

devopstomcatnew latest eb50c4ceefb5 10 seconds
ago 359.2 MB

devopstomcat8 latest £3537165ebe’7 10 minutes
ago 344.6 MB

devopstomcat latest 400£097677e9 9 days ago
658.4 MB

tomcaté6 latest 400£097677e9 9 days ago
658.4 MB

tomcat 9.0 ce07000625c6 2 weeks ago
344.6 MB

centos latest 2a332da70£d1 4 weeks ago
196.7 MB

ubuntu latest 686477c12982 8 weeks ago
120.7 MB

hello-world latest £1d4956dc5945 9 weeks ago
967 B

5. Create a container from the newly created Tomcat image. Verify existing
containers using docker ps and docker ps -a:

[root@Rlocalhost mitesh]# docker ps

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES

You have new mail in /var/spool/mail/root

[root@Rlocalhost mitesh]# docker ps -a

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES

[root@Rlocalhost mitesh]# docker run -p 8180:8080 —-d —-name
devopstomcatl devopstomcatnew

b5f054ee4ac36d67279db10497fe7a780aecf2a72a7f52fa31ee80c618d98e4da

6. Verify existing containers using docker ps and docker ps -a:

[root@Rlocalhost mitesh]# docker ps

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES

b5f054eed4ac3 devopstomcatnew "catalina.sh run" 21 seconds
ago Up 20 seconds 0.0.0.0:8180->8080/tcp devopstomcatl
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7. Use docker inspect b5f054ee4ac3 to obtain the IP address, and browse the
Tomcat web server using the IP address and port:

€

Home Documentation Configuration

Apache Tomcat/8.0.36

™

@ | [Q search

Examples Wiki Mailing Lists

Wpache Software Foundation
% http://www.apache.org/

Recommended Reading:
Security Considerations HOW-TO

Manager Application HOW-TO

&

Clustering/Session Replication HOW-TO

Developer Quick Start

Tomcat Setup
First Web Application

Managing Tomcat

For security, access to the manager

webapp is restricted. Users are defined in:

$CATALINA_HOME/conf/tomcat-users.xml

In Tomcat 8.0 access to the manager

application is split between different users.

Read mare... information in: T ERIETE
SCATALINA_HOME/RUNNING. txt User supportand discussion
Release Notes e . . taglibs-user

Realms & AAA
JDBEC DataSources

Examples

Documentation
Tomcat 8.0 Documentation

Tomcat 8.0 Configuration
Tomcat Wiki

Find additional important configuration

#e 9 & & 3

Find Help

Server Status
Manager App

Host Manager

Servlet Specifications
Tomcat Versions

Getting Help
FAQ and Mailing Lists
The following mailing lists are available:

tomecat-announce
Important announcements, releases, security
vulnerability notifications. (Low volume).
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8. Click on the Manager App button. It will ask for a User Name and Password.
Type them in and click on OK:

€ | () 172.17.0.14:8080

Home Documentation Configuration

Apache Tomcat/8.0.36

v | % ||Q search % a8 ¥+ @ é

Examples Wiki Mailing Lists

Nﬁpache Software Foundation
= http://www.apache.org/

Authentication Required

) A userame and password are being requested by http://172.17.0.14:8080. The site says:

Find Help

r Status

fiid "Tomcat Manager Application” erant ,
User Name: l | l e
Password: l ]
Developer Qy = | | o I
Tomcat Setup
First Web Application JDBC DataSources

Managing Tomcat

For security, access to the manager
webapp is restricted. Users are defined in:

$CATALINA _HOME/conf/tomcat-users.xml

In Tomcat 8.0 access to the manager
application is split between different users.
Read more...

Waiting for 172.17.0.14...

Documentation

Tomcat 8.0 Documentation
Tomcat 8.0 Configuration
Tomcat Wiki

Find additional important configuration
information in:

$CATALINA HOME/RUNNING.txt

Tomcat Versions

Getting Help

EAQ and Mailing Lists
The following mailing lists are available:

tomcat-announce
Important announcements, releases, security
vulnerability notifications. (Low volume).

tomcat-users
User support and discussion

taglibs-user
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9. Now. we can access the Tomcat manager application:

€ 172.17.0.14:¢

"ager/htm c search

" Apache

Software Foundation
http://www.apache.org/

*e 9 & & 5

™

&

Tomcat Web Application Manager

‘Message: ‘OK ‘

Manager

List Applications HTML Manager Help Manager Help Server Status

Applications

Path Version Display Name Running |Sessions |Commands
start | Stop | | Reload || Undeploy |

! None specified | Welcome to Tomeat e e | Expire sessions | with idle = -30 minutes
Start | Stop | Reload | | Undeploy |

Jdocs None specified |Tomcat Documentation true o | Expire sessions |with e = (30 —
start | Stop | | Reload || Undeploy |

fexamples None specified |Servlet and JSP Examples true o | Expire sessions |with g = 30 .

We can use Tomcat manager application to deploy applications. Until now, we have looked
at continuous integration, configuration management, containers, and cloud provisioning.
Next, we will cover application deployment using different methods, monitoring, and end-

to-end automation pipeline using orchestration.
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Self-test questions
1. Which of the following are benefits of Chef?

e Easy policy enforcement with centralized control

Enables setup of consistent runtime environment

Enables easy restoration of environments

Enables disaster recovery and business continuity
e Community-based cookbooks and recipes
All of these

2. Which two parameters are configured for Amazon EC2 credentials for knife-
ec2in the knife. rb file?

e knife[:aws_access_key_id] =“your AWS access key ID”

® knife[:aws_secret_access_key] =“your AWS secret access key’
e Both

3. Which of the following are knife ec2 commands?

e knife ec2 flavor list (options)

e knife ec2 server create (options)

e knife ec2 server delete SERVER [SERVER] (options)
e knife ec2 server list (options)

All of the Above

4. True or false: The rvm use command is used to set the Ruby version.

e True
e False

5. Which of the following are knife azure commands?

e knife azure server create (options)

e knife azure server delete SERVER [SERVER] (options)
e knife azure server list (options)

e knife azure image list (options)

All of these
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6. True or false: In the knife ec2 server create command, the -I parameter is
used for the type of virtual machine.

e True
e False

7. True or false: In the knife ec2 server create command, the -N parameter is
used for the name of the Chef Node.

e True
e False

Summary

In this chapter, we covered how to provision resources in the cloud and configure them. We
used the knife EC2 and knife Azure plugins to create virtual machines in AWS and
Microsoft Azure, respectively. We used the Docker Hub Tomcat image to build a new
image with the tomcat-users.xml file, which has roles and users configured to access the
Tomcat manager web app.

In the next chapter, we will cover different methods to deploy an application in a Tomcat
web container. Let's again reiterate the goal of the book: end-to-end automation using an
application deployment pipeline.
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“‘Ultimate automation...will make our modern industry as primitive and outdated as the
Stone Age man looks to us today.”
-Albert Einstein

Finally, we are at the business end of the book, and our focus is on deployment,
automation, monitoring, and orchestration.

Why?

It's because we want to achieve end-to-end application lifecycle automation or end-to-end
deployment automation.

First, we will go step by step to deploy our PetClinic application to a remote Tomcat server.
Once that is done, it can be used as common practice for all instances. This chapter
describes in detail all the steps required to deploy our sample application to a different
environment once the configuration management tool prepares it for the final deployment.
We will also learn how to deploy the application in different environments, such as cloud or
container-based ones.

This chapter will also cover on how to deploy an application on a PaaS model. We will
deploy the application on AWS Elastic Beanstalk.



Deploying Application in AWS, Azure, and Docker

We will cover the following topics:

e Prerequisite — deploying our application on a remote server
¢ Deploying the application on AWS

¢ Deploying the application on Microsoft Azure

¢ Deploying the application in a Docker container

Prerequisites — deploying our application on
Remote Server

Our main objective is to deploy application in a web server. Web server and application
server can be on local environment or remote environment. We will first deploy on a remote
server. We will try to use Windows Agent for compilation and deployment to see how
Agent-based architecture can be utilized. Follow these steps to deploy an application on a

remote server:

1. First, let's start an agent on a Windows machine. Open command prompt and run
the following command, given in the Manage Nodes section of the Jenkins
dashboard. Change the URL accordingly:

java —-jar slave.jar -jnlpUrl
http://192.168.0.100:8080/computer/TestServer/slave—agent.jnlp —-secret
65464e02c58c85b192883£7848ad2758408220bed2£3a£715c01c9b01cb72£9b

INFO: Trying protocol: JNLP2-connect
Jul 06, 2016 8:57:16 PM hudson.remoting.jnlp.Main$Cuilistener status

INFO: Connected
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2. Our agent is now connected to the master. Let's verify the status of the agent on
the master node, where Jenkins is running:

S Name | Architecture Clock Difference  Free Disk Space Free Swap Space Free Temp Space Response Time
L . Linux i
= master (amd64) In sync 8.29 GB 1.32GB 829GB Oms = %
. Windows 8.1
= TestServer (amd6) In sync 36.31 GB 516 GB 153.73 GB 2551ms
Data obtained 6 sec 5.9 sec 5.9 sec 5.2 sec 5.9 sec 5.9 sec

3. Click on the TestServer agent, and you'll get all the details regarding projects tied
to it, as shown in this screenshot:

@ Jenkins o DiscoverTechno |log out

Jenkins WindowsNode

ENABLE AUTO REFRESH

4 Back to Dashboard

74 .
overview WindowsNode
o Configure
[#add description
€& Load Statistics
Nodes

& TestServer

Projects
S W Name | Last Success Last Failure Last Duration
a % PetClinic-Code 2 mo 1day -#9 1 mo 29 days - #15 54 sec ‘;z)
!) ﬁ PetClinic-Deploy 1 mo 29 days - #34 1 mo 29 days - #33 41 sec ‘;i)
J PetClinic-Test 1 mo 29 days - #20 1 mo 29 days - #15 53 sec "i)
lcon: SML

Legend [JRSSforall [ RSS for failures [) RSS for just latest builds

Now that we have the agent node ready, let's prepare a remote server by downloading and
setting up Tomcat.
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Setting up Tomcat server

In our case, we need not to do it for cloud instances as they will be configured using Chef.
The following is a more involved perspective on how we did it earlier and how all of the
installation and other activities can be automated using Chef. Let's take a step-by-step tour:

1. Download Tomcat 7 from https://tomcat .apache.org/download-7.cgi. We
are going to use the Deploy plugin from Jenkins, and it requires specific versions
of Tomcat for deployment:

7.0.70
Please see the README file for packaging information. It explains what every distribution contains.
Binary Distributions

e« Core:
o Zip (pgp, md5, shat)
o tar.gz (pgp. md>5, shal)
o 32-bit Windows zip (pgp, md5, sha1)
o 64-bit Windows zip (pgp, md5, shal)
32-bit/64-bit Windows Service Installer (pgp, md5, shal)
* Full documentation:
o tar.gz (pgp. md>5, shal)
« Deployer:
o Zip (pgp, md5, shat)
o tar.gz (pgp. mds, shal)
e Extras:
o ]MX Remote jar (pgp, md5, shat)
o Web services jar (pgp, md5, shal)
o JULI adapters jar (pgp, md5, shal)
o JULI logdj jar (pgp, md5, shal)
Embedded:
o tar.gz (pgp, md5, shat)
o zip (pgp. mds, shat)

Q
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2. Extract the Tomcat installation files:

I [+ = | apache-torncat-7.0.70 - O x
“ Home Share View 9
— S <« Local Disk (C:) » apache-tomcat-7.0.70 w | & Search apache-tomcat-7.0.70 0O

~

s+ Quick access
i Onelrive

v O This PC
B Desktop bin conf lib logs
|5 Documnents
‘. Downloads
J‘& Music -
& Pictures
Videos temp webapps wiork LICEMSE
» ‘i Local Disk (C:)

- Mew Volume (D
- Mew Volume (E:)

. RECOVERY (F)

MOTICE RELEASE-MOTES RUMMIMNG b
oF Metwork

11 items EEE

3. Open command prompt and go to the bin directory to start Tomcat:

C:\>cd apache-tomcat-7.0.70\bin
4. Run startup.bat from command prompt:
C:\apache-tomcat-7.0.70\bin>startup.bat

Neither the JavA_HOME nor the JRE_HOME environment variable is
defined. At least one of these environment variable is needed to run this
program.
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5. Oops! We need to set environment variables. Go to Control Panel | All Control
Panel Items | System.

6. Click on Advanced system settings:

4~ B3 5 Control Panel » All Control Panel lterns » System

Control Panel Home . .. .
View basic information about your computer

¥ Device Manager Windows edition

® Remote settings Windows 10 Home Single Language

& System protection © 2015 Microseft Corporation. All rights reserved.
G Advanced systemn settings

System
Processon Intel(R) Core(TM) 13-3230M CPU @ 2.60GHz 2.60 GHz
Installed memeory (RAM):  8.00 GBE (7.89 GB usable)
Systemn type: 84-bit Operating Systemn, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, doemain, and workgroup settings
Computer name: my-pc
Full computer name: my-p
Computer description:

Workgroup: WORKGROUP

[238]



Deploying Application in AWS, Azure, and Docker

7. Click on Environment Variables... to set JAVA_ HOME:

Systern Properties

Computer Name Hardware Advanced System Protection Femote

ou must be logged on as an Administrator to make most of these changes.

Performance

Visual effects, processor scheduling, memony usage, and virtual memony

U=er Profiles
Deshtop settings related to your sign-n

Settings...

Startup and Recovery
System startup, system failure, and debugging infarmation

Settings...

Environment Yarables...

QK Cancel Apphy
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8. Click on New... and create a new variable for JAVA_HOME with the value
C:\Program Files\Java\jdk1.8.0, and click on OK:

AT
|32

|
|
|
| User variables for Mitesh
'

Variable Value
TEMP %USERPROFILE%e\AppData\Local\Temp
TMP %USERPROFILE®S\AppDatatLocal\Temp

™

Mew User Yanable

Variable name: | JAvA_ HOME
Variable value: | C:\Program Files\Java\jdk1,8.0]
Browse Directory... Browse File... Cancel
Nl \.'UIIIJFCL \.u\'I’II‘UU'TJ\}_‘"LCIII_'I.I'_\LIIIU-CH.: |
I FP_MO_HOST_CHECK NO
Al MUMBER_OF_PROCESSORS 4
OnlineServices Online Services
0s Windows_NT
C Path C:\Proaram Files (x86)\InteliCLS Client\:C:\Proaram Files\InteliCL.., ¥
Mew... Edit... Delete
Ci
QK Cancel
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9. Click on OK once again to complete the process:

—

Uzer variable!

Variable
JAVA_HOM
TEMP

|| Tve

Systern vanal

Variable

ComSpec

FP_MO_HJ

MUPMBER._({

OnlineSers

as

Path
PATHEXT

ChProgram Files (x26)\nteliCLS Client!,

ChProgram FileshIntehiCLS Client',

Ch\Program Files (26 AMD APP\bin'x36_&4

ChProgram Files (x86)8AMD APPybin'x26

TSystemRoot 3\ system32

FeSystemRoot3t

FSystemRoot 35\ System 32\ Whem

FSYSTEMROOT 26\ System 3\ WindowsP owerShel 1.0

ChProgram Files (x26)\Windows Live\Shared

ChProgram Files (x26)\ATI Technologies'\ATLACE Core-5tatic
ChProgram Files\Intelhntel(R) Management Engine Components\DAL
Ch\Program Files\Intel\ntel(R) Management Engine Components\IPT

ChProgram Files (x2868)\ntel\ntel(R) Management Engine Component...
ChProgram Files (x26)\ntelntel(R) Management Engine Component...

ChProgram Files (x2868)\Skype\Phonel
Ch\Program Files\Javaljdk1.8.00bin

OK

oK

MNew

Edit

Browse...

Delete

Move Up

Mowve Down

Edit text...

Cancel

Cancel
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10. Open a new command prompt windows and verify the Java version by executing
the following command:

C:\>java -version

java version "1.8.0-ea"

Java (TM) SE Runtime Environment (build 1.8.0-ea-bll}5)

Java HotSpot (TM) 64-Bit Server VM (build 25.0-b57, mixed mode)
11. Now, go to tomcat\bin and execute startup.bat:

C:\apache-tomcat-7.0.70\bin>startup.bat

Using CATALINA_BASE: "C:\apache-tomcat-7.0.70"

Using CATALINA_HOME: "C:\apache-tomcat-7.0.70"

Using CATALINA_TMPDIR: "C:\apache-tomcat-7.0.70\temp"

Using JRE_HOME: "C:\Program Files\Java\jdkl.8.0"

Using CLASSPATH: "C:\apache-
tomcat-7.0.70\bin\bootstrap. jar;C:\apache-tomcat-7.0.70\bin\tomcat-
juli.jar"

C:\apache-tomcat-7.0.70\bin>

12. Our Tomcat server is now running. It will have output similar to the following.
Verify the server startup message:

INFO: Starting Servlet Engine: Apache Tomcat/7.0.70

Jul 06, 2016 9:29:07 PM
org.apache.catalina.startup.HostConfigdeployDirectory

INFO: Deploying web application directory C:\apache-
tomcat-7.0.70\webapps\docs

Jul 06, 2016 9:29:11 PM org.apache.coyote.AbstractProtocol start
INFO: Starting ProtocolHandler ["ajp—apr-8009"]

Jul 06, 2016 9:29:11 PM org.apache.catalina.startup.Catalina start
INFO: Server startup in 5172 ms
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13. Use the proper IP address and port number combination to navigate to the
TomcatHome page, which looks like this:

Home Documentation Configuration Examples Wiki Mailing Lists Find Help
Apache Tomcat/7.0.70 wDache Software Foundation
- http://www.apache.org/

™  Recommended Reading: Server Status

% Security Considerations HOW-TO
Manager App
/& Manager Application HOW-TO —

Clustering/Session Replication HOW-TO Host Manager

Developer Quick Start

Tomcat Setup Realms & AAA Examples Servlet Specifications
First Web Application JDBC DataSources Tomcat Versions
Managing Tomcat Documentation Getting Help
For security, access to the manager webapp Tomcat 7.0 Documentation FAQ and Mailing Lists
is restricted. Users are defined in . | e

Tomcat 7.0 Configuration The following mailing lists are available:
$CATALINA_HOME/ conf /tomcat-users.xml -

Tomcat Wiki tomcat-announce
In Tomcat 7.0 access to the manager _ Important announcements, releases, security
application is split between diferent users Flpd additional important configuration vulnerability notifications. (Low volume).
A T information in

tomcat-users
SCATALINA HOME/RUNNING. txt User support and discussion
Release Notes

. ) taglibs-user
Chanaelo Developers may be interested in: User support and discussion for Apache Taalibs
Lhangelog
Tomeat 7.0 Bug Database tomeat-dev
Migration Guide Tomeat 7.0 JavaDocs Development mailing list, including commit

14. Go to conf and then open tomcat-users.xml in your Tomcat installation
directory and uncomment the role and user lines or rewrite them. Set manager-
gui as the rolename for testing purposes. We need manager-script for
deployment via the Deploy plugin:

<?xml wversion='1.0' encoding='utf-8"'2>
E< ! ——
H<tomcat-users>
<! ——
H<!——

NOTE : The sample user and role entries below are intended for use with the
examples web application. They are wrapped in a comment and thus are ignored
when reading this file. If you wish to configure these users for use with the
examples web application, do not forget to remowve the <!.. ..> that surrounds
them. You will also need to set the passwords to something appropriate.
——>

£role rolename="manager-script"}/>

<user username="admin" password="admin@l23" roles="manager—-script"/>
</tomcat-users>
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15. Click on the manager application link on the Tomcat Home page and enter the
username and password you set in tomcat-users.xml. Now, we can access the
management application:

& C' | [ localhost:8080/manager/html Qsx 0

8. Apache m

Software Foundation
http://www.apache.org/

Tomcat Web Application Manager

|Message: |OK |
List Applications HTML Manager Help Manager Help Server Status
Path Version Display Name Running |Sessions Commands

Start -Stop Reload | | Undeploy
/ None specified Welcome to Tomcat true 0 | ‘ ‘ |

| Expire sessions ‘wilh idle 2 ‘30 |minutes

Start -Stop Reload | | Undeploy
/docs None specified Tomcat Documentation true 0 | ‘ ‘ |

| Expire sessions ‘with idle = ‘30 |m|nutes

Start | Reload ‘ ‘ Undeploy |
Jexamples None specified Servlet and JSP Examples true 0

| Expire sessions ‘Wilh idle 2 ‘30 |m|nutes

16. For the Jenkins Deploy plugin, change the rolename to manager-script.

17. Restart Tomcat and visit http://<IP Address>:8080/manager/text/list.
You should see this output:

OK - Listed applications for wvirtual host localhost
/ :running:0:ROOT

/petclinic:running:1:petclinic
/examples:running:0:examples
/host-manager:running:0:host-manager
/manager:running:0:manager

/docs:running:0:docs
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18. Go to the Jenkins job build page and click on Configure. Select the proper JDK
configuration for the Jenkins agent:

Jenkins PetClinic-Test
General
¥ GitHub project
Project url https://github.com/mitesh51/spring-petclinic/ @

Advanced...

Permission to Copy Artifact

This project is parameterized @
Throttle builds )]
Disable this project ®
Execute concurrent builds if necessary ®
JDK WindowsJDK v

JDK to be used for this project
Restrict where this project can be run @

Advanced...

— 7 2gement
-
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19. Under Post-build Actions, select Deploy war/ear to a container. Provide the
location of the WAR file in the Jenkins workspace, the Tomcat manager
credentials, and the Tomcat URL with the port:

Jenkins PetClinic-Test

Post-build Actions

Post-build Actions

Deploy warlear to a container n
WAR/EAR files  target* war ©
Context path ©
Containers Tomeat 7.x “

Manager user name = admin

Manager password ~ sesseeses

Tomcat URL http://182.168.0.102:8080

Add Container ~

ﬂ ‘ Aeey ‘
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20. Click on Apply and Save. Click on Build now on the Jenkins build's page. Verify
the console output as showing a fresh deployment:

Results
Tests run: 59, Failures: @, Errors: @, Skipped: @

[INFO]
[INFO] =--- maven-war-plugin:2.3:war (default-war) @ spring-petclinic ---
[INFO] Packaging webapp
[INFO] Assembling webapp [spring-petclinic] in [d:\jenkins\workspace\PetClinic-Test\target\spring-
petclinic-4.2.5-SNAPSHOT]
[INFO] Processing war project
[INFO] Copying webapp resources [d:\jenkins\workspace\PetClinic-Test\src\main\webapp]
[INFO] Webapp assembled in [1669 msecs]
[INFO] Building war: d:\jenkins\workspace\PetClinic-Test\target\spring-petclinic-4.2.5-SNAPSHOT.war
[IMFO] === mmmmm oo m s o oo o e e oo
[INFO] BUILD SUCCESS
[IMFO] === mmmmm oo m oo oo o oo
[INFO] Total time: 28.772 s
[INFO] Finished at: 20816-87-86T22:59:37+085:30
[INFO] Final Memory: 29M/261M
10
Deploying d:‘\jenkins\workspace\PetClinic-Test\target'spring-petclinic-4.2.5-SNAPSHOT.war to container
Tomcat 7.x Remote
[d:\Jjenkins\workspace\PetClinic-Test\target\spring-petclinic-4.2.5-SNAPSHOT.war] is not deployed.
Doing a fresh deployment.
Deploying [d:\jenkins\workspace\PetClinic-Test\target\spring-petclinic-4.2.5-SNAPSHOT.war]
Finished: SUCCESS
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21. Once the build is successful, visit the URL from your browser and notice the
context. It is similar to name of the application:

€ C | [ 192.168.0.102:8080/spring-petclinic-4.2.5-SNAPSHOT/ Qs @ =

€ spring

ft HOME Q FIND OWNERS i= VETERINARIANS A ERROR

Welcome

b9

&) spring ...
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22. In Post-build Actions, provide a Context path and click on Save. Click on Build
now again:

Jenkins PetClinic-Test

Post-build Actions

Post-build Actions

Deploy war/ear to a container “
WAR/EAR files target/*.war @
Context path petclinic ©
Containers n

Tomcat 7.x

Manager user name  admin
Manager password — ssesesses

Tomcat URL http://192.168.0.102:8080

Add Container

ﬂ ‘ feey ‘

23. Verify the application URL by providing a new Context path.

For deployments where we can access the tomcat-users.xml file in
cases where we use Tomcat as the application container, we will use the
same method for deployment. If we don't have direct access to the Tomcat
directory or can't change tomcat-users.xml, another approach can be to
SSH the remote host and copy the file into the remote host's webapps file

in the Tomcat directory. All SSH commands can be used directly from the
build job.
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Deploying application in Docker container

We have already covered how to use Tomcat with Docker containers in Chapter 5,
Installing and Configuring Docker. To deploy an application with the Deploy plugin of
Jenkins, we will modify tomcat-users.xml. Let's take it step by step:

1. Changerolenametomanagerfscriptintomcatfusers.xmh

<?xml version='1.0' encoding='utf-8'?>
<tomcat-users xmlns="http://tomcat.apache.org/xml"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://tomcat.apache.org/xml tomcat-users.xsd"
version="1.0">

<!—-

NOTE: The sample user and role entries below are intended for use with
the

examples web application. They are wrapped in a comment and thus are
ignored

when reading this file. If you wish to configure these users for use with
the

examples web application, do not forget to remove the <!....> that
surrounds

them. You will also need to set the passwords to something appropriate.
-

<role rolename="manager-script"/>
<user username="admin" password="admin@l23" roles="manager-script"/>
</tomcat-users>

2. In the Dockerfile, we will copy tomcat-users.xml to the
/usr/local/tomcat/conf/ directory:

FROM tomcat:8.0
MAINTAINER Mitesh<mitesh.soni@outlook.com>
COPY tomcat-users.xml /usr/local/tomcat/conf/tomcat-users.xml

3. Execute the docker build command to create an image:

[root@Rlocalhostmitesh] #docker build -t devops_tomcat_sc
Sending build context to Docker daemon 8.192 kB

Sending build context to Docker daemon

Step 0 : FROM tomcat:8.0

———> 5d4577339b14

Step 1 : MAINTAINER Mitesh<mitesh.soni@outlook.com>
———> Using cache

—-——> c63£90db4cl4
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Step 2 : COPY tomcat-users.xml /usr/local/tomcat/conf/tomcat-users.xml
———> aebbcf634£f64

Removing intermediate container 7a528dlc8e3b

Successfully built aebbcf634f64

You have new mail in /var/spool/mail/root

4. Verify the newly created image using the docker images command:

[root@Rlocalhostmitesh] #docker images

REPOSITORY TAG IMAGE ID CREATED VIRTUAL SIZE

devops_tomcat_sc latest aebbcf634£64 2 minutes ago
359.2 MB

devopstomcatnew latest eb50c4ceefb5 5 days ago
359.2 MB

devopstomcat8 latest £3537165ebe’7 5 days ago
344.6 MB

tomcat6 latest 400£097677e9 2 weeks ago
658.4 MB

devopstomcat latest 400£097677e9 2 weeks ago
658.4 MB

centos latest 2a332da70£d1l 5 weeks ago
196.7 MB

ubuntu latest 686477c12982 9 weeks ago
120.7 MB

hello-world latest £1d956dc5945 10 weeks ago
967 B

5. Execute docker run to create a container:
[root@localhostmitesh] #docker run -p 8180:8080 —-d ——-name
devopstomcatscdevops_tomcat_sc
771bb7cb809dabe9323d65579e98077eaecl46dbdfc38d2aceld75577144002d4
You have new mail in /var/spool/mail/root

6. Verified the new container with the dockerps command:

[rootRlocalhostmitesh] #dockerps

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES

771bb7cb809ddevops_tomcat_sc "catalina.sh run" 7 seconds ago
Up 6 seconds 0.0.0.0:8180->8080/tcpdevopstomcatsc

7. Use docker inspect 771bb7cb809d<container ID> to getan IP address.
8. Stop the iptables service for verification or opening ports in IP tables:

[rootRlocalhostmitesh]# service iptables stop
iptables: Setting chains to policy ACCEPT: nat filter [ OK ]
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iptables: Flushing firewall rules: [ OK ]
iptables: Unloading modules: [ OK ]
You have new mail in /var/spool/mail/root

9. Use the IP address to access the Manager App URL. Verify whether it is
successful:

[# http://172.1...rkext/list x | [#] Apache Tomcat/8.0.36 x <k

€ ) (0 ]172.17.0.15:8080/manage

¢ | |Q search

OK - Listed applications for virtual host localhost
/manager:running:@:manager

/irunning:0:RO0T

/docs:running:0:docs

/examples:running:0Q:examples
/host-manager:running:0:host-manager

10. As we have mapped the port, use the host's IP address and verify your Tomcat
installation:

[ 192.168.0.103:8180

Home Documentation Configuration Examples Wiki Mailing Lists Find Help
Apache Tomcat/8.0.36 ~3&.&|:li-lt:he Software Foundation
- http://www.apache.org/

™  Recommended Reading: Server Status

% Security Considerations HOW-TO T
Manager App
/‘&\ Manager Application HOW-TO —

Clustering/Session Replication HOW-TO Host Manager

Developer Quick Start

Tomecat Setup Realms & AAA Examples Servlet Specifications
First Web Application JDBC DataSources Tomcat Versions
Managing Tomcat Documentation Getting Help
For security, access to the manager webapp is Tomcat 8.0 Documentation FAQ and Mailing Lists
restricted. Users are defined in N . . ) )
Tomcat 8.0 Configuration The following mailing lists are available
SCATALINA_HOME/conf/tomcat-users.xml
- Tomcat Wiki tomcat announce
In Tomcat 8.0 access to the manager Important announcements, releases, security
application is split between different users Find additional impertant configuration vulnerability notifications. (Low volume).
Read more... information in: tomeat-users ; )
SCATALINA_HOME/RUNNING. txt UesrarEmle Casmln
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11. Use the IP address of the host, and access the Manager App URL. Provide a User
Name and Password:

[3 192.168.0.103:8180/manager/text/list

- ) . Authentication Required
Home Documentation Configuration E s LS

Find Help

http://192.168.0.103:8180 requires a username and

Apache Tomcat/8.0.36 Presmere: _ e Apache Software Foundation
Your connection to this site is not private. . http:l,’www.apache‘orgl
User Name:  admin :
™  Recommended Read Server Status
% Security Consideratiol
Log In Cancel Manager App
/d'k\ Manager Application k -

Clustering/Session Replication HOW-TO 7H°5= Manager )
Developer Quick Start

Jomcat Setup
First Web Application

Realms & AAA
JDBC DataSources

Examples Servlet Specifications

Tomcat Versions

Managing Tomcat Documentation Getting Help

For security, access to the manager webapp is

Tomcat 8.0 Documentation
resfricted. Users are defined in:

FAQ and Mailing Lists
Tomcat 8.0 Configuration
Tomcat Wiki

The following mailing lists are available:
SCATALINA_HOME/conf/tomcat-users.xml

tomcat-announce

In Tomcat 8.0 access to the manager

application is split between different users.

Find additional important configuration

Read more information in

SCATALINA HOME/RUNNING. txt

ouncements, releases, security

vulnerability notifications. (Low velume).

tomcat-users
User support and discussion

12. Check whether it is successful:

L C' | [ 192.168.0.103:8180/manager/text/list

oK -
/manager:running:0:manager
/:irunning:@:ROOT
/docs:running:@:docs
/examples:running:@:examples
/host-manager:running:0:host-manager

Listed applications for virtual host localhost

13. Once everything is working fine, use the Deploy plugin to deploy an application

in a Docker container.
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Deploying Application in AWS

AWS Elastic Beanstalk is a Platform as a Service (PaaS) offering from Amazon. We will use
it to deploy the PetClinic application on the AWS platform. The good part is we need not to
manage infrastructure or even platform as it is a PaaS offering. We can configure scaling
and other details.

These are the steps to deploy an application on AWS Elastic Beanstalk:

Deploy new
Create an Upload WAR file version of an
Application as an application

LGN application in
s . Environment PP .
(Petclinic) version AWS Elastic

Beanstalk

Elastic Beanstalk supports the following programming languages and platforms:

Programming Platforms
Languages

e Java, PHP, * 5o, Java SE, Java
Python, Ruby, with Tomcat,
Go -NET on
Windows Server
with IS,

Node.js, PHP,
Python, Ruby
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Let's create a sample application to understand how Elastic Beanstalk works and then use
the Jenkins plugin to deploy an application:

1. Go to the AWS management console and verify whether we have a default
Virtual Private Cloud (VPC). If you've deleted the default VPC and subnet by
accident, send a request to AWS customer support to recreate it:

B# AWS -~  Services ~

VPC Dashboard Resources ©
4
Filter by VPC:
None v Start VPC Wizard Launch EC2 Instances
Virtual Private Note: Your Instances will launch in the US East (N. Virginia) region.
Cloud
You are using the following Amazon VPC resources in the US East (N.
Your VPCs Virginia) region:
Subnets 1 VPC 1 Internet Gateway
Route Tables 4 Subnets 1 Route Table
1 Network ACL 0 Elastic IPs
Internet Gateways 0 VPC Peering Connections 0 Endpoints
DHCP Options Sets 0 Nat Gateways 1 Security Group
) 0 Running Instances 0 VPN Connections
Elastic IPs ) )
0 Virtual Private Gateways 0 Customer Gateways
Endpoints
NAT Gateways VPN Connections

Peering Connections

Amazon VPC enables you to use your own isolated resources within the
Qo rity AWS cloud, and then connect those resources directly to your own
Security datacenter using industry-standard encrypted IPsec VPN connections.

Network ACLs
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2. Click on Services in the AWS management console and select AWS Elastic
Beanstalk. Create a new application named petclinic. Select Tomcat as a
Platform and select the Sample application radio button:

.!' Elastic Beanstalk pefclinic v Create New Application

@ Create a web app

Choose a name and a platform for your app. You can start with a sample app or upload your own code. Then,
you can configure more options before you deploy your app. By creating an app, you allow AWS Elastic
Beanstalk to administer AWS resources and necessary permissions on your behalf. Learn more.

Application name pefclinic

Maximum length of 100 characters, not including forward slash (/).

Platform | Tomcat v

Tomcat 8 Java 8 (this can be updated after initial setup)

App code ® Sample application

Comes with instructions on how to configure your application. You can upload a new source
code for this app later.

Upload your own code

You can upload a file or provide a URL to your app code in Amazon S3.

3. Verify the sequence of events for the creation of a sample application:

,!' Elastic Beanstalk petclinic * Create New Application

AllApplicationS > petCIiniC > petclinic ( Environment ID: e-y2fmvwridn, URL: ) Actions ~

) - Learn More
0 Creating petclinic

Get started using Elastic Beanstalk
Madify the code

Create and connect to a database
Add a custom domain

This will take a few minutes

11:04pm Waiting for EC2 instances to launch. This may take a few minutes_

11:02pm Created EIP: 52.73.142.147

11:02pm Environment health has transitioned to Pending. Initialization in progress (running for 8 seconds). There are no instances. Command Line Interface (V3)

11:02pm Created security group named: Installing the AWS EB CLI
awseb-e-y2fmvwridn-stack-AWSEBSecurity Group-E1E762FFSL5Q EB CLI Command Reference

11:01pm Using elasticbeanstalk-us-east-1-685239287657 as Amazon S3 storage bucket for environment data.

11:01pm createEnvironment is starting.
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4. It will take a while, and once the environment has been created, it will be
highlighted in green, as shown here:

AWS ~ Services v  Edit ~ Mitesh v N. Virginia v Support v
.!' Elastic Beanstalk petclinic » Create New Application
All Applications > petclinic Actions ~

Environments

o petclinic
Application
Versions Environment tier: Web Server
Running versions: Sample Applicaticn
Saved § pesee
. Last modified: 2016-07-07 23:05:19 UTC+0530
Configurations

URL: petclinic. mjczcu3cvp.us-east-1 elasticbe.

5. Click on the petclinic environment and verify the Health and Running Version

in the dashboard:
Services v  Edit ~ Mitesh ~  N. Virginia ¥ = Support
.!' Elastic Beanstalk petclinic + Create New Application
A” App”caﬁons > petCliﬂ iG > petG”niC ( Environment ID: e-y2fmvwri3n, URL: pefclinic. mjczcu3cvp.us-east-1.elasticbeanstalk.com ) Actions ~
Dashboard Overview < Refresh
Configuration
Logs Health Running Version
Ok Sample Application
Health pese .,g\
- Causes Upload and Deploy &
Monitoring
Configuration
Alarms ‘ )
64bit Amazon Linux 2016.03
Managed v2.1.3 running Tomcat 8 Java 8
Updates " Change
Events

[257]




Deploying Application in AWS, Azure, and Docker

6. Verify the environment ID and URL. Click on the URL and verify the default
page:

~ = € [ petclinicmjczcudcvp.us-east-1.elasticbeanstalk.com Qs @ =

Learn how to build, deploy and manage your own applications using AWS
Elastic Beanstalk

AWS Elastic Beanstalk concepts
Learn how to create new application versions
Learn how to manage your application environments

Congratulations

Your first AWS Elastic Beanstalk Application is now running
on your own dedicated environment in the AWS Cloud

Explore a fully-featured reference application using the AWS SDK for Java

Developers may build and deploy AWS Elastic Beanstalk applications
directly from Eclipse

Get started with Eclipse and AWS Elastic Beanstalk by watching this video
View all AWS Elastic Beanstalk documentation

7. Install AWS Elastic Beanstalk Publisher plugin.

For more details, visit https://wiki.jenkins-ci.org/display/JENKINS
/AWS+Beanstalk+Publisher+Plugin.
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8. Open the Jenkins dashboard and go to Build job. Click on Post-build Actions
and select Deploy into AWS Elastic Beanstalk.

G Dash G rerci x \ [ Inc Reg How How = Mail ¥ 1AM (Mitesiy - X
€« C [7192.168.0.104:8 TS0 =
Jenkins PetClinl - “
Publish Checkstyle analysis results
Post-build Actions
| Publich FindBugs analysis results
Publish combined analysis results
Aggregate downstream test results “
Archive the arfifacts
Build other projects )
Deploy into AWS Elastic Beanstalk
@

Publish JUnit test result report

Publish Javadec =
Record fingerprints of files to track usage
Report Violations

Git Publisher

ime  admin

Deploy an application to AWS CodeDeploy ird
SonarQube analysis with Maven

) hitp:/1192.168.0.102:8080
Build other projects (manual step)

E-mail Notification
Editable Email Natification

Set build status en GitHub commit

Add post-build action ~
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9. A new section will come up in Post-build Actions for Elastic Beanstalk:

Post-build Actions

Application Setup

Deploy into AWS Elastic BEeanstalk

Elastic Beanstalk Application

AWS Credentials

AWS Credentials lookup by name

AWS Region us-gov-west-1
AWS Region Text

Application Name

EnvironmentLookup Add ~
Version Label Format
Fail if any failures

Additional Behaviors Add -

id -
‘ Apply ‘

Get Credentials Names

® & &

Get Available Applications

(]

10. Click on the Jenkins dashboard and select Credentials; add your AWS
credentials:

Credentials

AWS Region

AWS Credentials and Region

C—Jich *  «=hw

us-east-1

Testing Amazon S3 Service (endpoint: hitps://s3.amazonaws.com)
Buckets Found: 1

Applications Found: 1 (petclinic)

Validate Credentials

Building Client (credentialld: '007191ai-3488-4fe8-a787-eb84f3fc3fdc', region: 'us-east-1')

Testing AWS Elastic Beanstalk Service (endpoint: hitps:/elasticbeanstalk us-east-1.amazonaws.com)
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11. Go to your Jenkins build and select an AWS Credential that is set in the global

configuration:
Post-build Actions
Application Setup Elastic Beanstalk Application n
AWS Credentials [VEH e—— (1] M
AWS Credentials lookup by name @
Get Credentials Names
AWS Region us-east-1 @
AWS Region Text @
Application Name @
Get Available Applications
EnvironmentLookup Add ~
Version Label Format @
Fail if any failures @
Additional Behaviors Add ~
| dd -
-

12. Select AWS Region from the list and click on Get Available Applications. As we
have created a sample application, it will show up like this:

Elastic Beanstalk Application

AWS Credentials NN e—— 7Y M

AWS Credentials lookup by name @

Get Credentials Names

AWS Region us-east-1 1 ®

AWS Region Text @

Application Name @
petclinic Get Available Applications

EnvironmentLookup Add -

Version Label Format @

Fail if any failures @

Additional Behaviors Add ~
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13. In EnvironmentLookup, provide an environment ID in the Get Environments By
Name box and click on Get Available Environments:

Elastic Beanstalk Application
AWS Credentials NN m—— [ v
AWS Credentials lookup by name @

Get Credentials Names

AWS Region us-east-1 @
AWS Region Text (2]
Application Name petclinic @
petclinic Get Available Applications
EnvironmentLooku “
¥ Get Environments By Name
Environment Names  e-y2fmvwrian ®
g
petclinic Get Available Environments

14. Save the configuration and click on Build now.

Let's verify the AWS management console whether WAR file is being copied in Amazon S3
or not:

1. Go to S3 Services and check the available buckets:

=

[ T AWS -~ Services -~  Edit ~

Create Bucket JRF-Yelile[;L 30
All Buckets (1)

Name

[@. -elasticheanstalk-us-east-1-685239287657
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2. Verify the build job's execution status in Jenkins. Some sections of the expected
output follow:

3. Since the WAR file is large, it will take a while to upload to Amazon S3. Once it is
uploaded, it will be available in the Amazon S3 bucket.

4. The test case execution and WAR file creation are successful:

Tests run: 59, Fajilures: 0, Errors: 0, Skipped: 0
[INFO]

[INFO] —--- maven—-war-plugin:2.3:war (default-war) @ spring-petclinic —--

[INFO] Packaging webapp

[INFO] Assembling webapp [spring—-petclinic] in
[d:\jenkins\workspace\PetClinic-Test\target\spring-petclinic-4.2.5-
SNAPSHOT]

[INFO] Processing war project

[INFO] Copying webapp resources [d:\jenkins\workspace\PetClinic-
Test\src\main\webapp]

[INFO] Webapp assembled in [1539 msecs]

[INFO] Building war: d:\jenkins\workspace\PetClinic-Test\target\spring-
petclinic—-4.2.5-SNAPSHOT.war

[INFO]

[INFO] BUILD SUCCESS

[INFO]

[INFO] Total time: 30.469 s

[INFO] Finished at: 2016-07-08T00:51:52+05:30

[INFO] Final Memory: 29M/258M

[INFO]

5. The execution of AWSEB Deployment plugin — post build action has been
started:

AWSEB Deployment Plugin Version 0.3.10

Root File Object is a file. We assume its a zip file, which is okay.

bucketName not set. Calling createStoragelocation

Using s3 Bucket 'elasticbeanstalk-us—east-1-685239287657"'

Uploading file awseb-5081374840514488317.zip as s3://elasticbeanstalk-
us-east-1-685239287657/petclinic-jenkins-PetClinic-Test-39.zip

6. The deployment activity with the new version label starts:
Creating application version jenkins-PetClinic-Test-39 for application

petclinic for path s3://elasticbeanstalk-us-east-1-685239287657/petclinic—-
jenkins—-PetClinic-Test-39.zip
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Created version: jenkins—PetClinic-Test-39

Using environmentId 'e-y2fmvwri3n'

No pending Environment Updates. Proceeding.

Checking health/status of environmentId e-y2fmvwri3n attempt 1/30

Environment Status is 'Ready'. Moving on.

Updating environmentId 'e-y2fmvwri3n' with Version Label set to
'jenkins-PetClinic-Test-39'

7. The environment and health statuses are updated along with the deployment
status:

Fri Jul 08 01:03:10 IST 2016 [INFO] Environment update is starting.

Checking health/status of environmentId e-y2fmvwri3n attempt 1/30

Versions reported: (current=jenkins-PetClinic-Test-39, underDeployment:
jenkins-PetClinic-Test-39). Should I move on? false

Environment Status is 'Ready' and Health is 'Green'. Moving on.

Deployment marked as 'successful'. Starting post-deployment cleanup.

Cleaning up temporary file
C:\Users\Mitesh\AppData\Local\Temp\awseb-5081374840514488317.zip

Finished: SUCCESS

8. The build is successful. Now, check the AWS management console:

.

[ T | AWS ~  Services v Edit v Mitesh ¥ Global ¥  Sup
Create Folder  Actions Vv Q None Properties Transfers
All Buckets |/ elasticbeanstalk-us-east-1-685239287657
Name Storage Class Size Last Modified
D .elasticheanstalk Standard 0 bytes Thu Jul 07 23:01:35 GMT+5)
@:l petclinic-jenkins-PetClinic-Test-39.zip Standard 39.8 MB Fri Jul 08 00:52:04 GMT+53|

-
El resources - - -
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9. Go to Services, click on AWS Elastic Beanstalk, and verify the environment. The
previous version was Sample Application. Now, the version is updated as given
in Version Label Format in the Jenkins build job configuration:

AWS ~  Services v Edit ~ Mitesh v N. Virginia

,]' Elastic Beanstalk petclinic ~ Create New Application
Learn More « All Applications Fitter by Application Name:
Get started using Elastic petc”nic Actions ~
Beanstalk
Modify the code
Create and connect to a petclinic
database
Add a custom domain Environment tier: Web Server

Running versions: jenkins-PetClinic-Test-39

Command Line Last modified: 2016-07-08 01:04:41 UTC+0530
Interface (V3) URL: petclinic.mjczcu3cvp.us-east-1.elasticheanstalk
Installing the AWS EB CLI
EB CLI Command Reference

10. Go to the dashboard and verify Health and Running Version again:

-

[ T AWS ~ Services v Edit v Mitesh v N. Virginia v Support v
A" Elastic Beanstalk petclinic + Create New Application

A” Applicaﬁons > petcll n iC > petCliniC ( Environment ID: e-y2fmvwri3n, URL: petclinic.mjczcu3cvp.us-east-1.elasticbeanstalk.com ) Actions ~

Dashboard Overview 2 Refresh

Configuration

Logs Health Running Version

Health Ok jenkins-PetClinic-Test-39 %

Monitoring Causes Upload and Deploy & X

Configuration
Alarms
64bit Amazon Linux 2016.03

Managed v2.1.3 running Tomcat 8 Java 8

Updates =" Change

Events
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11. Click on the Configuration link on the Elastic Beanstalk dashboard and verify
Scaling, Instances, Notifications, Software Configuration, Updates and
Deployments, Health, and so on:

Dashboard Web Tier
Configuration
Logs Scaling o] Instances o3 Notifications o3
Health Environment type: Single instance Instance type: t1. micro Notifications: Off
Custom Availability Zones: Availability Zones: Any
Monitoring
Alarms
Managed
Updates "&W
Events Software Configuration e Updates and Deployments e ) Health o)
Tags Log publication: Off Rolling updates are disabled Application health check URL:
Initial JVM heap size: 256m Health reporting: Enhanced

JVM command line options:
Maximum JVM heap size: 256m

Maximum JVM permanent generation
size: 64m

12. Click on Logs to download the log files for Elastic Beanstalk:

o

[ T} AWS ~ Services v Edit ~ Mitesh ~  N. Virginia ~  Support ¥
4" Elastic Beanstalk petclinic ~ Create New Application
i i ini ini ( Environment ID: e-y2fmvwri3n, URL: peiclinic.mjczcu3cvp.us-east-1.elasticbeanstalk.com ) ctions ~
All Applications > petclinic > petclinic Act
Dashboard Logs Request Logs ~ Z Refresh
Configuration
Click Request Logs to retrieve the last 100 lines of logs or the entire set of logs from each EC2 instance. Learn more
Logs
Log file Time EC2 instance Type
Health
o Download 2016-07-08 01:13:33 UTC+0530 i-07617e30979b27202 Last 100 Lines
Monitoring
Alarms
Managed
Updates &%
Events
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13. Go to the Enhanced Health Overview and check the Status:

Services v Mitesh v N. Virginia ¥ Support v
.!' Elastic Beanstalk petclinic » Create New Application
A” Applications > petCIiniC > petCliniC ( Environment ID: e-y2fmvwri3n, URL: petclinic.mjczcu3cvp.us-east-1.elasticbeanstalk.com ) Actions ~
Dashboard Enhanced Health Overview Filter By ~ Instance Actions ~ Hide details [+ Q
Configuration @ Auto refresh (6
LOgS Server Requests Latency
Health .
Instance ID Status Running ~ Dep.ID Risec 2xx 3xx 4xx 5xx P38s P90 P75
Monitoring
hd Overall Ok - - - - - - - -
Alarms
Managed B Total @ Ok@P Pending@® Info@P Unknown @) Nodata@@@ Warmning Degraded Severe @)
Updates "=
Events
1-07617e30979pb27a02 = Ok 2 hours 2 - - - - - - - -

14. Click on Monitoring for extensive monitoring details in the form of CPU
utilization and health of an application:

All Applications > petclinic > petcliniC (Environment ID: e-y2fmwri3n, URL: petclinic miczcu3cvp.us-east-1 elasticbeanstalk com ) Actions ~

Dashboard . )
Overview Period | 1 hour - Edit [

Configuration

Hogs 12.5% 42MB 556KB

Health CPU Utilization Max Network In Max Network Out
Monitoring
Alarms
Managed Monitoring Time Range | 3hours ~  Period = 1minute + Edit =
Updates "*
Events " =
Environment Health by health codes JAN CPU Utilization in percent
Tags
Degraded 60
N 50
Warning o
No data 30
20
Unknown 10
0Ok A 0
T 718 7i8 7/ n 7i8 7i8 718
23:30 00:00 00:30 01:00 23:30 00:00 00:30 01:00
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15. Click on Events to get list of all the events of the Elastic Beanstalk application
lifecycle:

All Applications > petclinic > petclinic (Environment ID: ey2fmyurisn, URL: petciinic miczculevp us-east-1.elasticheanstalk.com ) Actions ~

Dashboard Events £ Refresh

Configuration

Logs Severity TRACE + 2016-05-20 01:16:00 UTC+0530 2016-07-08 01:18:00 UTC+0530
Health .
Time Type Details
Monitoring
2016-07-08 01:13:39 UTC+0530 | INFO Pulled logs for environment
Alarms
2016-07-08 01:13:34 UTC+0530 = INFO [Instance: i-07617e30979b27a02] Successfully finished tailing 13 log(s)
Managed
ales -07- A3 + requestEnvironmentinfo is starting.
Updates " 2016-07-08 01:13:29 UTC+0530 | INFO E Inf
Events INFO Environment health has transitioned from Info to Ok. Application update completed 45 seconds ago

2016-07-08 01:06:02 UTC+0530
and took 79 seconds

Tags
2016-07-08 01:04:40 UTC+0530  INFO Environment update completed successfully.
2016-07-08 01:04:40 UTC+0530 = INFO New application version was deployed to running EC2 instances.
2016-07-08 01-04-02 UTC+0530 INFO Environment health has transitioned from Ok to Info. Application update in progress (running for 14
seconds).
2016-07-08 01:03:59 UTC+0530 = INFO Deploying new version to instance(s)
2016-07-08 01:03:10 UTC+0530 = INFO Environment update is starting.

16. Once everything has been verified, click on the URL for the environment, and our
PetClinic application is live:

= C [ petclinicmjczcudcvp.us-east-1.elasticbeanstalk.com e 0

&) spring

A HOME Q, FIND OWNERS ETERINARIANS A ERROR

Welcome

&) spring ...
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17. Once the application deployment is successful, terminate the environment:

W@ AWS -~  Services v Edit v Mitesh - | N. Virginia ~  Support +

,!' Elastic Beanstalk petclinic = Create New Application
All Applications > petclinic > petcliniC (EnvironmentID: exafmvwian, URL: petclinic miczcu3cvp. us-east-1 elasticbeanstalk. com ) Actions ~

Dashboard ( |

) Elastic Beanstalk is terminating your environment.

Configuration View Events

Logs

Health Overview £ Refresh

Monitoring

Health Running Version

Alarms Info jenkins-PetClinic-Test-39 i

Ma”aged Causes Upload and Deploy /

Updates

Configuration
Events 64bit Amazon Linux 2016.03
Tags v2.1.3 running Tomcat8 Java 8

Change

We have thus successfully deployed our application on Elastic Beanstalk.

Deploying application in Microsoft Azure

Microsoft Azure app services is a PaaS. In this section, we will look at the Azure web app
and how we can deploy our PetClinic application:

1. Let's install the Publish Over FTP plugin in Jenkins. We will use the Azure web
app's FTP details to publish the PetClinic WAR file:

Available
Install | Name Version
ETP publisher plugin 2
1
- I it
Publish Over FTP
v ] 112
Publish Over SSH
1.14
Publish files a SSH
SSH2 Easy Plugin
hi r 11N N X X 14
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2. Once the plugin has been installed successfully, restart Jenkins:

Installing Plugins/Upgrades

Preparation
= Checking internet connectivity

= Checking update center connectivity
= Success

Publish Over FTP U Success

[-(9 Go back to the top page
(you can start using the installed plugins right away)

C":> Restart Jenkins when installation is complete and no jobs are running

3. Go to Microsoft Azure portal at https://portal.azure.com. Click on App
Services and then on Add. Provide values forApp Name, Subscription,
Resource Group, and App Service plan/Location. Click on Create:

“  App Services > Web App

App Services

Columns. O Refresh

Subscriptions: Visual Studio Enterprise with
MSDM - Don't see a subscription? Switch * App name

Resource groups

directo
Recent DevOpsPetClinic v
.azurewsbsites.net

* Subscription

App Services
NAME Visual Studio Enterprise with MSDN v
Virtual machines (classic
¢ ) * Resource Group @
Sample9834 _
. & Create new Use existing
Virtual machines
SampleApp9833 DevOps v
SQL databases
. * App Service plan/Location S
R e Default1(South Central US)

Active Directory

App Service Environme...

& Security Center

Pin to dashboard

o2 =
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4. Once the Azure web app is created, see whether it shows up in Azure portal:

App Services

HAME

e ; DevOpsPetClinic
Virtual machines (|

Sampledasd
Virtual machines .
&3 SampleApp98a3

SQL databa

pp Serny

Securit

Subscriptions: Visual Studi

O Refresh

STATUS

Running
Running

Running

DN - Den't see a subseription?
APPTYPE APP SERVICE PLAN
Web app Default
Web app Detault]
Web app Defaultl

LOCATION

South Central US

South Central Us

South Central US

5. Click on DevOpsPetClinic to obtain details related to the URL, Status, Location,

and so on:

v  App Services

> DevOpsPetClinic

Resource groups

Recent

App Services

Virtual machines (classic)

Virtual machines

DevOpsPetClinic

app
. @
'u' Settings g4 Tools

Essentials ~

Status
Running

Location
South Central US
Subscription name

isual S o Enterprise

Subscription D

Z Browse

th MSDN

> Settings

o @

© o I S

=« More

D Restart

W Stop

azurewebsites.net

App Senvice plan/pricing tier
Default? (Standard: 1 Small)

FTP/Deployment username
DevOpsPetClinic\m 1253966

FTP hostname
ftp://waws-prod-sn1-039.ftp.azurewebsites

FTPS hostname

] ftps//waws-prod-sn1-039.ftp.azurewebsite...

SQL databases

Subscriptions

Active Directory

App Service Environme...

Security Center

Monitoring

Requests and errors

Settings

SUPPORT + TROUBLESHOOTING

&
Ps

£ &
P,

L

&

*

Troubleshoot

Activity logs

Resource health

Live HTTP traffic

Applens

Diagnostics as a Service

Metrics per instance (Apps)

Metrics per Instance (App Service pl...

Mitigate

I v NV B Ve
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6. Click on All Settings, go to the GENERAL section, and click on Application
settings to configure the Azure web app for Java web application hosting. Select
the Java version, Java Minor version, Web container, and Platform, and click on
Always On:

v  AppServices > DevOpsPetClinic > Settings > Application settings _f':) [? 3::3:,‘ @ _ &

Settings === Application settings

=
=

E‘ Save

X Discard

K Metrics per Instance (App Service pl.. >

Resource groups General settings
K Mitigate >

Recent NET Framework version @ ‘ V4.6 - ‘
& New support request >

App Services PHP version @ ‘ 54 - ‘
GENERAL

Virtual machines (clas... Java version @ ‘ Java 8 v ‘
i Quick start >

Virtual machines Java Minor version @ [ Newest v |
!t Properties > _

SQL databases Web container © Newest Tomcat 8.0 v
== Application settings >

Subscriptions . Python version @ ‘ Off v ‘
ilil Quotas >

A Platform @ 2

Active Directory 32-bit el

APP SERVICE PLAN
Web sockets @ on
App Service Environm.. m
App Service plan

B Aop sene ’ Avways On N o |

Security Center

ty (2 Cralaun iAnn Sansica nlant ST

7. Visit the URL of an Azure web app from your browser and verify that it is ready
for hosting our sample Spring application, PetClinic:

C [ devopspetdinicazurewebsites.net @ =

This Java based web application
has been successfully created

There's nothing here yet, but Microsoft
Azure makes it simple to publish
content with GIT and FTP

Java Property Value

Jjava.version 1.8.0 92

Jjavavendor Azul Systems, Inc.

os.arch amd6d

catalina.base D:\Program Files (x86)\apache-tomcat-8.0.23
user.timezone GMT
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8. Let's go to the Jenkins dashboard. Click on New Item and select Freestyle
project:

@ DiscoverTechno | log out

Enter an item name

PetClinic-Deploy-Azure

W) Freestyle project
P This is the central feature of Jenkins. Jenkins will build your project, combining any SCM with any build system, and
" this can be even usad for something other than software build

Pipeline
fh} Crchestrates long-running activities the n sp.
known as workflows) andfor organizing complex a

Maven project
oF Build a maven project. Jenkins takes advantage of your POM files and drastically reduces the configuration

ultiple build slaves. Suitable for building pipelines (formery
vities that do not easily fit in free-style job type

Flow
Flow can man: ob orchestration as a dedicaled enfity, in a ceniralized way with complex orchestration and
polluting the jol vanous plugins o handle the upstream-downstream chain

9. Copy the general configuration from another build so we don't need to repeat the
configuration work in the newly created job:

Jenkins Al

. Folder
I Creates a container that stores nested items in it. Useful for grouping things together. Unlike view, which is just a filter,
a folder creates a separate namespace, so you can have multiple things of the same name as long as they are in
different folders

GitHub Organization
5 Scans a GitHub organization (or user account) for all repositories matching some defined markers

Multibranch Pipeline

A

Creates a set of Pipeline projects according to detected branches in one SCM repository.

if you want to create a new item from other existing, you can use this option:

J Copy from PetClinic-Deploy
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10. Click on All Settings, and go to Deployment credentials in the PUBLISHING
section. Provide a username and password, and save your changes:

& DevOpsPetClinic > Settings > Set deployment credentials PN B O O _ ]

g X Set deployment credentials - B8
m Y

Settings -

Resource groups PUBLISHING

Deployment slots
Recent

8 Deployment source
App Services

Deployment credentials
Virtual machines (classic)

) . API
Virtual machines
API definition
=
SQL databases
CORS
Subscriptions
— MOBILE
Active Directory
[ Easy tables
App Service Environme...
S Easy APls

Hsave X Discard

New name and password

> Git and FTP can't authenticate using the account you're signed in with, so create a new user name
and password to use with those technolagies

Use this user name and password to deploy to any apps for all subscriptions associated with your
> Microsoft Azure account

* FTP/deployment user name
o m1253966

> * Password @ [ >
> * Confirm password ‘ sresessenacans v
>
>

11. In Jenkins, go to Manage Jenkins and click on Configure | Configure FTP
settings. Provide a Hostname, Username, and Password, available in Azure

portal.

12. Go to devopspetclinic.scm.azurewebsites.net and download the Kudu
console. Navigate to the different options and find the site directory and
webapps directory. Click on Test Configuration, and once you get a Success
message, you are ready to deploy the PetClinic application:

Publish over FTP

FTP Servers

FTP Server
Name AzureWebApps (2]
Hostname waws-prod-sn1-039.fip.azurewebsites. @)
Username DevOpsPetClinicim12539666 (2]
Password ®
Remote DIrectory gja\wwwrootwebapps (2]
Advanced...
Success

Test Configuration
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13. In the build job we created, go to the Build section and configure Copy artifacts
from another project. We will copy the WAR file to a specific location on a
virtual machine:

Build
Copy artifacts from another project “
Project name PetClinic-Test ©
Which build Latest successful build v @
v Stable build only

Artifacts to copy **/target/spring-petclinic-4.2 5-SNAPSHOT.war @
Artifacts not to copy @
Target directory @
Parameter filters @

Flatten directories Optional « Fingerprint Artifacts (?)

Advanced...
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14. In Post-build Actions, click on Send build artifacts over FTP. Select the FTP
server name configured in Jenkins. Configure Source files and the Remove
prefix accordingly for deployment of an Azure web app:

Post-build Actions

Post-build Actions

Send build artifacts over FTP n 2]
FTP Publishers
FTP Server
Name AzureWebApps v @
- Advanced...
Transfers
Transfer Set
Source files T war @
Remove prefix target @

Remote directory

15. Tick Verbose output in console:

Post-build Actions
Send build artifacts over FTP 5
FTP Publishers
FTP Server
Name AzureWebApps v ©
» Werbose outputin console (2]
Credentials (2)]
Retry ©
Label ®
Transfers
Transfer Set
Source files * war ©
Remove prefix target ©
Remote directory ©
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16. Click on Build now and see what happens behind the scene:

Started by user DiscoverTechno

Building on master in workspace /home/mitesh/.jenkins/workspace/PetClinic-Deploy-Azure
Copied 1 artifact from "PetClinic-Test" build number 55
FTP: Connecting from host [devopsl]

FTP: Connecting with configuration [AzureWebApps]

220 Microsoft FTP Service

FTP: Logging in, command printing disabled

FTP: Logged in, command printing enabled

CWD M\ site‘\wwwrootiwebapps

250 CWD command successful

TYPE I

208 Type set to L.

CWD ‘\site\wwwroot\webapps

258 CWD command successful

PASY

227 Entering Passive Mode (164,218,159,39,39,189).

STOR spring-petclinic-4.2.5-SNAPSHOT .war

125 Data connection already open; Transfer starting.
FTP: Disconnecting configuration [AzureWebApps]

17. Go to the Kudu console, click on Debug console, and go to Powershell. Go to
site | wwwroot | webapps. Check whether the WAR file has been copied:

<« C | & https://devopspetclinic.scm.azurewebsites.net/DebugConsole @ 9%

../ webapps ¥ |3items 4 @ A

Name Modified Size
iQ 7/31/2016, 12:34:13 PM
0 c-4 T 7/31/2018, 3:11:54 PM
70 B spring-petclinic-4.2.5-SNAPSHOT.war 7/31/20186, 3:11:50 PM 40946 KB

Kudu Remote Execution Console
‘exit' then hit ‘enter' to get a new CMD process
‘cls® to clear the console

Microsoft Windows [Version 6.2.9200]
(c) 2012 Microsoft Corporation. All rights reserved.

D:\home>
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18. Visit the Azure web app URL in the browser with the context of an application:

« C' | [} devopspetclinic.azurewebsites.net/spring-petclinic-4.2.5-SNAPSHOT fvets.htm e

‘ :) Sprlng A HOME Q FIND OWNERS i VETERINARIANS AERROR

Veterinarians

Search: ,7
Name Specialties &
Helen Leary radiology
Henry Stevens radiology
James Carter none
Linda Douglas dentistry surgery
Rafael Ortega surgery
Sharon Jenkins none

View as XMLView as JISON

&) spring ...

Now we have an application deployed on Azure web apps.

It is important to note that the FTP username has to be with the domain. In
our case, it can be Samp1e9888\m1253966. Using the username without
the web app name won't work.
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All these different ways of deployment to AWS IaaS, AWS PaaS, Microsoft Azure PaaS, and
Docker container can be used in the final end-to-end automation:

End to End Automation with Orchestration

(Build Pipeline / Delivery Pipeline)

Continuous Configuration . Continuous
3 Resource Management Deployment Automation

Integration Management Monitoring

Continuous Continuous

Cloud Container .
e Delivery Deployment

We have covered four phases so far, and we will next discuss about continuous monitoring.
In the final chapter, we will manage the entire end-to-end automation with pipeline or
orchestration.

Self-test questions

State whether the following statements are true or false:

1. Role and users in Tomcat can be created in tomcat-users.xml to access
Manager web app?

e True
e False

2. To access the Tomcat Manager app, the manager-script role is required?

e True
e False
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3. To deploy application in Tomcat container using the Deploy plugin in Jenkins,
the manager-script role is required?

e True
e False

4. AWS Elastic Beanstalk and Azure app services are Paa$S offerings from Amazon
and Microsoft respectively?

e True
e False

5. Which of the following are steps for application deployment on AWS Elastic
Beanstalk?

¢ Create an application (PetClinic)

Upload WAR file as an application version
Launch an environment

Deploy the new version of the application on AWS Elastic Beanstalk
All of these

Summary

In this chapter, we have covered how to deploy an application in Tomcat using Tomcat
Manager Application by setting role and users in tomcat-users.xml. We can use same
deployment method where we can configure or edit tomcat-users.xml. Same approach
was used for PetClinic application deployment in the Docker container.

It is a suitable approach in Infrastructure as a Service. We have also deployed PetClinic
application in Platform as a Service such as AWS Elastic Beanstalk and Microsoft Azure
web app.

We have also verified what topics we have covered till now for end to end deployment for
PetClinic application.

In the next chapter, we will discuss about continuous monitoring for infrastructure and
application.

[280]



Monitoring Infrastructure and
Applications

“A lot of times, people don’t know what they want until you show it to them.”
- Steve Jobs

Cloud provides agility, scalability, pay as you go resources, and so on. Based on the Cloud
service models, roles and responsibilities of Cloud-service providers and Cloud consumers
are different. Having said that, it is equally important to know the status of the cloud
resources irrespective of the Cloud deployment model including Private Cloud or Public
Cloud. It is advisable to have detailed perspective of cloud resources to maintain and
manage high availability and reputation.

An important thing to note here is that all resources are interdependent and if one resource
is not in the sync of overall picture than main objective of providing good service and high
availability is difficult to achieve. This is a scenario irrespective of the type of environment
including physical, virtualized, or cloud.

This chapter describes the need of continuous monitoring and its significance in the end to
end automation process in the context of DevOps culture development. It covers different
aspects of monitoring such as cloud resources, application server and application
monitoring to increase services, and application availability.

In this chapter, we will cover the following topics:

Getting started-monitoring

Installation and configuration open source monitoring tools

Monitoring AWS, Azure resources

Monitoring web application and Tomcat server with New Relic
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Getting started — monitoring

Let's start with a simple definition of monitoring and then we will gradually move towards
cloud monitoring. It is about observing progress of some operation or activities performed
and to make sure that end goal or performance objectives are achieved as desired. It
expands its area from observing to analysis, from analysis to detection, and from detection
to notifications to respective stakeholders for corrective measures.

In general, what kind of monitoring we do in traditional environment? Let's start
considering component of Cloud service Model to understand it in a better perspective. In
Cloud computing, there are three service models:

1. Infrastructure as a Service
2. Platform as a Service
3. Software as a Service

To get a clue from it, it is extremely important to monitor Infrastructure as well as platform
running web application. Let's take a case of AWS EC2 instance that can be used to deploy
our sample Spring Application — PetClinic. We need to ensure that Instance is running
properly, tomcat server is performing well, memory consumption, CPU utilization, and so
on. The next level is to monitor application itself. Application security monitoring and
performance monitoring is extremely critical to make an application highly available and
avoid failures.

Monitoring strategy has to be end to end to be effective. It should be in place at the time of
design and not the afterthought. Prevention is always better than cure and it avoids cost
implications, rollback to last successful builds, and last minute headaches.

Overview of Monitoring tools and
Techniques

In this section, we will cover Nagios monitoring tool, Azure Web Apps Monitoring, and
AWS Elastic Beanstalk.
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Nagios

Nagios Core is an open source application written in C and PHP to monitor servers,
networks, and infrastructure.

Below are some important features of Nagios:

Nagios suppaorts Supports Auto Discovery
monitoring of host to automatically
resources such as discovers hosts or SupportIP SLAs Reports
processor and disk network devices Zenoss
usage, network services, is connected to

Treding information
related to data over
duration and also to
predict network
statistics in Nagios XI

SupportUser-defined
groups to organize hosts
or devices Zenoss
monitors

Support SNMP statistics,
reports on Syslogs

Simple and Easy to use
Supports secure remote web interface for
monitoring through SSH analysing current
or SSL encrypted tunnels network status,
notifications, and so on.

Nagios XI uses Nagios Core as the back-end and provides an extended interface for

monitoring resources. Nagios XI is supported in CentOS and RedHat. Let's have a quick
tour of Nagios XI.
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Quick start with Nagios

1. Gotohttps://www.nagios.com/downloads/nagios-xi/ and download
VMware 64 bit virtual machine so we can use the image in VMware workstation.
Open the OVF in the VMware workstation:

Irmport Virtual Machine )4
Store the new Virtual Machine
Provide a name and local storage path for the new

virtual machine,

Mame for the new virtual machine:

|!-.agi.:.sxi -5.2,9-64

Storage path for the new virtual machine:

|C: WWsersiMitesh \Documents \Wirtual Machines 'n.nag| Browse. ..

Help Cancel

2. Importing Nagios OVF will take some time:

Wiiware Workstation

Importing nagiosxi-5. 2.9-64

Cancel
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3. Wait for the completion of the process:

WhAware Workstation

Importing nagiosxi-5. 2. 9-64

Cancel

4. Once importing process is completed, click on the Power on this virtual
Machine:

[ nagiosxi-5.2.9-64

B> Power on this virtual machine
(i} Edit virtual machine settings

L Upgrade this virtual machine

~ Devices
W [emory 1GB
[ Processors 1

(3 Hard Disk (SCSI) 10 GB
*) CD/DVD (IDE) Auto detect

[= Floppy Using drive A:

5 Network Adapter Bridged (Autom...
B3 USE Controller  Present

@) Sound Card Auto detect

| Display Auto detect

~ Description
Type here to enter a description of this
virtual machine,

~ Virtual Machine Details
State: Powered off
Configuration file: C:\Users\Mitesh\Documents\Virtual Machines\nagiosxi-5.2.9-64\nagiosxi-3.2.9-64.vmx
Hardware compatibility: Workstation 6.3-7.x virtual machine
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5. Once the virtual machine is ready, login as root with password nagiosxi. Note
the URL to access Nagios dashboard:

Nagios

CentDS release 6.8 (Final)
Kernel 2.6.32-642.1.1.el6.xB6_64 on an xBb_64

localhost login: root

Password :

Last login: Fri Apr 5 11:07:12 from 192.168.5.15
[root@localhost “1# 1s

anaconda-ks.cfg install.log install.log.syslog
[root@localhost ~14# _

6. Open the Nagios URL from the browser. Click on the Access Nagios XI:

agios’ X|

Welcome

Click the link below to get started using Nagios XI.

[ o]

Check for tutorials and updates by visiting the Nagios Library at

Problems, comments, etc, should be directed to our support forum at

Nagios XI About | Llegal | Copyright © 2008-2016 Nagios Enterprises, LLC
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7. Note the username and password with other details, select the timezone and
click on Install:

Nagios XI Installer

Welcome to the Nagios XI installation. Just answer a few simple questions and you'll be ready to go.

General Program Settings

Program URL: http://192.168.1.38/nagiosxi/
Administrator Name: Magios Administrator
Administrator Email Address: | roct@localhost
Administrator Username: nagiosadmin

Administrator Password: Skerpt

Timezone Settings

Timezone: | America/New_York v
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8. Once installation is complete, click on the Login to Nagios XI:

Installation Complete

Congratulations! You have successfully installed Nagios XI.

You may now login to Nagios XI using the following credentials:

Username: nagiosadmin

Password: Skerpt
Login to Nagios XI

Now, we have installed Nagios. Next step will be to configure Nagios to monitor resources
from Cloud platforms.

Now, to monitor Cloud resources with Nagios, we will a simple scenario to monitor an
AWS instance using Nagios:

1. Login to Nagios dashboard using admin credentials:

Login
nagiosadmin
sesene
About Nagios XI
Nagios XI is an enterprise-class monitoring and alerting solution that
provides organizations with extended insight of their IT infrastructure before
Forgot your password? problems affect critical business processes. For more infermation on Nagios
XI, visit the Nagios XI product page.
Select Language: Nagios Learning Opportunities
EmTiilil«Ea Learn about Nagios training and certification
[ ] - ® Want to learn about how other experts are utilizing Nagios? Don't miss your
chance to attend the next Nagios World Conference.
Contact Us
Have a question or technical problem? Contact us today:
Nagios XI About | Legal | Copyright @ 2008-2016 Nagios Enterprises, LLC
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2. Accept License Agreement:

w Navigation Q & nagiosadmin & Logout

License Agreement

You must agree to the Nagios Sof

re License Terms and Conditions before continuing using this software.

1.3 Licensed System. Configurations and installations of Nagios Software on computer hardware, computer systems, operating systems, =
embedded devices, and virtual appliances for which Customer has paid all applicable License Fees, and has agreed to be bound to the
terms of this Agreement

1.4 Derivative Product. Any product or service that results from the incorporation of, modification of, or integration with Nagios Seftware,
whereby Nagios Software or the functionality of any part of Nagios Software becomes an integral part of the resulting product or service.

1.5 Permitted Use. The use of Nagios Software on Licensed Systems by Customer for internal business purpeses only, without use in
Derivative Product, 35 a hosted service, or in any product or service intended for resale

1.6 Support Plan. An annual, renewable phone or email support service subscription to which the Customer may optionally subscribe for
Nagios Software by entering into a separate agreement with Nagios Enterprises.

1.7 Support Services. Technical support services provided to Customer under the terms of a Support Plan.

1.8 Software Update. Any enhancement ko the current version of the Nagios Software that Nagios Enterprises generally releases or
generally makes available to Nagios Enterprises’ other customers. A Software Update is any new version of the Nagios Software denoted by
a change in the version number (e.g. 2009R1 to 2009R2). Customer is responsible for acquiring, at their own cost, any updated or
additional hardware, network resources, and software necessary to implement or use any Software Update.

1.9 License Fee. The then-current list price for the applicable Nagios Software purchased. All License Fees are due in advance of Permitted
Use.

@ I have read, understeod, and agree te be bound by the terms of the license above.

Subi

Nagios XI 5.2.9 « Check for Updates i About | Legal | Copyright © 2008-2016 Nagios Enterprises, LLC

3. Here is the Nagios dashboard and we can configure our AWS instance to monitor
with it:

w Navigation Q @ A&nagiosadmin  ® Logout

v Quick View Home Dashboard # e

Home Dashboard

Tactical Overview
Birdseye

Operations Center ¥ Getting Started Guide ? Host Status Summary
Operations Screen .
Common Tasks: up Down unreachable Pending
Open Service Problems
Open Hest Problems - R 1 ] 4] 0
« Change your account settings

Change your account password and general unhandled Problems Al

All Host Problems preferences.
0 0 1

I Network Outages « Change your notifications settings

Change how and when you receive alert Last Updated: 2016-07-1

w Details

notifications

Service Detail Ir monitoring setup
Host Detail Add or modify items to be monitored with easy-to-

use wizards.

Hostgroup Summary

Hostgroup Overview ¥ Service Status Summary

Hostgroup Grid Getting Started:
Servicegroup summary ok Warning unknown C Pending
rvicegr + Learn about XI
Servicegroup Ove ‘ - 7 a 5 o @
Servicegroup Grid Learn more about XI and its capabilities.
& BPL + Signup for XI news Unhandled Problems All
O B fS::\;'([infnrmed on the latest updates and happenings . ; " }

Nagios XI 5.2.9 « Check for Updates () About | Legal

Copyright © 2008-2016 Nagios Enterprises, LLC
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4. From the Navigation menu, got to Configure section for Auto Discovery Job:

w Navigation

a @ & nagiosadmin & Logout

+ Configure

Configuration Options

New Auto-Discovery Job (2]

v Configuration Tools Use this form to configure an auto-discovery job.

# Configuration Wizards
@ Auto-Discovery
B Manage Templates

Scan Target: 192.168.1.0/24
Enter an network address and netmask to define the IP ranges to scan

v Advanced Configuration Exclude IPs:

# Core Config Manager An optional comma-separated list of IP addresses and/or network addresses to exclude from the scan

Note: The excluded addresses may be pinged, but they will not be scanned for open/available services via nmap
v More Options

Schedule: Frequency: One Time ¥

My Account Settings

 System Configuration

* User Management

 Unconfigured Objects Show Advanced Option:
 Deadpool Settings

m Cancel

Specify the schedule you would like this job to be run.

Nagios XI 5.2.9 « Check for Updates @ About | Legal | Copyright @ 2008-2016 Nagios Enterprises, LLC

5. There are different options also available to monitor in the configure section:

w Navigation

Q @ anagiosadmin @ Logout

 Configure

Configuration Options

Configuration Options

. - Choese what how you would like to configure Nagios XI. To get started right away, try using a configuration wizard under the 'Start Menitering Now' section.
* Configuration Tools

# Configuration Wizards
@ Auto-Discovery
B Manage Templates

~ Advanced Configuration

@ Core Config Manager

~ More Options

~ My Account Settings
~ System Configuration
 User Management
 Unconfigured Objects
 Deadpool Settings

)
Start Monitoring Now

Quickly monitor a new device, server, application, or service
using an easy configuration wizard.

uration wizard »

(d'apy

Advanced Configuration

Manage your menitering config files using an advanced web
interface. Recommended for experienced users.

anager 3

Auto-Discovery

Run an aute-discovery job to automatically find hardware,
devices, and services to monitor.

Use the auto-discovery tool ¥

b
-

Manage Account Settings

Modify your account information, preferences, and netification
settings.

Edit your profile settings %
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6. We can also configure monitoring using Configuration wizards:

v Navigation

Nagios'

Q @ &nagiosadmin  ® Logout

 Configure

Configuration Wizards - Select a Wizard &

Configuration Options

RaConflousationTocls XL, Select the apprepriate wizard below o get started.

# configuration Wizards
® Auto-Discovery
B Manage Templates

 Advanced Configuration

& Core Config Manager
v More Options @ Auto-Discovery

~ My Account Settings Menitor servers, devices, and services found by auto-discovery jobs.

~ System Configuration
 User Management
 Unconfigured Objects
 Deadpool Settings
X9 Bulk Host Cloning and Import
588  Clones existing hosts quickly and easlly. Supports import from auto- L5
discovery jobs and CSV input.

DNS Query
Monitor a host or domain lookup/query via DNS.

®

Start monitering your infrastructure in minutes. Configuration wizards guide you through the process of setting up your devices, servers, applications, services, and more in Nagios

1z

[ ] Get More Wizards

BPI Wizard
Create service checks for your Nagios BPI groups.

DHCP
Monitor a DHCP server.

Domain Expiration
Menitor a domain expiration

7. We have created AWS Linux instance and we would like to monitor it using

Nagios. Select a Linux Server:

v Navigation

Nagios'

Q @ anagiosadmin  ® Logout

w Configure
Configuration Wizards - Select a Wizard &

Start monitoring your infrastructure in minutes. Configuration
XI. Select the appropriate wizard below to get started.

Configuration Options

 Configuration Tools

# Configuration Wizards
@ Auto-Discovery
B Manage Templates

]
i
(]
(<]

v Advanced Configuration
£ Core Config Manager
Folder Watch

Monitor directories or files with a Perl driven regex that can query count,
size or age.

v More Options ”

My Account Settings
 System Configuration
 User Management

~ Unconfigured Objects
 Deadpool Settings
Linux SNMP

P Monitor a Linux workstation or server using SNMP.

>

w

@) NCPA Agent
wts  Monitor an NCPA Agent

17

zards guide you through the process of setting up your devices, servers, applications, services, and more in Nagios

) Get More Wizards '

Linux Server
Monitor a remote Linux server.

Mountpoint
Meonitor a NFS, CIFS or DAVFS mountpoint.

NRPE
Monitor a remote Linux/Unix server using NRPE
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8. Get the IP address of AWS instance and input it here. Select the Linux
Distribution as Other. Click on Next:

» Navigation

~ Configure

Configuration Options

 Configuration Tools

# Configuration Wizards
@ Auto-Discovery
B Manage Templates

+ Advanced Configuration

£ Core Config Manager

“ More Options

™ My Account Settings
 System Configuration
r* User Management
 Unconfigured Objects
r* Deadpool Settings

& Configuration Wizard: Linux Server - Step 1 &
ot

Linux Server Information

IP Address: 52.91.225.24

The 1P address or FQDNS name of the Linux server you'd like to monitor.

Linux Distribution: | Other v

The Linux distribution running on the server you'd like to monitor.

9. Verity the IP address in the next step:

Configuration Wizard: NRPE - Step 1 3=

)

Y¥ou have been sent here from the Linux Server Wizard because you selected Other as your linux type.
The NRPE Wizard is a similar wizard with more customizability.
Don‘t forget! You will need to install NRPE just like you would in the Linux Server Wizard.

Server Information

IP Address: 52.91.225.24

The IP address or FQDNS name of the server you'd like to monitor.

Operating System: Linux - Other v

The operating system running on the server vou'd like to monitor
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10. Provide Host name for the EC2 instance:

Configuration Wizard: NRPE - Step 2 &

Server Details

IP Address: 52.91.225.24
Operating System: A

o

Linux
Host Name: ec2

The name you'd like to have associated with this host.

MRPE Agent

Specify options that should be used to communicate with the remote NRPE agent.

SSL Encryption: | Enabled (Default) *

Determines whether or not data between the Nagios XI server and MRPE agent is encrypted.
Mote: Legacy NRPE installations may require that S5L support be disabled.

Server Metrics

Specify which services you'd like to monitor for the server.
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11. Configure the basic parameters for monitoring. Click on Next:

Configuration Wizard: NRPE - Step 3 G

Monitoring Settings
Define basic parameters that determine how the host and service(s) should be monitored.

Under normal circumstances:

Monitor the host and service(s) every 5 minutes,

When a potential problem is first detected:

Re-check the host and service(s) every | 1 minutesup to| 5 times before generating an alert.

12. Configure Notification Settings:

Motification Settings

Configuration Wizard: NRPE - Step 4 £

Define basic parameters that determine how notifications should be sent for the host and service(s).

When a problem is detected:

Don't send any notifications
# Send a notification immediately

Wait | 15 minutes before sending a notification

If problems persist:

Send a notification every | 60 minutes until the problem is resolved.

Send alert notifications to:

¥ Myself {Adjust my settings)
#| Other individual contacts

Default Contact (xi_default_contact)
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13. Configure the Host Groups:

Configuration Wizard: NRPE - Step 5 G

Host Groups

Define which hostgroup(s) the monitored host should belong to (if any).

# Linux Servers (linux-servers)

14. Click Apply to finish the configuration:

Configuration Wizard: NRPE - Final Step &

Final Settings

Click Apply to add yvour new configuration.

€ Back « Apply
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15. Within few minutes, monitoring of EC2 instance will start:

v Navigation Q @ &nagiosadmin  ® Logout

~ Quick View
Home Dashboard Home Dashboard # @
Tactical Qverview
Birdseye
Operations Center
Operations Screen

)

Getting Started Guide T Host Status Summary

Open Service Problems Common Tasks: up Down Unreachable Pending
Open Host Problems

. 2 ik 0 o
All Service Problems .
All Host Problems

™ Network Outages . c

Unhandled Problems All
1 1 3

 Details .

tup
monitored with easy-to-use wizards.

gure your
Service Detail d or modify items to

Host Detail :
Getting Started:
Hostgroup Summary

Hostgroup Overview

« Learn about XI
Hostgroup Grid

Learn more about XI and its capabilities. T Service Status Summary

Servicegroup Summary « Signup for XI news 0Ok Warning Unknown Critical Pending
ST TR D Stay informed on the latest updates and happenings for XI.

Servicegroup Grid 14 1 0 6 0

= 8Pl

& Metrics

Unhandled Problems All

7 7 2L

~ Graphs

1 performance Graphs
[ Graph Explorer

*

strative Tasks

v o -
R \MiATeA Liara Ta Lialnt |

Nagios XI 5.2.9 = Check for Updates | About | Legal | Copyright © 2008-2016 Nagios Enterprises

16. Click on the EC2 instance in Nagios dashboard. It is showing the status as Down:

Host Status ¥ Host Status Summary ¥ Service Status Summary 0
All hosts Up Down Unreachable Pending Ok Warning Unknown Critical Pending
2 1 0 1] 14 i 0 6 1]
Unhandled Problems All Unhandled Problems All
1 1 3 7 7 21

Last Updated: 2016-07-1

Last Updated: 2016-07-16

Q

Filters: Host=Down J{

Showing 1-1 of 1 total records Page 1 of 1 15 per Page v| Go
| Host | Status | Duration | Attempt | Last Check | Status Information
ec2 a __i =~ [Down 1h 26m 49s 5/5 2016-07-16 13:24:36 CRITICAL - 52.91.225.24: rta nan, lost 100%

Last Updated: 2016-07-1

Page 1 of 1 15 Per Page v Go
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17. Verify the Host status in detail. Click on the Ping this host:

Host Status Detail

A ec2
d Alias: ec2

B Hostgroups: linux-servers
L9
& Overview | b o [~” = all

@ CRITICAL - 52.91.225.24: rta nan, lost 100%

Address: 52.91.225.24

Status Details

Host State: Down

Duration: 1h 27m 30s

Host Stability: Unchanging (stable)

Last Check: 2016-07-16 13:25:04
MNext Check: 2016-07-16 13:25:32

Quick Actions

#2 Acknowledge this problem
# Disable notifications

&, Force an immediate check
) Ping this host

B Connect to ec2

Traceroute to this host

18. We will get packet loss message:

[M 192.168.1.38/nagiosxki/includes/compenents/pingaction/ping.phpThost=52.91.2... — O >

[ 192.168.1.38/nagiosxi/includes/components/pingaction/ping.php?host=52.91. &,

Ping Output: Close This Window

PING 52.91.225.24 (52.91.225.24) 56(84) bytes of data.

--- 52.91.225.24 ping statistics ---
6 packets transmitted, © received, 108% packet loss, time 5999ms

Ping another host
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19. Go to AWS Management console and change in the Inbound rules of security
group assigned to EC2 instance to all ICMP traffic. Verify Ping this Host again

and we can see Ping requests are successful:

64
64
64
64
64

bytes
bytes
bytes
bytes
bytes

Ping Output:

from
from
from
from
from

--- 52.91.225.
5 packets transmitted,
rtt min/avg/max/mdev

52.
52.
52.
52.
52.

24

Ping another host

91.
91.
91.
91.
91.

24:
24:
24:
24:
24:

[% 192.168.1.38/nagiosxi/includes/components/pingactio

icmp_seq=1
icmp_seq=2
icmp_seq=3
icmp_seq=4
icmp_seq=5

ping statistics ---

ttl=240
ttl=240
ttl=248
ttl=240
ttl=240

[ 192.168.1.38/nagiosxi/includes/components/pingaction,/ping.phpthost=52.91.225.24&cm...

g.php?host=5

O

2.91.225.245 @,

*

Close This Window

PING 52.91.225.24 (52.91.225.24) 56(84) bytes of data.
225.
225.
225.
225.
225.

time=243
time=242
time=241
time=741
time=938

ms
ms
ms
ms
ms

5 received, B% packet loss, time 4932ms
241.612/479.757/938.316/296.754 ms

20. Verify the Host Availability:

4

Period  Last 24 Hours v

Limit To| ec2

[All Services]

Host Availability &

A ec2

e

Report covers from: 2016-07-15 13:29:12 to 2016-07-

Host Availability

ec2

Unreachable 0.00%

Down 7.66% — )

\

Up 92.34%

v

16 13:29:12

Hostgroup:

v Servicegroup:

Average Service Availability

* O

Download =

M Advanced & m

ec2: All services

Critical 8.86% ‘\

Warning 0.00%/’—>\

Unknown 0.00%

\

Ok 91.14%

2]

[298]




Monitoring Infrastructure and Applications

21. Click on the graph and get details on Host Data and Service Data:

Host Data

Host UP Down Unreachable

ec2 92.344% 7.656% 0%

Service Data

Host Service Ok Warning Unknown Critical
ec2 Current Load 90.662% 0% 0% 9.338%
Current Users  90.676% 0% 0% 9.324%
Ping 92.419% 0% 0% 7.581%
Total Processes 90.792% 0% 0% 9.208%
Average 91.137% 0.000% 0.000% 8.863%

22. Verify the Nagios dashboard and all three configured instances are Up:

~ Navigation Q @ A&nagiosadmin O Logout

v Quick View Home Dashboard o
Home Dashboard

Tactical Overview
Birdseye

e E ¥ Getting Started Guide + Host Status Summary
OpefatonslSaiean) Common Tasks: Up  Down Unreachable Pending
Open Service Problems
Open Host Problems « Change your account settings E o o v
All service Problems Change your account password and general Unhandled Problems All
All Host Problems preferences. ) . .
I Network Outages « Change your notifications settings
Change how and when you receive alert Last Updated: 2C

v Details netifications
Service Detail « Configure your monitoring setup
Host Detail Add or modify items to be monitored with easy-to-

use wizards.
Hostgroup Summary

Hostgroup Overview . Y Service Status Summary
Hostgroup Grid Getting Started:
_ . ok  Wwarning unknown Critical Pending

Sel roup summary
&= D) GRETar « Learn about XI

group N Learn more about XI and its capabilities. = g @ 3 @
Servicegroup Grid
e + Signup for XI news Unhandled Problems Al
= Stay informed on the latest updates and happenings - "
& Metrics for XI. =

Last Updated: 2016-07-16 13:33:13
+ Graphs

Last Updated:
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23. Verify the Host Status Detail again:

P
Host Stat

8,

o

ec2
Alias: ec2

my JuL

A Overview

Status Details
Host State:
Duration:

Host Stability:
Last Check:

Mext Check:

us Detail

Hostgroups: linux-servers

i)

e & |~

Address: 52.91.225.24

up
6m 52s
Unchanging (stable)
2016-07-16 13:35:32

2016-07-16 13:40:42

@ OK - 52.91.225.24: rta 1022.218ms, lost 20%

Quick Actions

# Disable notifications
@, Force an immediate check
) Ping this host

B Connect to ec2

Traceroute to this host

24. From the Incident Management section, click on the Latest Alerts to get details
on latest notifications or alerts:

v Navigation

O Logout

Q @ & nagiosadmin

A Quick View

A Details

~ Graphs

» Maps

w Incident Management

Latest Alerts
Acknowledgements
Scheduled Downtime
Mass Acknowledge
Recurring Downtime
Notifications

w Monitoring Process

Process Info
Performance
Event Log

Limit To  Host: v Hostgroup
:
Latest Alerts
¥ Latest Alerts
Source Latest Alert
)\, localhost 2016-07-16 13:17:36

@ 192.168.1.34 2016-07-16 11:16:10

© ec2 2016-07-16 11:12:22

Last Updated: 2016-07-16 13:35:26

Alerts

v Servicegroup: v Max Items

\, Service Status - ntpd is Warning

@ HTTPS, NetBIOS are Critical

@ Current Load, Current Users, Total Processes are Critical

2
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25. Click on the ec2, and get all the notification for EC2 instance:

A Quick View
A Details
A Graphs

A Maps

Latest Alerts
Acknowledgements
Scheduled Downtime
Mass Acknowledge
Recurring Downtime
Notifications

Process Info
Performance
Event Log

Nagios XI 5.2.9 =

~ Incident Management

~ Monitoring Process

+ Navigation

Qa @ & nagiosadmin ~ ® Logout

Period Last 24 Hours v Seard * O = Download = 9
Limit To| Host: v | Hostgroup: v || servicegroup: v m
Notifications
Report covers from: 2016-07-15 13:37:27 to 2016-07-16 13:37:27
Showing 1-10 of 24 total records
M4 < Page 1 of 3 > ] 10 Per Page v ©
Date / Ti Host Service Reason Escalated State Contact Dispatcher Information
aa. 5 Current Service . . CHECK_NRPE: Socket
2016-07-16 13:34:36 ec2 ioEy e No - nagiosadmin Nagios XI e e 28 Comi s,
. . Tota Service - - CHECK_NRPE: Socket
2016-07-16 13:31:57  ec2 processes  problem MO - nagiosadmin Nagios X <-5/ b 070 T e,
. . Service _ N CHECK_NRPE: Socket
2016-07-16 13:30:32 ec2 e No - nagiosadmin Nagios XI e e 28 Comi s,
Service connect to address
2016-07-16 13:30:08 192.168.1.34 NetBIOS Problem No nagiosadmin Nagios XI 192.168.1.34 and port
139: Connection refused
Host - - OK - 52.91.225.24: rta
2016-07-16 13:29:37  ec2 = No up nagiosadmin Nagios XI
‘ Recovery 9 9 252.801ms, lost 0%
2016-07-16 13:20:37 localhost 5?! viee No WARNING nagiosadmin Nagios XI ntpd dead but pid file
Problem exists
Check for Updates About | Legal | Copyright @ 2008-2016 Nagios Enterprises,

LLC

26. We can verify Service Status from Nagios Dashboard:

ser‘”ce Status 4 Host Status Summary ¥ Service Status Summary 9
All services Up Down Unreachable Pending Ok Warning Unknown Critical Pending
3 0 0 0 15 1 0 ] 0
unhandled Problems All unhandled Problems All
0 0 3 6 6 21
Last Updated: 2016-07-16 13:46:21 Last Updated: 2016-07-16 13:46:21
Search... Q
Showing 1-4 of 4 total matches for 'ec2’ 3 Page 1 of 1 15 Per Page v || Go
| Host { Service { status [ Duration J Attempt [ Last Check 1 Status Information
ec2 Q ;U s¢& Current Load - 2h36m11s 5/5 2016-07-16 13:44:06 CHECK_NRPE: Socket timeout after 30 seconds.
Current Users - 2h35m30s  &/5 2016-07-16 13:45:02 CHECK_NRPE: Socket timeout after 30 seconds.
Ping 24 | Ok 16m 27s 1/5 2016-07-16 13:44.54 OK - 52.91.225.24: rta 1024.272ms, lost 20%
Total Processes - 2h33mb58s  5/5 2016-07-16 13:41:27 CHECK_NRPE: Socket timeout after 30 seconds.
Last Updated: 2016-07-16 13:46:21 Page 1 of 1 15 Per Page vl co

[301]




Monitoring Infrastructure and Applications

27. Verify all hosts' status from Nagios dashboard.

[

Host Status ¥ Host Status Summary
All hosts Up Down Unreachable
= 0 0
Unhandled Problems
0 0
Last Updated: 2016-07-16 13:47:06
Search... Q
Showing 1-3 of 3 total records
1 Host § status | Duration 1 Attempt
192.168.1.34 j «=* Up 1h 27m 51s 1/5
ec? D0 Up 17m 29s 115
localhost j = Up 3h 53m 33s 110
Last Updated: 2016-07-16 13:47:06

=+

Pending

0
All

3

{ Last Check
2016-07-16 13:45:08
2016-07-16 13:45:32

2016-07-16 13:45:31

Service Status Summary

Ok Warning Unknown Critical Pending
15 1 0 I 0
Unhandled Problems All
6 6 21

Last Updated: 2016-07-16 13:47:06

Page 1 of 1 15 Per Page v Go

| Sstatus Information
OK - 192.168.1.34: rta 2.659ms, lost 0%
OK - 52 91225 24 rta 901.601ms, lost 0%

OK - 127.0.0.1: rta 0.021ms, lost 0%

Page 1 of 1 15 Per Page v Go

(7]

28. We can also verify Host Group Status from the Nagios Dashboard:

P Host Group Status
Grid View

gOBE

Up Down
2 .
Unhandled

1

[ - -
4+ Linux Servers (linux-servers)

Host Status Services

up NS ISR oo

192.168.1.34

localhost up

Unreachable

0

Problems

1

¥ Host Status Summary

Pending
0

Al

Last Updated: 2016-07-16 13:48:03

¥ Service Status Summary
Ok Warning Unknown Critical Pending
15 1 0 s 0
Unhandled Problems all
6 6 21
Last Updated: 2016-07-16 13:48:03
=] |

6 | A Pk

Current Load Current Users HTTP PING Root Partition

httpd Service Status - mysqld Service Status - ndo2db Service Status - nped  Service Status -
ntpd SSH Swap Usage Total Processes

Service Status - crond Service Status -
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29. In the Graphs section, click on Graph Explorer to get graphical details on top
alerts produced in the last 24 hours:

+ Navigation Q @ A&nagiosadmin O Logout

~ Quick View ¥ Graph Explorer

A Details
Top Alert Producers Host Health Service Health Scalable Performance Graph Time Stacked Performance Graph

+ Graphs
Multistacked Performance Graph

|22 Performance Graphs
[ Graph Explorer

A Maps

»)

~ Incident Management

Top Alert Producers Last 24 Hours

Latest Alerts
Acknowledgements
Scheduled Downtime

Mass Acknowledge ec2
Recurring Downtime
Notifications 192.168.1.34
. Ping
v Monitoring Process
Process Info 192.168.1.34
Performance

Event Log
ec2

Ping

192.168.1.34
HTTPS

192.168.1.34
NetBIOS

ec2
Total Processes

In the next section we will use Nagios to monitor Tomcat instance.

Monitoring AWS Elastic Beanstalk

We have deployed PetClinic Application in to AWS Elastic Beanstalk as well with the use of
Jenkins plugin. In AWS Elastic Beanstalk, health status of an environment is determined by
Grey, Green, Yellow, and Red color. Grey indicates that environment is in the process of
updation. Green indicates successful health check status in recent times. Yellow indicates
that environment has failure of one or more Health checks. Red indicates that environment
has failure of three or more Health checks.
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Health status is based on the response of an application running in the Environments:

."i AWS ~ Services v Edit ~ Mitesh ¥ N. Virginia v Support ¥
.!' Elastic Beanstalk petclinic ¥ Create New Application
All Applications > petclinic Actions ~

Environments

o petclinic
Application
Versions Environment tier: \Web Server
Running versions: Sample Application
Saved gve el e
. . Last medified: 2016-07-07 23:05:19 UTC+0530
Configurations

URL: petclinic.mjczcu3cvp.us-east-1.elasticbe. ..

On the Environment dashboard in AWS Elastic Beanstalk, we get basic details such as
Health as well as configuration of instances:

-

[T} AWS ~ Services v  Edit v Mitesh +  N. Virginia v  Support v
.!' Elastic Beanstalk pefclinic + Create New Application
A” Applicaﬁons > petCIiniC > petGIiniC ( Environment ID: e-y2fmvwri3n, URL: petclinic. mjczcu3cvp.us-east-1.elasticbeanstalk.com ) Actions ~
Dashboard Ovenview 2 Refresh
Configuration
Logs Health Running Version
Ok Sample Application
Health pie App ;@\
. Causes Upload and Deploy &
Monitoring
Configuration
Alarms .
64bit Amazon Linux 2016.03
Managed v2.1.3 running Tomcat 8 Java 8
Updates ™" Change
Events
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Click on the Monitoring for extensive monitoring details in form of CPU Utilization and
Health of an application. We can change Time Range to get more details on Monitoring;:

All Applications > petclinic > petclinic (environment Ib: e-y2imewrian, URL: petclinic miczcu3evp us-east-1 elasticbeanstalk com ) Actions ~
Dashboard .
Overview Period 1hour~ | Edit | &
Configuration
Logs 0,
12.5% 42MB 556KB
Health CPU Utilization Max Network In Max Network Out
Monitoring
Alarms
Managed Monitoring Time Range | 3 hours ~  Period | 1minute ~ | Edit | &
Updates "=
Events - S
Environment Health by health cedes FAS CPU Utilization in percent PAS
Tags
Degraded 60
. 50
Warning 0
No data 30
Unknown 2
10
Ok It 0
n 718 718 718 n 718 718 718
2330 00:00 00:30 01:00 23:30 00:00 00:30 01:00

For more information on monitoring AWS Elastic Beanstalk, visit http://
docs.aws.amazon.com/elasticbeanstalk/latest/dg/environments-he

alth.html
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Monitoring Microsoft Azure Web App
Service

In Chapter 6, Cloud Provisioning and Configuration Management we deployed PetClinic
Application in the Azure Web Apps. Once deployment is successful, monitoring Web App
is an essential activity and Azure Portal itself provide many ways to monitor it.

1. In Azure web app find Monitoring section below Application details. Click on
edit to change the time range and chart type:

N/ AppServices > DevOpsPetClinic » Edit Chart £ N
. sPetClinic 2 ’ Edit Chart

£ settings K Tools [ Browse M stop 45 T Restart

Time Range
W Resource groups 8

@ Recent
Requests and errors Chart type @

& App Services E Bar

KB Virtual machines (classic) Average Response Time

Monitoring past hour | foday  past week custom

B Virtual machines Average memory working set

S SOL databases CPU Time

Subscriptions Dataln

Data Out
Active Directory j\ Nj\,\/\/\x AA A

Http 2x0¢

App Service Environme...

I HITP SERVER ERRORS | REQUESTS Hitp 3¢

295

Security Center
Http 401

Browse -
> Add a section (&)
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2. Verify the updated graph with more details based on selection:

v  App Services » DevOpsPetClinic

. DevOpsPetClinic

ﬂ' Settings 3\ Tools Z Browse M Stop O Restart

Resource groups

Maonitoring

Recent

Http 2xx, Hitp 4xx and 2 more metrics today

App Services Edit
Virtual machines (classic)

Virtual machines

SQL databases

Subscriptions

Active Directory

App Service Environme...
HTTP 2% | HTTP 43X HTTP SERVER ERRORS | REQUESTS

447 157 |o 531

Add a section

Browse >
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3. In Application, go to Settings and navigate to Features section. Click on
Diagnostics logs. Here we can select Application Logging (Filesystem), Level,
Application Logging (Blob), Web server logging, Detailed error messages, and
failed request tracing;:

v/ AppServices > DevOpsPetClinic > Settings > Logs

Resource groups

Recent

App Services

Virtual machines (classic)

Virtual machines

SQL databases

Subscriptions

Active Directory

App Service Environme...

Settings

FEATURES
@ Backups
Q App Service advisor
Authentication / Authorization

Diagnostics logs

WEB JOBS

v Weblobs

SETTINGS
& Tags

cha Users

H Save

Application Logging (Filesystem) @
T o |

Level

¥ Discard

| Error

Application Logging (Blob) @
Kl
Web server logging @

Off Storage FIESEE
Detailed error messages @

o N

Failed request tracing @

o I
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4. In Application, go to Settings and navigate to SUPPORT +
TROUBLESHOOTING section. Click on Troubleshoot, verify
RESOURCEHEALTH. There are common solutions available here in case
common problems such 5xx errors:

~ AppServices > DevOpsPetClinic » Settings » Troubleshoot p Q @ @ @ _ [
— O

Settings — 0 X Troubleshoot

etClinic

© Feedback

Resource groups
RESOURCE HEALTH

Recent SUPPORT + TROUBLESHOOTING @ Available Last checked: 7/31/2016, 3:49:00 PM

. T es e > The Web app is running normally More details
' App Services
B Activity logs > COMMON SOLUTIONS
Virtual machines (clas...
Resource health > > My App is returning HTTP 5xx errors
Virtual machines
2 Live HTTP traffic > > Verify Custom Domain Name configuration
SQL databases N
A Applens > > My App is performing slowly
Subscriptions a, . ;
* Diagnostics as a Service > > How do | setup SSL certificate?
Active Directory K Metrics per instance (Apps) >
App Service Environm.. K Metrics per Instance (App Service pl... > NEED HELP?
If you need assistance solving your issue, please open a support request
>

X Mitigate

Security Center
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5. In case application is not accessible, we can restart the application or also do
Advanced Application restart:

Settings » Troubleshoot » Advanced Application restart p [P %3

Advanced Application restart

di petclinic

Resource groups

Advanced application restart lets you restart individual instances of your application as

well as intelligently restarting multiple instances. The restart timer lets you specify the
Recent E 2 . g

time interval in seconds used between restarting individual instances of the app

reducing the effect of cold starts.

App Services

Restart Sleep timer @

Virtual machines (clas... a0

Virtual machines I
Application Instances

SQL databases SERVER PROCESS STATUS

Subscriptions RDO003FF936C53 w3wp.exe Running

) . RDO003FF936C53 w3wp.exe Running
Active Directory

App Service Environm..

Security Center
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6. We can also verify activities performed on an application by filtering Audit logs
from Settings:

\/ AppServices » DevOpsPetClinic » Settings » Audit logs /C) f? @ @ S:gz&ﬁgo@u?[\égs?kéu [_]

Audit logs
olumns 1‘ Export

Select query .. i~ Insights (Last 24 hours): 0 failed deployments | 0 role as
Resource groups o ,

je notifications

* Subscription @ Resource group @ Resoﬁrteﬂ Resource type @ * Operation @
Recent Visual Studia Enterpris... v | | DevOps v || DevOpsPetClinic e 4‘
App Services Timespan @ Event category @ * Event severity @ Event initiated by @ Search @
Last 1 hour v All categories v 4 selected v All v

Virtual machines (classic) m

Virtual machines the itar
e ite

Query returned 1 items. Click I

SER b OPERATION NAME STATUS TIME TIME STAMP SUBSCRIPTION EVENT INITIATED BY

Subscriptions © Update web sites config Succeeded 6 min ago Sun Jul 31 20... Visual Studio Enterprise with MSD.. mitesh.soni@outlook.com

Active Directory

App Service Environme...

Security Center

7. To automatically fix the issues in Azure Web App, go to Settings and navigate to
SUPPORT + TROUBLESHOOTING section. Click on Mitigate:

\ AppServices > DevOpsPetClinic > Settings > Mitigate pe [? BN ENE)]

Settings - 0O X Mitigate - 0

Resource groups Mitigate

Create a rule to automatically detect and fix
Recent SUPPORT + TROUBLESHOOTING

problems.

Troubleshoot o=

App Services
H Activity logs

Virtual machines (clas...

Resource health
Virtual machines

Live HTTP traffic
SQL databases

Applens

Subscriptions
P Diagnostics as a Service

Active Directory Metrics per instance (Apps)

App Service Environm.. Metrics per Instance (App Service pl...

VoOOvVV VOV YV VY YW

Security Center Mitigate
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8. Select the Web App and enable Autoheal. Here we can configure settings to
recover from application issues:

Select Web App v DevOpsPetClinic o3

Observe | Analyze | Mitigate

Autoheal m:|

Max Requests Status Code Slow Requests Memory Private Set Action

Consider a scenarie where you have a need to recycle your application automatically after it has served X number of requests in Y amount of time.
You know that it just doesn’t scale well after huge influx of requests in short amount of time. You want to detect this condition and recycle worker

process automatically or log an event or Run a custom action.
Add new rule
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9. We can configure Max Requests per specific Interval:

Select Web App v DevOpsPetClinic ¥

Add Max Requests rule

Number Of Requests :

Interval (Seconds) :
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10. Status Code related monitoring. For example, when 5xx errors occur multiple
times:

N —" =

Select Web App v DevOpsPetClinic to ]

Add Status Codes rule

Number Of Requests
Status

SubStatus
Win325tatus

Interval (Seconds) :
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11. Verify newly added details of the Rule:

DiRECTORY [ ] . \ SIGNOUT

Select Web App ¥ DevOpsPetClinic .

Click on the Update button to set rules
for your Web App

Autoheal m When you add new
rule - check if action is
set

Max Requests Status Code * Slow Requests Memory Private Set Action

Consider a scenario where you would like to get notified of a situation when your web Web App starts throwing specific HTTP status codes, sub-
status code or win32 status codes. You can chose to recycle or simply log an event or Run a custom action.

Add new rule

MNumber Of Requests

Status 502
SubStatus 3
Win32Status 0
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Once, everything is configured, click on Action. Here we can configure actions on the
specific situation we have configured earlier. We can set recycle to auto recover from the
issues.

1. Click on the Update button to set the rules for your web app:

. | SIGNOUT

NEED HELP? @

Select Web App v DevOpsPetClinic .

Click on the Update button to set rules
for your Web App

Autoheal m

Max Requests Status Code * Slow Requests Memory Private Set Action

Configure the action to be performed when these triggers below are hit

Action Execution Delay (Seconds) B0
| Select Action w
Log Event

Custom Action

Terms of Use Privacy Statement Azure Agreement ® 2016 Microsoft
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2. You'll see the following message:

Select Web App v DevOpsPetClinic el

Autoheal settings have been updated!

Go to KUDU Console by visiting
https://<application_name>.scm.azurewebsites.net/.In our case,
it will be https://devopspetclinic.scm.azurewebsites.net:
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3

Click on Debug console and from drop down menu, select CMD. Click on
LogFiles:

../ LogFiles¥ |10items & @ =

Name
Q9 "W DetailedErrors
0 ' hitp
Q9 W kudu
0 W W33VC 1444384857

&7 © [ catalina.2016-07-31.log

L.70  Beventiog.xml

&7 © [ host-manager.2016-07-31.log

Y= IO YA

Kudu Remote Execution Console
Type 'exit' then hit 'enter' to get a new CMD process.

Type 'cls' to clear the console

4. Go to DetailedErrors folder and verify what kind of errors have occurred:

Modified

7/31/2016, 3:58:04 PM
7/31/2016, 3:56:25 PM
7/31/2016, 12:34:34 PM
7/31/2016, 3:58:04 PM
7/31/2016, 3:58:46 PM
7/31/2016, 4:10:28 PM
7/31/2016, 12:34:37 PM

Size

27 KB
3KB

Use old console

[318]

.../ DetailedErrors ¥ | 5items 4 @ =&
Name
&.7© [ EmorPage000001 him
£.7© [ EmorPage000002.htm
L 7 © [ EmorPage000003.htm
£ .7© [ EmorPage000004.htm
&.7© [ EnorPaged00005.htm
A
Kudu Remote Execution Console
Type 'exit' then hit ‘enter' to get a new CMD process.
Type 'cls' to clear the console

Modified

7/31/2016, 3:57:49 PM
7/31/2016, 3:57:50 PM
7/31/2016, 3:57:50 PM
7/31/2016, 3:57:53 PM

7/31/2016, 3:58:04 PM

Size
5 KB
5KB
5KB
5 KB

5 KB

Use old console
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5. We can also Detailed Error logs from FREB logs in the portal itself:

N/ AppServices > DevOpsPeiClinic » Settings > FREB logs

FREB logs

Resource groups

Recent

Created

Date & url Verb App Pool

App Services

Virtual machines (classic)

i 07/31/2016  hitps:/i~1DevOpsPetClinic:80/apiivfs/LogFiles/DetailedErrors/ErrorPage000005_htm GET ~1DevOpsPetCl]

Virtual machines
11:10:53

SQL databases 07/31/2016  htips //~1DevOpsPetClinic 80/api/processes/7032 DELETE ~1DevOpsPetCl|
11:04:29

Subscriptions

07/31/2016  htip.
Active Directory 11:04:20

GET DevOpsPetClini

07/31/2016  http:/DevOpsPetClinic:80/spring-petclinic-4 2 5-SNAPSHOT/vendors/jquery- GET DevOpsPetClini

App Si Envi "
GLESASR L 11:0414  uiiijquery.uidatepicker js jsessionid=E13F 180 1BC526B72D69A7104F51ASD5B

Security Center 07/31/2016  htip-/DevOpsPetClinic:80/spring-petclinic-4 2 5-SNAPSHOT/vendors/jquery- GET DevOpsPetClini
1M1N4:14 nififinnern i core istiseesinnid =2NFNARRRFNCART14RNFATANANFCFNA274D

Browse >

6. Open the Error Page in browser and we will get more details about the error:

s/DetailedErrors/ErrorPage000

C' | @ https://devopspetclinic.scm.azurewebsites.net/ap a0

HTTP Error 502.3 - Bad Gateway

The specified CGI application encountered an error and the server terminated the process.

Most likely causes:

= The CGI application did not return a valid set of HTTP errors.
= A server acting as a proxy or gateway was unable to precess the request due to an error in a parent gateway.

Things you can try:

s Use DebugbDiag to treubleshcot the CGI applicaticn.
» Determine if a proxy or gateway is responsible for this error.

Detailed Error Information:

Module  httpPlatformHandler Requested URL http://localhost:80/
Notification  ExecuteRequestHandler Physical Path D:‘home\site\wwwroot
Handler httpPlatformHandlerMain Logon Method Anonymous
Error Code 0x80072ee2 Logon User Anonymous
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7. Go to http | RawLogs | Open log files to monitor all logs related to HTTP:

w Cancel 088733-201607311026.log

#Softuare: Microsoft Internet Information Services 8.0

#Fields: date time s-sitename cs-method cs-uri-stem cs-uri-query s-port cs-username c-ip cs(User-Agent) cs(Cookie) cs(Refere
2016-87-31 10:25:30 ~1DEVOPSPETCLINIC GET /api/commandstream/connect transport=serverSentEvents&clientProtocol=1.4&shell=CHD.
2016-87-31 10:25:30 ~1DEVOPSPETCLINIC GET /api/filesystemhub/connect transport=serverSentEvents&clientProtocol=1.4&connactio

2016-@7-31 10:25:42 DEVOPSPETCLINIC GET / - 8@ - 1@6.92.34.48 - - - devopspetclinic.azurewebsites.net 200 @ @ 370 340 980
2016-87-31 18:25:43 DEVOPSPETCLINIC GET / - 80 - 1@0.92.34.48 - - - devopspetclinic.azurewebsites.net 200 © 8 367 307 1034
2016-87-31 10:26:46 ~1DEVOPSPETCLINIC GET / - 8@ - 180.92.46.38 AlwaysOn - - devopspetclinic.azurewebsites.net 280 @ © 29394 .
2016-87-31 10:26:46 ~1DEVOPSPETCLINIC GET / - 8@ - 180.92.46.38 AlwaysOn - - devopspetclinic.azurewebsites.net 200 @ © 2994
2016-87-31 108:26:54 ~1DEVOPSPETCLINIC GET / - 88 - 1006.92.46.38 AlwaysOn - - devopspetclinic.azurewebsites.net 260 @ @ 2995 .
2016-87-31 10:26:58 ~1DEVOPSPETCLINIC GET / - 8@ - 160.92.46.38 AlwaysOn - - devopspetclinic.azurewebsites.net 200 @ @ 2995

2016-87-31 18:27:16 ~1DEVOPSPETCLINIC GET /api/commandstream/reconnect transport=serverSentEvents&messageld=d-D136E1C6-v%2CE
2016-87-31 10:27:16 ~1DEVOPSPETCLINIC GET /api/commandstream/reconnmect transport=serverSentEvents&messageld=d-D136E1C6-v%208
2016-87-31 10:27:18 ~1DEVOPSPETCLINIC GET /api/commandstream/reconnect transport=serverSentEvents&messageld=d-D136E1C6-v%2C8!
2016-@7-31 168:27:14 ~1DEVOPSPETCLINIC GET /api/filesystemhub/reconnect transport=serverSentEvents&messageld=d-D136E1C6-r%2C0
2016-87-31 109:27:14 ~1DEVOPSPETCLINIC GET /api/filesystemhub/reconnect transport=serverSentEvents&messageld=d-D136E1C6-r%2C@
2016-87-31 18:27:14 ~1DEVOPSPETCLINIC GET /api/filesystemhub/reconnect transport=serverSentEvents&messageld=d-D136E1C6-r%2C0"
2016-@7-31 10:27:14 ~1DEVOPSPETCLINIC GET /api/filesystemhub/reconnmect transport=serverSentEvents&messageld=d-D136E1C6-r%2Ce
2016-87-31 10:27:14 ~1DEVOPSPETCLINIC GET /api/processes X-ARR-LOG-ID=e466d3d9-f688-4d59-b0a2-739376b36d38 443 - 207.46.236.
2016-87-31 168:27:16 ~1DEVOPSPETCLINIC GET /api/processes X-ARR-LOG-T 776d3a8-d7d1-4a4d-b62a-84866871deda 443 - 207.46.236
2016-87-31 10:27:23 ~1DEVOPSPETCLINIC GET /api/processes/728@ X-ARR-LOG-ID=de884dB6-a6a8-424f-a0%a-44eb3lalfb2e 443 - 207.46
2016-87-31 18:27:23 ~1DEVOPSPETCLINIC GET /api/processes/728@ X-ARR-LOG-II dda22f9-4f57-4993-8168-768373b18d72 443 - 2087.46
2016-@7-31 19:27:27 ~1DEVOPSPETCLINIC GET /api/processes/1892@ X-ARR-L0G-ID=54dadd4b-1e65-48el-a996-175ea2ffcc79 443 - 207.4
2016-87-31 10:27:27 ~1DEVOPSPETCLINIC GET /api/processes/10920 X-ARR-LOG-ID=bd8ead92-5acc-4edb-9973-15aaeabd3fee 443 - 207.4
2016-@7-31 168:27:31 ~1DEVOPSPETCLINIC GET /api/processes/8936 X-ARR-LOG-II d7f8fcc-chfe-4c8d-8096-f315F43fa7da 443 - 207.46
2016-87-31 10:27:31 ~1DEVOPSPETCLINIC GET /api/processes/8936 X-ARR-LOG-ID=44888693-5b67-436a-9974-54da3d44cebbd 443 - 207.46
2A1A.A7-31 18-27-54 NEVAPSPETCI TNTE GET / ¥-ARR.INGA_TN=278413,2.A055.1720.3024-3172a272d 7 RA - 104 210 168 20 AluawsNn ARR

3

8. Catalina logs are also available and we can get all details about tomcat server and
execution in it:

m Cancel catalina.2016-07-31.log

VersionLoggerListener.log Server version: Apache Tomcat/8.6.23
VersionloggerListener.log Server built: May 19 2015 14:58:38 UTC
VersionloggerListener.log Server number: 8.0.23.0

VersionloggerListener.log OS Name: Windows Server 2012
VersionloggerListenar.log 0S Version: 6.2

VersionloggerListanar.log Architecture: amd64

VersionloggerListener.log Java Home: D:\Program Files\Java\zulu8.15.0.1-jdk8.0.92-uin_x64\jre
VersionloggerListener.log JVM Version: 1.8.0_92-b15

VersionloggerListener.log JVM Vendor: Azul Systems, Inc

VersionloggerListener.log CATALINA_BASE D:\Program Files (x86)\apache-tomcat-8.0.23
VersionloggerListener.log CATALINA_HOME: D:\Program Files (x86)\apache-tomcat-8.0.23

VersionloggerListener.log Command line argument: -Djava.util.logging.config.file=D:\Program Files (x86)\apache-tomcat-8.8.23\
VersionloggerListener.log Command line argument: -Djava.util.logging.manager-org.apache.juli.ClassLoaderLogManager
VersionloggerListener.log Command line argument: -Dsite.logdir=d:\home\LogFiles\

VersionloggerListanar.log Command line argument: -Dsite.tempdir=D:\local\Temp

VersionloggerListener.log Command line argument: -Dport.http=17783

VersionloggerListener.log Command line argument: -Djava.net.preferIPv4Stack=true

VersionloggerListener.log Command line argument: -Djava.endorsed.dirs=D:\Program Files (x86)\apache-tomcat-8.@.23\endorsed
VersionloggerListener.log Command line argument: -Dcatalina.base=D:\Program Files (x86)\apache-tomcat-8.8.23
VersionloggerListener.log Command line argument: -Dcatalina.home=D:\Program Files (x86)\apache-tomcat-8.8.23
VersionloggerListener.log Command line argument: -Djava.io.tmpdir=D:\local\Temp

Lifecyclelistener.lifecycleEvent The APR based Apache Tomcat Native library which allows optimal performance in production er
otocol.init Initializing ProtocolHandler ["http-nio-127.6.8.1-17783"]

ioSelectorPool.getSharedSelector Using a shared selector for servlet write/read

Catalina.load Initialization processed in 11028 ms

nAardSanuics ctantTatannal Stamting canvics Catalina
. »
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9. In Azure Web App, go to Application blade and click on Tools. In DEVELOP
section, we get the feature to test the performance of an application. We need to
have VSTS account for this feature. Click on New:

~ AppServices > DevOpsPetClinic » Tools > Performance tests /o [? @ @ @ _ ll

Tools Performance tests
Pl

= New ™5 SetAccount WP Feedback

App Services

Recent runs
DEVELOP

Virtual machines (clas... NAME STATE START TIME AVG RES|

& Performance test >
Virtual machines No performance test found. Click on New to start a test.
Fi Zend Z-Ray >
SQL databases
B Console >
Subscriptions
P vd App Service Editor (Preview) >
Active Directory K Kudu >
@] App Service Environm.. T Extensions >
[ Security Center
OBSERVE
Browse > Performance monitoring > -

Performance tests » New performance test » Configure test using /O [P tﬁcgg @ @

New performance... Configure test usi...
PREVIEW PREVIEW

TEST TYPE®
Recent CONFIGURE TEST USING @

Test type: ManualTest 1 Url

Manual Test

App Services URL®

NAME
Virtual machines (classic) PerfTest01

‘ http://devopspetclinic.azurewebsites.net/...

Virtual machines GENERATE LOAD FROM @

South Central US (Web app Location)
SQL databases
USER LOAD @
Subscriptions 250

Active Directory DURATION (MINUTES) @
App Service Environme...
[} Security Center

Browse »
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11. It will take around 15 minutes to acquire resources:

Recent

App Services

Virtual machines (classic)

Virtual machines

SQL databases

Subscriptions

Active Directory

App Service Environme...

Security Center

Browse >

DevOpsPetClinic > Tools » Performance tests > PerfTest01

PerfTest01

PE E TEST - PRE

® Abort |:|F-| Rerun

o Acquiring resources

Essentials A

TEST TARGET

http://devopspetclinic.azurewebsites.net/sp...

STATE

Queued

USER LOAD

250 concurrent users

Details

Requests

GENERATE LOAD FROM
South Central US

DURATION (MINUTES)
5 minutes

WSTS ACCOUNT

Nt fclt-13

Messages

Acquiring resources. Starting test in 14:50 minutes

Add tiles (®
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12. Once performance test is over, verify the details in Azure Portal:

App Services » DevOpsPetClinic » Tools » Performance tests > Perflest01

PerfTest01

Essentials ~

TEST TARGET GEMERATE LOAD FROM

http://devopspetclinic.azurewebsites.net/sp... South Central US

STATE DURATION (MINUTES)

Completed 5 minutes

USER LOAD VSTS ACCOUNT

250 concurrent users https://clt-13a329742-8615-4bca-a50e-57bb

Details Add tiles &)
Requests Messages

I SUCCESSFUL

2332 (30.35 %) e :

I FA5|L§]51 ( 69.65 %)
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13. Verify the Request Failures:

DevOpsPetClinic > Tools > Performance tests » PerfTest0l > Request Details P ®s O 0O _ &

REGES ] Request Details
Pl RM ETI - v W

@ Rerun

Essentials ~

Resource groups Request Failures

RGET GENERATE 1
REQUEST  TYPE SUBTYPE COUNT
Recent /devopspetclinic.azurewebsitesnet/sp.. South Central US
STA DURATION {MINUTES) . , texceed
ErEnEn Completed S minutes Exception LoadTestErroriimitExceededE . 1
Yoo E LoadTestR: HUrSE d 1
250 1-2502-57bb - xception oadTestRequestUrlsExcesde. .
Virtual machines (classic) 250 concurrent users - -
http://dev... HttpError 502 - BadGat 000
Virtual machines Details Add tiles @
ThresholdMessage ~ Critical 5
SQL databases Requests Messages
ThresholdMessage  Critical 5
Subscripti SUCCESSFUL
HEEsIl I Info 1 - ThresholdMessage  Warning
2332 zoss%)

Active Directory

FAILED
4] App Service Environme... I 5351 (69.65 %)

W Security Center

ThresholdMessage  Warning

Performance under load

Browse >

14. Go to Monitoring section of the Web App and check the recent results based on
customized parameters:

\’ AppServices > DevOpsPetClinic » Metric
Metric

= Add alert # Edit chart
e Http 2xx, Http 4% and 2 more metrics today
Recent

App Services

Virtual machines (classic)

Virtual machines

SQL databases
P REQUESTS HTTP SERVER ERRORS HITP 4XX HTTP 2XX
Subscriptions
845« 1544« |16 1267«

Active Directory

METRIC AVERAGE MINIMUM MAXIMUM TOTAL
App Service Environme...

1117 0 211k 267k

Security Center

Http dxx 025 0 4 6

Browse >
Http Server Errors  226.83 0 422k 544k
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15. Visual Studio Application Insights is in PREVIEW version and it has a capacity to
Detect and diagnose issues in web apps and services. Click on Browse in Azure
Portal and select Application Insights:

v  Application Insights

Application Insights

2= coumns  {) Refresh

Subscriptions: Visual Studio Enterprise with MSDN — Don't see a subscription? |5

° Recent

‘ App Services

NAME RESOURCE GROUP LOCATION SUB!
@ Virtual machines (clas...

@ DevOpsPetClinic DevOps Central US Visyl
! Virtual machines

? Sample9884 testSP Central US Visul

= sQL databases
Subscriptions
Active Directory

App Service Environm..

Security Center

Browse »

16. Select the application we have created and Enable Application Insights to start
collecting telemetry:

v Application Insights > DevOpsPetClinic > Settings and Diagnostics

DevOpsPetClinic

Last 12 hours (15 minute granulz ation - PREV
ﬂ' Settings O._ Search Metrics Explorer Analytics G Time rang
° Recent
) L ac ]
e . Essentials ~ P A SN SUPPORT + TROUBLESHOOTING
App Services
Add tilac B Activity logs
B3 virtual machines (clas.. Add tiles @ T
4 Live Strea . . W
v . e m Proactive detection [ New support request
W Virtual machines O DEVOPSPETCLINIC O
Click to |
SQL databases Alerts configure Q 0 detections (last 24h) Web tests App map INVESTIGATE
- Application map
Subscriptions Application health Add tiles ® -
. imeli - Live Metrics Stream
Active Directory Overview timeline
DEVOPSPETCLINIC -
ng  Failures
App Service Environm..
& Performance
. Learn how to collect server response time data.
Security Center I SERVER RESPONSE TIME @ B servers
Browse > = Browser
»
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17. Click on Start monitoring:

v  Application Insights > DevOpsPetClinic > Add Application Insights /‘D [? f\é\? @ @

< Add Application Insights - 0O x
PREVIEW

Recent

Enable Application Insights monitoring

App Services

: ) To get telemetry about the performance and health of your Azure web app and its
Virtual machines (clas... dependencies, monitor it using Application Insights.

Virtual machines
Click to monitor application and dependencies
SQL databases

Subscriptions Start monitoring

pciEDEEcto) Monitor Azure web app performance [&

App Service Environm..

Already done this? You may be still seeing this screen because your app isn't being used. Give your
Security Center app some use and you'll see the respective telemetry in about 3 minutes.

Browse »

[326]



Monitoring Infrastructure and Applications

18. Wait till installation is completed.

v  Application Insights > DevOpsPetClinic > Add Application Insights }:) [? @:3 @

Recent

Enable Application Insights monitoring

App Services

i . To get telemetry about the performance and health of your Azure web app and its
Virtual machines (clas.. dependencies, monitor it using Application Insights.

Virtual machines

Installation is in progress.
5QL databases

Please wait approximately 90 secands while we set things up behind the scenes...
Subscriptions
Active Directory

App Service Environm..

Security Center

Browse »
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19. Verify the successful installation in portal:

~  Application Insights > DevOpsPetClinic > Add Application Insights /O [? @ @

Recent Enable Application Insights monitoring

App Services
it To get telemetry about the performance and health of your Azure web app and its

dependencies, monitor it using Application Insights.
Virtual machines (clas...

] G Application Insights extension installation is complete!

SQL databases If you have traffic to your web app, or have added an availability test, then the data
will light up in approximately 3 minutes.

Subscriptions

Active Directory

App Service Environm..
Security Center

Browse > While we're getting you set up...
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20. In Application Insights, we can also monitorApplication map as shown in below
figure:

=y
wQF

v  Application Insights > DevOpsPetClinic > Applicationmap » Add Application Insights O @

‘. Application ma

4 hous

o Time range Y Fitters O Refresh

Resource groups Warning: 85 % o Error: 90 % learnmore 7 A

Recent

App Services
Virtual machines (classic) “lient: De Pet . L] ' AJAX °
i Get client side load, L x [|——
Virtual machines performance & failure
telemetry Monitor AJAX dependencies
SQL databases |
|
Subscriptions o ) *
Availability ° Server: D ° [ N °
Active Directory Monitor availability with tests » x - Follow instructions on the right - x -™
running 24x7 from up to 16 —_— | - .
App Service Environme... locations I Monitor HTTP dependencies
|
; |
Security Center -
v | B sa o
|
Browse > (R
|
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21. In Application Insights, We can configure Web tests to check availability of an
application from different locations.

v Application Insights > DevOpsPetClinic > Web tests

@ Web tests

+ Add web test @ Time range 0 Refresh

All web tests response time (ms)
Resource groups

Recent
App Services
Virtual machines (classic)

Virtual machines

There are no web test results in this time period.

SQL databases
Subscriptions
Active Directory

‘3 App Service Environme...

@ Security Center All web tests

'WEB TEST 20 MIN 1H 24 H 72H

Browse »
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22. We can configure Availability tests from different regions to verify whether it is
available or not. Configure regions based on priority:
~  Application Insights > DevOpsPetClinic > Webtests » Create test
Create test

PREV

*
Resource groups Test name

:)e\.-OPsPethiricTesﬂ

Recent
Test type

App Services URL ping test

] . ) *URLO®
Virtual machines (classic)

http://DevOpsPetClinic.azurewebsites.net

Virtual machines
Parse dependent requests @

L
SQL databases

Enable retries for web test failures. @
Subscriptions b

Active Directory Test frequency @

5 minutes
App Service Environme...

Test locations @

@ Security Center 5 location(s) configured

Browse »
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23. Create a Web test and within some time we will get results on Azure Portal:

v  Application Insights > DevOpsPetClinic > Web tests

@ Web tests

st 4 hou inu minute granularity)

+ Add web test G Time range O Refresh

All web tests response time (ms)

Resource groups

Recent I

App Services
TOTAL SUCCESSFUL TESTS TOTAL FAILED TESTS

Virtual machines (classic) 3 0
Filtered on tests between 7/31/2016 4:30 PM and 7/31/2016 4:40 PM

Virtual machines

SQL databases

Subscriptions

Active Directory

AVERAGE RESPOMSE TIME SUCCESSFUL TESTS FAILED TESTS
App Service Environme...
PP 27.3.. 3

We have covered most of the monitoring features available with Azure Web Apps. In the
next section, we will cover how to use New Relic tool to monitor PetClinic Spring
Application.

Monitoring Web Application and Tomcat Server with New Relic

New Relic is a Software as a Service in the context of Cloud service models. New Relic
monitors applications in real time and that also in any environment such as on premise or
in cloud. We can install New Relic in the Application server's root directory and within
minutes it starts providing monitoring and it reflects in the New Relic portal. It allows free
trial.
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New Relic supports monitoring for web applications developed in Java, .Net, PHP, Python,
Node.js, Ruby and so on.

1.

7.

Create an account in New Relic. New Relic has Java installer for JBoss, Tomcat,
Jetty, and Glassfish.

Login to New Relic.

Go to Account Settings and Download the Agent for the specific platform. In our
case, we will install a Java Agent.

In the downloaded zip file, there will be two important files that are needed for
monitoring:

newrelic.jar: that contains agent class files and
® newrelic.yml: to configure license details that will be available
on New Relic dashboard even for a free trial.

Extract the files from the zip folder and put the directory into Tomcat installation
directory.

Open newrelic.yml in notepad and find the placeholder for License key and
replace it with actual license key.

It will be in common: &default_settings as shown below:

common: &default_settings

#

LICENSE KEY

# You must specify the license key associated with your New Relic

# account. For example, if your license key is 12345 use this:

# license_key: '12345'

# The key binds your Agent's data to your account in the New Relic service.
license_key: '12345'

8.

9.

Run Tomcat. Once Tomcat is up and running, open a command prompt and go to
the Directory of New Relic in the Tomcat root directory.

Execute java -jar newrelic.jar install in the command prompt.
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e We are trying to monitor an application that is deployed on a local
environment in Tomcat 7. We can do similar installation and
monitoring for virtual machine available in cloud or virtualized
environment.

relic.jar install

*FF*%*% Installing version
* Backed up start script to C:\apache-tomcat- in\catalina.bat.
d agent switch to start script C:\apache-tomcat-7. bin\catalina.bat

need to create New Relic configuration file b
A config file already C:\apache-tomcat-7 7 ewrelic\newrelic.yml

wFFF*F Install successful

FHEEE Next steps:

performance data for your app:

ur app
Ir ap
into http: pm_newrelic.com

two minutes, ir app should show : r to monitor and tr
If app data doesn't appear, check nev /1oy wrelic_agent.log fo

C:\apache-tomcat-7 ewrelic»

10. Once the installation is successful, restart the Tomcat server.
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11. Verify the newrelic directory under Tomcat installation directory. New log

folder will be created as shown in the following screenshot:

[ = | newrelic

“ Home Share View

€ o v

« apache-tomcat-7.0.70 » newrelic

A
7 Quick access

& Downloads

I Desktep

= Documents

| Pictures logs CHANGELOG
Chapter?

Chapter2

Mew folder

@ Onelrive LICENSE newrelic,jar

newrelic-api-java newrelic-api-sour
doc.jar CES.jar

3 This PC
[ Desktop
=] Documents
& Downloads
J‘ﬂ Music

—l o

12 itemns

v O Search newrelic

extensionxsd

newrelic.yml

nreerts

extension-exampl
exml

newrelic-apijar

README.txt

12. Open newrelic_agent.log file in notepad.
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13. Verify the reporting to line:

Jul 24, 2016 18:14:50 +0530 [6920 27] com.newrelic INFO: Reporting to:
https://rpm.newrelic.com/accounts/64925/applications/20830005

Jul 24, 2016 18:14:17 +0530 [6920 7] com.newrelic INFO: Instrumentation
com.newrelic.instrumentation.hibernate-3.5 is enabled. Loading.

Jul 24, 2016 18:14:19 +0530 [6920 1] com.newrelic.agent.RPMServiceManagerImpl INFO: Configured
to connect to New Relic at collector.newrelic.com:443

Jul 24, 2016 18:14:20 +0530 [6920 1] com.newrelic INFO: Setting audit mode to false

Jul 24, 2016 18:14:20 +0530 [6920 1] com.newrelic INFO: Setting protocol to "https"

Jul 24, 2016 18:14:21 +0530 [6920 1] com.newrelic.agent.config.ConfigServiceImpl INFO:
Configuration file is C:\apache-tomcat-7.0.70\newrelic\.\newrelic.yml

Jul 24, 2016 18:14:21 +0530 [6920 1] com.newrelic INFO: New Relic Agent v3.30.1 has started
Jul 24, 2016 18:14:21 +0530 [6920 1] com.newrelic INFO: Agent class loader:
sun.misc.Launcher$AppClassLoader@58644d46

Jul 24, 2016 18:14:21 +0530 [6920 1] com.newrelic INFO: Premain startup complete in 6,381lms
Jul 24, 2016 18:14:25 +0530 [6920 1] com.newrelic INFO: Server Info: Apache Tomcat/7.0.70

Jul 24, 2016 18:14:46 +0530 [6920 27] com.newrelic INFO: Display host name is my-pc for
application My Application

Jul 24, 2016 18:14:49 +0530 [6920 27] com.newrelic INFO: Collector redirection to
collector-2l16.newrelic.com:443

Jul 24, 2016 18:14:50 +0530 [6920 27] com.newrelic INFO: Agent run id: 89464200178842674

Jul 24, 2016 18:14:50 +0530 [6920 27] com.newrelic INFO: Agent 6920@my-pc/My Application
connected to collector.newrelic.com:443

Jul 24, 2016 18:14:50 +0530 [6920 27] com.newrelic INFO: Reporting to:

https://rpm.newreli com/accounts/64925/applications/20830005

Jul 24, 2016 18:14:50 +0530 [6920 27] com.newrelic INFO: Using RUM version 963 for application
"My Application"

Jul 24, 2016 18:14:50 +0530 [6920 27] com.newrelic INFO: Real user monitoring is enabled with
auto instrumentation for application "My Application”

14. Copy the URL and open it in browser and observe the Overview section with
graphs:

L C | 8 https://rpm.newrelic.com/accounts/64925/applications/20830005 > @ =

New Relic. APM  BROWSER  SYNTHETICS ~ MOBILE  SERVERS INSIGHTS AlertsNe"  Tools v

Applications  Service maps Key transactions ~ Alerts

5 TIME P
My Applicatior Last 30 minutes ending now
MONITORING Non-web transactions time 478ms  Apdex score ®
500 ms AVERAGE
I Overview
Service maps 200 e
Transactions
Databases 300 ms
External services
200 -
IVMs " Throughput 0.8 rpm
15 AVERAGE
EVENTS 100 ms .
Error analytics 5
o
Errors 20 AM 5:25 AM 5:30 AM 5:35 AM 5:40 AM 5:45 AM
OAM 5:25AM 5:30 AM 5:3 5:40 AM  5:45 AM
Non-web transactions JDBC ) AM 5:25 AM  5:30 AM  5:35 AM ) AM  5:45 A
Alerts
Deployments
Thread profiler

My Application
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15. Click on the Applications link to get list of Applications:

<« C' | 8 https:/rpm.newrelic.com/accounts/64925/applications A @ =

A‘p"M o Tools Help ~ . Mite: nal Account

Applications Service maps Key transactions Alerts

Filter applications l:l Show labels D Add moere Recent events

Name End user Page views App server Throughput Error% No Events In The Last 3 Day';
My Application 0ms 0rpm 0% 1 v
1 Applications 1-1of1

&7 Kiosk mode Permalink

newrelic.com  Getsupport Privacy Terms Sitestatus v [f m © 2008-16 New Relic, Inc. All rights reserved.

16. Service maps provides view of relationships between different components:

New Relic
APM g Alerts™%  Tools v Help v Mitesh Personal Account

Applications ~ Servicemaps ~ Keytransactions  Alerts

Map list App/Service list Save Views u} Map data updated: Jul 24 06:21pm

Create new map (&)

SUGGESTED MAPS
My Application

s p Central app/service

. Java app
5" My Application
Highest traffic app/service > JDBC (My Application)
My Application Databa
___ All connected apps/services
>
&
Discover your environment NeW
&7 Kiosk mode Permalink
newreliccom  Getsupport  Privacy Terms  Site status v [f m = ® 2008-16 New Relic, Inc. Al rights reserved
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17. In the MONITORING Section of left sidebar, click on the Databases to get
details of top database operations based on the time:

New Relic

APM Alerts ™% Tools ~,
Applications  Servicemaps  Keytransactions  Alerts
APPS TIME PICKER
My Application Last 30 minutes ending now
MONITORING SORT BY JDBC overview
Overview Most time consuming Top database operations by time consumed
‘ 0.1 -
Service maps JDBC information_schema.system_ty 0.0062 s f
Transactions JDBC pets insert 0.0001s 0.075
I Databases JDBC vets insert 0.0001s
0.05
External services JDBC vets select 0.0001s
JVMs JDBC other 0s 0025
JDBC owners insert Os [#)
EVENTS - I 525 AM 5:30 AM 5:35 AM 540 AM 545 AM 5502
JDBC specialties insert 0s
Error analytics JDBC information_schema.system_typeinfo select _ JDBC pets insert
JDBC types insert 0s _
Errors
JDBC vet_specialties insert 0s
Alerts
JDBC visits insert 0s

My Application . 0 0.00
18. Click on JVMs to get details on the JVM and Tomcat:

New Relic APM  BROWSER  SYNTHETICS ~ MOBILE  SERVERS  PLUGINS  INSIGHTS AlertsMW  Tools~  Help . Mites

Applications  Servicemaps  Key transactions  Alerts

APPS . TIME PICKER
My Application Last 30 minutes ending now
MONITORING JVMs S Apdex ~ Resp.time & Throughput & CPU & Memory &  MY-pc(java:My Application:8080)
Overview my-pc > Profile this JVM
java:My Application:8080 0.82) ¢ 377 ms 1rpm 575% 870 MB
Service maps
i 0.92,.* 377 ms 1 em 575s 870w
Transactions APDEX RESP. TIME THROUGHPUT ~ CPUUSAGE ~ MEMORY
Databases
Apache Tomcat
External services APP SERVER
I v Memory  Threads Hitp Sessions
EVENTS Heap memory usage (MB)
Error analytics 2000 M8
B 1500 MB
1000 MB
Alerts
500 MB
Deployments PN —
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19. Verify the Apache Tomcat Section for details related to Memory, Threads, and
Http Sessions:

Apache Tomcat

APP SERVER

Memory Threads Http Sessions

Heap memory usage (MB)
2000 MB

1500 MB
1000 MB

500 MB

()

5:25 AM 5:30 AM 5:35 AM 5:40 AM 5:45 AM 5:50 £

NUSSHRGERN  Cormmiticd Heao [ MaRHESR

20. In the same page Garbage Collection and Class count related details are also
available:

Garbage collection CPU time
0.1%

0.075 %

5:25 AM 5:30 AM 5:35 AM 5:40 AM 5:45 AM 5:504

Add to note Embed

Class count
15k

10k

5:25 AM 5:30 AM 5:35 AM 5:40 AM 5:45 AM 5:50

NOGRORHGHES  Loaccd Cinscs
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21. Errors section will display graph of errors per request:

(©) New Relic APM BROWSER SYNTHETICS MOBILE SERVERS PLUGINS INSIGHTS

Applications ~ Servicemaps  Key transactions  Alerts

APPS TIME PICKER
My Application Last 30 minutes ending now

MONITORING or analytics page in the left-hand navigation

access to Error analytics, and have the abili

Overview

Service maps

Error rate (errors per request) Search options
Transactions URL name or lyse
6%
Databases
External services o Sort by
Count
JVMs 4
Source
All
EVENTS
2%
Erfor anaytics
1%
I Errors
o 1] Delete all errors
Alerts 5:25 AM 5:30 AM 5:35 AM 5:40 AM 5:45 AM 5:50 AM
Deployments

Thread profiler
My Application i 0 0r 0.00 err

This is just a simple overview of New Relic for our PetClinic application deployed on
premise.

So till now we have covered Overview of installation and configuration of Nagios;
monitoring of AWS Elastic Beanstalk environment, monitoring of Azure Web Apps, and
Application monitoring with New Relic.

Monitoring itself is a huge topic and to cover things in detail is out of scope of this book so
we have only covered some portion to give a glimpse of Monitoring of resources.
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We have covered five phases till now and now we will discuss about end to end automation
with pipeline and orchestration:

End to End Automation with Orchestration

(Build Pipeline / Delivery Pipeline)

Continuous Configuration : Continuous
. i Resource Management Deployment Automation “7 ',. '7 “
Integration Management Monitoring

Continuous Continuous

Container :
ontainer Delivery Deployment

Self-test questions

State true or false:

1. Nagios Core, is an open source application written in C and PHP to monitor
servers, networks, and infrastructure.

e True
e False

2. Nagios XI is supported in CentOS and RedHat.
e True

e False
3. In AWS Elastic Beanstalk, health status of an environment is determined by Grey,

Green, Yellow, and Red color.
e True

e False
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4. In AWS Elastic Beanstalk, Yellow color of health status indicates that
environment has failure of one or more Health checks.
e True

e False

5. New Relic supports monitoring for web applications developed in Java, .Net,
PHP, Python, Node.js, and Ruby
e True

e False

Summary

In this chapter, we have seen quick overview of instance monitoring with Nagios, basic
monitoring with AWS Elastic Beanstalk, Azure Web Apps monitoring, and Java web
application monitoring with New Relic.

The constant monitoring of each event and interaction may look like very complex and not
required but it is a need of an hour in the competitive environment where users are more
demanding and hence availability of an application is extremely important.

In the next chapter we will see end to end automation with orchestration of activities such
as Continuous Integration, Cloud Provisioning, Configuration Management, Continuous
Delivery or Continuous Deployment.
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“Success is a lousy teacher. It seduces smart people into thinking they can’t lose. It's fine to
celebrate success but it is more important to heed the lessons of failure”

This chapter describes in detail how to orchestrate different build jobs for continuous
integration, configuration management, continuous delivery, and so on. It will cover how
the build pipeline plugin and pipeline feature of Jenkins 2.0 can be used to orchestrate an
end-to-end automation process for application deployment.

Until now, we have covered continuous integration, cloud provisioning using Chef,
configuration management, and continuous delivery. Each was configured in a unique
build job. Now we are only going to manage all those build jobs in a manner that the
checkout or execution of the build pipeline will result in the checkout, compilation, unit test
execution, installation of the Linux instance on Amazon EC2, installation of the runtime
environment, configuration of permissions in the newly created instance, and deployment
of the WAR file.

In this chapter, we will cover the following topics:

¢ Creating parameterized build jobs for end-to-end automation
¢ Configuring a build pipeline for the orchestration of a build job
¢ Executing the build pipeline for application deployment automation
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Creating build jobs for end-to-end
automation

Before we configure end-to-end automation for build job execution, let's understand it
graphically:

End to End Automation with Orchestration

(Build Pipeline / Pipeline)

Continuous
Monitoring

Continuous Configuration

. Resource Management Deployment Automation
Integration Management & ploy

Continuous Continuous

Container ;
Cloud Somaiue Delivery Deployment

We will configure it using upstream and downstream job configuration in the case of the
Build Pipeline plugin, while in the case of the Jenkins 2.0 pipeline, we will use a script.

Configuration management depends on the environment we use for deployment. We have
covered the following deployment environments in this book:

e PetClinic Spring application deployment on a Tomcat server (on-premise
environment/personal laptop or desktop)

e PetClinic Spring application deployment on a Tomcat server on Amazon EC2
(TaaS)

e PetClinic Spring application deployment on a Tomcat server on a Microsoft
Azure virtual machine (laaS)

[344]




Orchestrating Application Deployment

e PetClinic Spring application deployment on a Tomcat server in a Docker image
(container)

e PetClinic Spring application deployment on a Tomcat server on Amazon Elastic
Beanstalk (PaaS)

e PetClinic Spring application deployment on a Tomcat server in Microsoft Azure
web apps (PaaS)

Based on the deployment environment, we need configuration management. In IaaS, we
need to install a runtime environment, while in the case of PaaS and Docker containers, we
only need minor modifications of the addition of a file or similar types of smaller changes.

Considering the deployment environment, we need to introduce build jobs for end-to-end
automation.

In the case of the PetClinic Spring application deployment on a Tomcat server on Amazon
EC2 (IaaS), we need the following flow:

. Build Job 2: Cloud Build Job 3:
Build Job 1: S - .
. Provisioning and Continuous Delivery
Continuous . . .
Intearation Configuration & Continuous
g Management Deployment
¢ Code Chekout ¢ Knife EC2 plugin ® Permissions
e Compile ¢ Tomcat & Java ¢ Stop and Start Tomcat
¢ Junit Test Case Execution Cookbooks .With Server
e Code Ananlysis dependencies * Deploy WAR file
(Optional)
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Let's try to implement previous steps in Jenkins to achieve end-to-end automation that
includes in the previously mentioned steps.

1. Let's visit the Jenkins dashboard. Click on Manage Jenkins. In the following
screenshot, we can see that a new version of Jenkins is available. Click on Or
Upgrade Automatically to update the application:

Jenkins ENABLE AUTO REFRESH

overTechno |log out

New ltem

& People Manage Jenkins

— N N ' Or Upgrade Automaticall;
= Build History New version of Jenkins (2.7.1) is i for
M Manage Jenkins Do 10 2.0-r0-1

Restore the previous version of Jenkins L 2

4. Credentials

5\#3 Configure System

&. My Views (\5 Configure global settings and paths.
Ll Configure Global Security

Build Queue — Secure Jenkins: define who is allowed to access/use the system

No builds in the queue. Global Tool Configuration
Configure tools, their locations and lomatic installers
Build Executor Status — Reload Configuration from Disk
| the loaded data in memory and reload everything from file system. Useful when you modified config
1 Idle on disk
2 Idle

Add, remove, disable or enable plugins that can extend the functionality of Jenkins. (updates available)

System Information
\ Displays various environmental information to assist trouble-shooting.

|

e/ .

ﬁr‘l Manage Plugins
ul]

]

2. It will start installing jenkins.war:

5& Jenk_ins Q @  DiscoverTechno | log out

Jenkins Update center ENABLE AUTO REFRESH

# Back to Dashboard

Installing Plugins/Upgrades

) Preparation
Manage Plugins = Checking internet connectivity

= Checking update center connectivity
- Success

o Manage Jenkins

jenkins.war Installing
= =]

'S Go back to the top page
(you can start using the installed plugins right away)

» Restart Jenkins when installation is complete and no jobs are running

Page generated: Jul 28, 2016 11:06:55 AMPDT RESTAPI  Jenkins ver 2.0
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3. Once installation is successful, restart Jenkins from the terminal

Installing Plugins/Upgrades

Preparation o o
s Checking internet connectivity
s Checking update center connectivity

s Success

jenkins.war W Success

. Go back to the top page
(you can start using the installed plugins right away)

Restart Jenkins when installation is complete and no jobs are running

B>

installed properly:
5. Verify the version number in the status bar:

@

# Jenkins

Jenkins

= New ltem
& People Welcome to Jenkins!
Please create new jobs io get started

= Build History
o Manage Jenkins
.Q Credentials
& My Views

Build Queue

No builds in the queue

Build Executor Status

1 Idle
2 Idle

DiscoverTechno

Page generated: Jul 28, 2016 11:12:31 AM PDT

4. Refresh the Jenkins dashboard and check whether the new version has been

| log out

ENABLE AUTQ REFRESH

‘#add description

RESTAPI| Jenkins ver 2.7.1
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Configuring SSH authentication using a key

Before starting with end-to-end automation and orchestration, we need to configure SSH
authentication using a key. The objective behind it is to allow the Jenkins VM to connect to
the Chef workstation. Then, we can issue SSH commands from the Jenkins dashboard on
the Chef workstation VM to create an instance in AWS or Azure cloud and install a runtime
environment on it to deploy the PetClinic application:

Checkoutthe
Code

Cloud

usin Chef

Compile the
Code

Create Package
File

Deploy
Application to
Virtual Machine

Execute Unit
Tests
Code Analysis

If we try to access the SSH Chef workstation from Jenkins, it won't work as we still need to
configure password less configuration for security:

& Jenkins
Jenkins PetClinic-CloudProvisioning #1

# Back to Project
Status
. Changes
E Console Output
View as plain text

~# Edit Build Information %

Console Output

Started by user DiscoverTechno
Building on master in workspace /home/mitesh/.jenkins/workspace/PetClinic-CloudProvisioning
[PetClinic-CloudProvisioning] $ /bin/sh -xe /tmp/hudson8415934142518214284.5sh

+ ssh -t -t root@192.168.8.183 ifconfig

DiscoverTechno | log out

Progress: r—amr—amw—

Page generated: Jul 28, 2016 11:50:57 AM PDT REST APl Jenkins ver. 2.7.1
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Let's configure virtual machine where Jenkins is installed to access virtual machine where
Chef Workstation is installed.

1. Open a terminal in Jenkins. Use ssh-keygen to create a new key:

root@devopsl:~/Desktop

File Edit View Search Terminal Help

[root@devopsl Desktop]# ssh-keygen
Generating public/private rsa key pair.
Enter file in which to save the key (/root/.ssh/id rsa):
Jroot/.ssh/id_rsa already exists.
Overwrite (y/n)7 y
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in /root/.ssh/id_rsa.
Your public key has been saved in /root/.ssh/id rsa.pub.
The key fingerprint is: —
11:cd:f7:9b:7f:6e:24:ea:dc:9b:18:90:c4:e0:18:35 root@devopsl
The key's randomart image is:
+--[ RSA 2048]----+
| ..Eo |

+ =0 .

. 0o, .

B

|

|

|

|

| Lo+
| .
|

|

o +
[root@devopsl Desktopl# [ =

2. Verify the newly generated key on the local filesystem:

File Edit View Go Bookmarks Tabs Help

@ Back v 4002 BE M

[z | <||@root ||.ssh| ©, 100% @&, |Icon View s

Placesw X = sshor
root 2 | = =
Desktop id_rsa id_rsa.pub known_hosts
] File system
&) Network
[E Trash

[& Documents

[ NV P . b
3 items, Free space: 5.6 GB
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3. Copy the key to the remote host using ssh-copy-id

File Edit View Search Terminal Help

[root@devopsl Desktopl# ssh-copy-id -i ~/.ssh/id rsa.pub 192.168.0.106
Agent admitted failure to sign using the key.

root@l92.168.8.106's password:

Mow try logging into the machine, with "ssh *192.168.0.186°", and check in:

.ssh/authorized keys
to make sure we haven't added extra keys that you weren't expecting.
[root@devopsl Desktop]# ssh-copy-id -1 ~/.ssh/id rsa.pub mitesh@l92.168.0.186
mitesh@l92.1658.0.106's password:
Mow try logging into the machine, with "ssh 'mitesh@l92.168.8.186'", and check 1
n:

.ssh/authorized keys

to make sure we haven't added extra keys that you weren't expecting.

4. Now try to access the Chef workstation using the Jenkins build job:

p . =
# Jenkins Q @ Discovertechno | log out
Jenkins PetClinic-CloudProvisioning #1

# Back to Project

Progress: =

Status Console Output “
~~ Changes
Started by user DiscoverTechno
E Consocle Output Building on master in workspace /home/mitesh/.jenkins/workspace/PetClinic-CloudProvisioning
[PetClinic-CloudProvisioning] $ /bin/sh -xe /tmp/hudson8415934142518214284.sh
View as plain text + ssh -t -t root@192.168.0.103 ifconfig
/tmp/hudson8415934142518214284. sh: line 2: 8522 Terminated ssh -t -t root§192.168.0.183 "ifconfig"

~ Edit Build Information
Build was aborted

Abarted by DiscoverTechno
Finished: ABORTED
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5. If it fails, then try to access it from the Jenkins VM using a terminal. If you get the
Agent admitted failure to sign in using key message, then use ssh-
add to fix the issue:

[mitesh@devopsl Desktopl$ ssh-copy-id -i ~/.ssh/id rsa.pub root@192.168.8.1603
root@ls2.168.0.183's password:
Mow try logging into the machine, with "ssh 'root@192.168.0.103'", and check in:

.ssh/authorized keys
to make sure we haven't added extra keys that you weren't expecting.

[mitesh@devopsl Desktop]$ ssh -t root@192.168.0.103
Agent admitted failure to sign using the key.
root@l92.168.0.183's password:

[mitesh@devopsl Desktopl$ ssh-add
Identity added: /home/mitesh/.ssh/id rsa (/home/mitesh/.ssh/id rsa)
[mitesh@devopsl Desktopl$ ssh -t root@l92.168.0.183
Last login: Thu Jul 28 12:21:56 2016 from 192.168.08.186
[root@devopsl ~]# ifconfig
eths Link encap:Ethernet Hwaddr 80:8C:29:91:3F:2F
inet addr:192.168.0.103 Bcast:192.168.8.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fedl:3f2f/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:2664 errors:0 dropped:0 overruns:8 frame:@
TX packets:1727 errors:0 dropped:@ overruns:8 carrier:@
collisions:@ txqueuelen:1080
RX bytes:716002 (699.2 KiB) TX bytes:197098 (192.4 KiB)

lo Link encap:Local Loopback
inet addr:127.9.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LDOPBACK RUNNING MTU:65536 Metric:1
RX packets:50663 errors:® dropped:® overruns:@ frame:0
TX packets:50663 errors:@ dropped:@ overruns:® carrier:@
collisions:8 txqueuelen:@
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6. Now, our SSH connection is successful using not a password but a key:

& Jenkins Q @  DiscoverTechno |
Jenkins PetClinic-CloudProvisioning #
§ Back to Project
IS Y
status ) Console Output
- Changes
Started by user DiscoverTechno
E Console Output Building on master in workspace /home/mitesh/.jenkins/workspace/PetClinic-CloudProvisioning
Vi Jain text [PetClinic-CloudProvisioning] $ /bin/sh -xe /tmp/hudson829982612075864422.sh
lew as plain text I ssh t +t root@192.168.0.103 ifconfig

tcgetattr: Invalid argument
eths Link encap:Ethernet HWaddr ©0:@C:29:91:3F:2F
inet addr:192.168.9.103 Bcast:192.168.0.255 Mask:255.255.255.0
inet6 addr: fe80::20c:20ff:fe9l:3f2f/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
KX packets:2848 errors:@ dropped:® overruns:® frame:o
TX packets:1867 errors:@ dropped:@ overruns:@ carrier:@

» Edit Build Information
() Delete Build

& Previous Build

collisions:@ txqueuelen:1000
RX bytes:775084 (756.9 KiB) TX bytes:212413 (207.4 KiB)

lo Link encap:Local Loopback
inet addr:127.0.6.1 Mask:255.0.0.8
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:58293 errors:@ dropped:@ overruns:@ frame:@
TX packets:58293 errors:@ dropped:@ overruns:@ carrier:@
collisions:@ txqueuelen:o
RX bytes:10014740 (9.5 MiB) TX bytes:1001474@ (9.5 MiB

Connection to 197.168.0.103 clased
Finished: SUCCESS

7. Let's try to create an instance in AWS using the Jenkins build job and Chef
workstation:

@ DiscoverTechno | log out

Jenkins PetClinic-CloudProvisioning

General

Project name | PetClinic-CloudProvisioning

Description

[Plain text] Preview

U Discard old builds

0 @itHub project

m APPIY I
[2))
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8. Add a Build step, select Execute shell, and add paste the command mentioned
here. We have already discussed knife ec2 commands in chapter 6, Cloud
Provisioning and Configuration Management with Chef.

ssh -t -t root@192.168.1.36 "ifconfig; rvm use 2.1.0; knife ec2 server
create -I ami-lecae776 —-f t2.micro -N DevOpsVMonAWS1l —--aws-—access-key-id
'<YOUR ACCESS KEY ID>' —--aws—-secret—access-—-key '<YOUR SECRET ACCESS KEY>' -
S book —-identity-file book.pem —--ssh-user ec2-user -r role[v-tomcat]"

Jenkins PetClinic-CloudProvisioning

Build

Build
3

Execute shell ®

Command Ssh -t -t root@192.168.1.36 "ifconfig; rvm use 2.1.0; knife ec2 server create -I
ami-lecae776 -T t2.micro_-N DevOpsVMonAWS1
--aws-access-key-id ' '

--aws-secret-access-key ' —— I -S book

--identity-file book.pem --ssh-user ec2-user -r role[v-tomcat]"

al n B

See the list of available environment variables

Add build step ~

B -

9. Click on Save. Click on the Build Now link to execute the build job.
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10. Go to Console Output to check the progress:

@  DpiscoverTechno |log out

# Jenkins

Jenkins PetClinic-CloudProvisioning #6

# Back to Project
 Status Console Output

.~ Changes

Progress: m—

Started by user DiscoverTechno
Console Qutput Building on master in workspace /home/mitesh/.jenkins/workspace/PetClinic-CloudProvisioning
[PetClinic-CloudProvisioning] $ /bin/sh -xe /tmp/hudsond921223362161432991.sh

View as plain text + ssh -t -t root@192.168.8.103 'ifconfig; rvm use 2.1.8; knife ec2 server create -I ami-lecae776 -f

~, Edit Build Information t2.micro -N DevOpsVMonAWS --aws-access-key-id '\ : : : \ aws-secret-access-key
L 1'\'" -S book --identity-file book.pem --ssh-user ec2-user
& Previous Build -r role[v-tomcat]’
tcgetattr: Invalid argument
eths Link encap:Ethernet HWaddr 8@:0C:29:91:3F:2F

inet addr:192.168.0.163 Bcast:192.168.8.255 Mask:255.255.255.8
inet6 addr: fe80::28c:29ff:fedl:3F2f/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:1

RX packets:3379 errors:@ dropped:® overruns:@ frame:@8

TX packets:2378 errors:@ dropped:@ overruns:@ carrier:@
collisions:@ txqueuslen: 10060

RX bytes:981935 (958.9 KiB) TX bytes:271596 (265.2 KiB)

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.90.8

11. AWS instance creation has started:

Jenkins PetClinic-CloudProvisioning #6

inet addr:127.8.0.1 Mask:255.0.08.@

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNMNING MTU:65536 Metric:1

RX packets:69654 errors:@ dropped:@ overruns:@ frame:@

TX packets:69654 errors:® dropped:@ cverruns:® carrier:@
collisions:® txqueuelen:@

RX bytes:11966874 (11.4 MiB) TX bytes:11966874 (11.4 MiB)

[32mUsing fusr/local/rvm/gems/ruby-2.1.8[@m
[36mInstance ID[@Bm: i-875fafB8dc@edadbls
[36mFlavor[@m: t2.micro

[36mImage[@m: ami-lecae?76

[36mRegion[@m: us-east-1

[36mAvailability Zone[®m: us-east-1b
[36mSecurity Groups[@m: default
[36mTags[@m: Name: DevOpsVMonAWS

[36mSSH Key[8m: book

[35mWaiting for EC2 to create the instance[@m....

[36mPublic DNS Mame[@m: ec2-52-23-172-228.compute-1.amazonaws.com
[36mPublic IP Address[@m: 52.23.172.228

[36mPrivate DNS Name[@m: ip-172-31-56-252.ec2.internal
[36mPrivate IP Address[@m: 172.31.56.252

L &
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12. Verify it in the AWS management console:

EC2 Dashboard - ¢
Events \' 9
Tags Q (] 1to1 of1
Reports
Limits a Name - Instance ID & Type - Zone - State - Status Checks - Alarm Status Pub
— — @ DevOpsVMonAWS i-075fa68dcOe6asb14 t2.micro us-east-1b & running 8 Initializing None ‘4 ec2-
Instances
Spot Requests »
Reserved Instances -075fa68dc0e6aBh14 (DevOpsVMonAWS)  Public DNS: ec2-52-23-172-228 F 1 com _ N —N=]|
Scheduled Instances
Dedicated Hosts Description Status Checks Monitoring Tags
= Instance ID  [-075fa68dc0eGash14 Public DNS  ec2-52-23-172-228.compute-
1.amazonaws.com
Instance state  running Public IP 52.23.172.228
Instance type  t2.micro Elastic IPs
= Private DNS  ip-172-31-56-252 ec2.infernal Availability zone  us-east-1b
Volumes Private IPs~ 172.31.56.252 Security groups  default. view rules
Snapshots Secondary private IPs Scheduled events  No scheduled events
o R - VPCID  vpc-849eifed AMIID  amzn-ami-hvm-2015.03.0.x86_64- -

@ Feedback @ English Privacy Policy  Tems of Use

13. Before its execution can go further, check whether the AWS security group has an
entry for SSH access:

EC2 Dashboard Launch Instance Connect | Actions ¥ -2

Events 1 A

Tags Q [2] 1to3 of 3

Reports

Limits Name - Instance ID 4 Instance Type - Availability Zone - Instance State -~ Status Checks - Alarm Status Public
— [— DevOpsVMonAWS i-075fa68dcOe6aBb14 t2.micro us-east-1b @ terminated None ‘4

Instances @ DevOpsVMonAWS1 i-083fac10390922efd t2.micro us-east-1c & running @ 2/2 checks None ‘4 ec2-54

Spot Requests i-09alf3a8a1835e33d  12.micro us-gast-1c @ terminated None %

Reserved Instances

»
Scheduled Instances
Instance: | i-083fac10390922efd (DevOpsVMonAWS1) Public DNS: ec2-54-86-138-77.compute-1.amazonaws.com [— = =]

Dedicated Hosts

Status Checks

Monitoring

Tags

AMIs
Bundle Tasks

Volumes

Snapshots

Description

Instance ID

Instance state
Instance type

Private DNS

Private IPs
Secondary private IPs
VPCID

IRl  Security Groups associated with i-083fac10380922efd

running
2.micro
ip-172-31

172.31.10.162

Source
0.0.0.0/0

Protocol

tep

Security groups
Scheduled events

vpc-849e1fe3 AMI 1D

default
v

detault. view rules
No scheduled events
amzn-ami-hvm-2015.03.0.x86_64-
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14. Once SSH access is available, it will start Chef client installations:

[32mUsing fusr/local/rvm/gems/ruby-2.1.8[8m
[36mInstance ID[@m: i-224d3bf83022b8%e4
[36mFlavor[em: t2.micro

[36mImage[Bm: ami-lecae?76

[36mRegion[@m: us-east-1

[36mAvailability Zone[@m: us-east-1d
[36mSecurity Groups[@m: default
[36mTags[@m: Name: DevOpsVMonAWS

[36mSSH Key[@m: book

[35miWaiting for EC2 to create the instance[em.....

[36mPublic DNS MName[®m: ec2-52-23-215-193.compute-1.amazonaws.com
[36mPublic IP Address[@m: 52.23.215.193

[36mPrivate DNS MName[@m: ip-172-31-31-133.ec2.internal
[36mPrivate IP Address[em: 172.31.31.133

[3Smaiting for sshd access to become available[Bm...........oiuiiinininennnenn. done
Creating new client for DewOpsVMonAWS

Creating new node for DevOpsVMonAWS

Connecting to [1mec2-52-23-215-193.compute-1.amazonaws.com[em

[36mec2-52-23-215-193. compute-1.amazonaws.com[@m ----- » Installing Chef Omnibus (-v 12)

[36mec2-52-23-215-193. compute-1.amazonaws.com[@m downloading https://omnitruck-direct.chef.io/chef/install.sh

[36mec2-52-23-215-1293. compute-1.amazonaws.com[@m  to file /tmp/install.sh.2313/install.sh

[36mec2-52-23-215-193. compute-1.amazonaws.com[@m trying wget...

[36mec2-52-23-215-123. compute-1.amazonaws.com[@m el & x86_64
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15. In our case, it will start downloading the Chef client and installing it on the AWS
instance:

[36mec2-52-23-215-193.compute-1.amazonaws.com[@m Getting information for chef stable 12 for el...

[36mec2-52-23-215-193. compute-1.amazonaws.com[@m downloading https://omnitruck-direct.chef.io/stable/chef/metadata?
v=128p=el &pv=6&m=x86_64

[36mec2-52-23-215-193. compute-1.amazonaws.com[@m  to file /tmp/install.sh.2318/metadata.txt

[36mec2-52-23-215-193. compute-1.amazonaws.com[@m trying wget...

[36mec2-52-23-215-193. compute-1.amazonaws.com[@m shal  67b7el152fc8440ceb2a9f027e3b2edc93d3759db

[36mec2-52-23-215-193.compute-1.amazonaws.com[@m sha256
9c6455bd30568c639219485837bachd@7972c829f5cc3831fbadbecd15bed24ad

[36mec2-52-23-215-193. compute-1.amazonaws.com[@m url https://packages.chef.io/stable/el/6/chef-12.12.15-
1.216.x86_64.rpm

[36mec2-52-23-215-193.compute-1.amazonaws.com[@m version 12.12.15

[36mec2-52-23-215-193 . compute-1.amazonaws.com[@m downloaded metadata file looks valid...

[36mec2-52-23-215-1923. compute-1.amazonaws.com[@m downloading https://packages.chef.io/stable/el/6/chef-12.12.15-
1.216.x86_64.rpm

[36mec2-52-23-215-193. compute-1.amazonaws.com[@m  to file /tmp/install.sh.2318/chef-12.12.15-1.216.x86_64.rpm

[36mec2-52-23-215-193.compute-1.amazonaws.com[ém trying wget...

[36mec2-52-23-215-193. compute-1.amazonaws.com[@m Comparing checksum with sha256sum...

[36mec2-52-23-215-193. compute-1.amazonaws.com[@m Installing chef 12
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16. Verify the Chef installation process on the console:

[36mec2-52-23-215-193. compute-1.amazonaws.com[8m Installing chef 12
[36mec2-52-23-215-193. compute-1.amazonaws.com[8m installing with rpm...

[36mec2-52-23-215-193. compute-1.amazonaws.com[@m warning: /tmp/install.sh.2318/chef-12.12.15-1.216.x86_64.rpm: Header
V4 DSA/SHAL Signature, key ID 83ef826a: NOKEY

[36mec2-52-23-215-193. compute-1.amazonaws.com[@m Preparing...

(100%)# (100%)## (100%)##

(100%)#e#E (100%) it (100% )
(leek)#E##as (1oek) #HHrass (leok)#E#sasas

(188% ) #HaHasaEs (10ek) #Hasnatias (188% ) #H#HaaaHadT
(100%) ##FHEatass (100%) #H#rrEtaET (100%) ##HHtatataes
(1@0%) ###HFataiisss (100%) #HHEHF R (100% ) ##FHFata Tt
(1@0% ) #raarFnmtaaaaaags ( 100k ) FHrat o at s (1@e% ) #HFaass R
(1@8% ) A R A (100K ) st (108% ) #a s

(100K ) St (10O ) R R (100% ) s

(100K ) St (100% ) #Ht R (100% ) st

(100% ) SR (100%) HEHERRRHHEHERRH s

(100K ) AR A (100% ) HEHERRRHHEHE [100%]
[36mec2-52-23-215-193. compute-1.amazonaws.com[@m Updating / installing...

[36mec2-52-23-215-193. compute-1.amazonaws.com[8m l:chef-12.12.15-1.el6

[ 1%)# ( an)# [ 7%)#u#

( 10%)#eas ( 13%) s ( 16% )

( 19%)#aasnns ( 22%)#ssmmnes ( 25%)waasnssn

( 28% ) ( 31k sHERREEE ( 34% )T

( 37% ) ( A0k RN ( 43% )R

( 46% )R ( 49k FHHERERIHHE R ( S1%) R
( SA%) R (575 iHHEERHIHHEHRR ( 60% )RR
( 63%) ( 66%) ( 69%)

( 72%) ( 75%) ( 78%)

( 81%) ( 84%) ( 87%)

( 90%) ##sHt A R A ([ O3%) SRR R (

O6%) HHEHHHHHHARRN AR (00N R [100%]

17. Once the Chef client is installed on the AWS instance, it will start its first Chef
client execution.
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18. Observe the run list and synchronizing cookbooks. It will converge and start
installing packages:

[36mec2-52-23-215-193

[36mec2-52-23-215-193

[36mec2-52-23-215-193

already exists!

[36mec2-52-23-215-193.

[36mec2-52-23-215-193.

[36mec2-52-23-215-193.

[36mec2-52-23-215-193.

[36mec2-52-23-215-193.

[36mec2-52-23-215-193.

[36mec2-52-23-215-193,

[36mec2-52-23-215-193.

compute-1.

compute-1.

. compute-1.

compute-1.

compute-1.

compute-1.

compute-1.

. compute-1.

compute-1.

. compute-1.

compute-1.

[36mec2-52-23-215-193. compute-1.amazonaws.

amazonaws

amazonaws.

amazonaws

amazonaws.

amazonaws.

amazonaws.

amazonaws.

amazonaws

amazonaws.

amazonaws

amazonaws.

[36mec2-52-23-215-193. compute-1.amazonaws.
Cannot create deprecation class

com[em

.com[ém

com[em

.com[@m

com[em

com[ @m

com[em

com[em

.com[@m

com[ @m

.com[@m

com[em

com[em

[36mec2-52-23-215-193. compute-1.amazonaws.com[&m
Deprecation class overwrites Custom resource apt_repository from cookbook apt

[36mec2-52-23-215-193. compute-1.amazonaws.com[&m

[36mec2-52-23-215-193. compute-1.amazonaws.com[&m

[36mec2-52-23-215-193. compute-1.amazonaws.com[&m

Thank you for installing Chef!

Starting the first Chef Client run...

Starting Chef Client, wversion 12.12.15

resolving cookbooks for run list: ["tomcat"]

Synchronizing Cookbooks

- tomcat (©.17.@)

- java (1.39.8)

- apt (3.9.9)

- chef-sugar (3.32.8)

- openssl (4.4.8)

Installing Cookbook Gems

Compiling Cookbooks...

[2016-87-28T728:42:33+080:808] WARN: Chef::Provider::AptRepository
for LWRP provider apt_repository from cookbook apt

[2016-87-28T7268:42:33+080:80] WARN: AptRepository already exists!

Converging 2 resources

Recipe: tomcat::default

* yum_package[tomcat6] action install
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19. Verify the package installations:

[36mec2-52-23-215-193

[36mec2-52-23-215-193
webapps

[36mec2-52-23-215-193

[36mec2-52-23-215-193
7eb378

133.ec2.internal

[36mec2-52-23-215-193.

[36mec2-52-23-215-1093,

[36mec2-52-23-215-193.

[36mec2-52-23-215-193.

[36mec2-52-23-215-193.
[36mec2-52-23-215-1093,

[36mec2-52-23-215-193.

[36mec2-52-23-215-193.

[36mec2-52-23-215-193.
B7-28 20:43:24,765025585 +0008

[36mec2-52-23-215-1093.

[36mec2-52-23-215-193.

[36mec2-52-23-215-193.

.compute-1.

compute-1.

compute-1.

compute-1.

.compute-1,

compute-1.

.compute-1.

compute-1.

compute-1.

compute-1.

.compute-1,

compute-1.

compute-1.

compute-1.

compute-1.

compute-1.

amaZonaws

amaZonaws

amaZonaws.

amaZonaws

amazonaws

amaZonaws.

amaZonaws

amazonaws.

amaZonaws

amaZonaws.

amazonaws

amaZonaws

amaZonaws

amaZonaws.

amaZonaws

amaZonaws.

.com[8m

com[@m

.com[ém

.com[8m

com[@m

.com[@ém

com[8m

.com[em

com[em

.com[8m

.com[ém

.com[ém

com[©m

.com[ém

com[@m

*

=

=

*

=

.com[@m Recipe: tomcat::default

yum_package[tomcat6] action install

- install version 6.@.45-1.5.amznl of package tomcaté

yum_package[tomcat6-admin-webapps] action install

- install version 6.8.45-1.5.amznl of package tomcatt-admin-

tomcat_instance[base] action configure (up to date)
directory[/usr/share/tomcaté/1lib/endorsed] action create
- create new directory /usr/share/tomcaté6/lib/endorsed

- change mode from '' to '@755°

template[/etc/sysconfig/tomcat6] action create

- update content in file /etc/sysconfig/tomcaté from 32bbal to

--- Jetc/sysconfig/tomcat6 2016-87-18 23:03:43.000000000 +0000

+++ [etc/sysconfig/.chef-tomcat6281608728-2391-pszhdy 2016-

@@ -1,3 +1,9 @@

+H#

+# Dynamically generated by Chef on ip-172-31-31-
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20. It will also display conf . xml, where port-related details can be verified based on
the configuration:

[36mec2-52-23-215-193
[36mec2-52-23-215-193
[36mec2-52-23-215-193
[36mec2-52-23-215-193
[36mec2-52-23-215-193
[26mec2-52-23-215-193
[36mec2-52-23-215-193
[36mec2-52-23-215-193
[36mec2-52-23-215-193
[36mec2-52-23-215-183
[36mec2-52-23-215-193

[36mec2-52-23-215-193
APR, the

[36mec2-52-23-215-193
APR, the

[36mec2-52-23-215-193
configuration

[36mec2-52-23-215-193

.compute-1.

.compute-1.

.compute-1.

.compute-1.

.compute-1.

.compute-1.

.compute-1.

.compute-1.

.compute-1.

.compute-1.

.compute-1.

.compute-1.

.compute-1.

.compute-1.

.compute-1.

amaZonaws.

amazonaws.

amaZonaws.

amazanaws

amazonaws

amaZonaws

amaionaws

amaZonaws.

amazZonaws.

amaZonaws.

amazanaws.

amazonaws

amazonaws.

amazonaws

amazonaws.

com[@m
com[ @m

com[ @m

.com[em
.com[@m
.com[@m

.com[8m

com[@m
com[ @m
com[@m

com[@m

.com[@m

com[ @m

.com[@m

com[@m

<!-- A "Connector"” using the shared thread pool--»

<l--

<Connector executor="tomcatThreadPool"”

-

-

port="8888" protocol="HTTP/1.1"
connectionTimeout="20808"
port="8088" protocol="HTTP/1.1"
connectionTimeout="28868"

redirectPort="8443" /»

<!-- Define a 55L HTTP/1.1 Connector on port 8443

This connector uses the JSSE configuration, when using

This connector uses the JSSE configuration, when using

connector should be using the OpenSsL style

described in the APR documentation --»
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21. Once the package installation is finished, it will start service management:

[36mec2-52-23-215-193

[36mec2-52-23-215-193

:nothing)

[36mec2-52-23-215-193

[36mec2-52-23-215-193

[36mec2-52-23-215-193.

[36mec2-52-23-215-193.

[36mec2-52-23-215-193.

[36mec2-52-23-215-193.

[36mec2-52-23-215-193.

[36mec2-52-23-215-193.

[36mec2-52-23-215-193.

[36mec2-52-23-215-193.

[36mec2-52-23-215-193.

[36mec2-52-23-215-193.

[36mec2-52-23-215-193.

[36mec2-52-23-215-193.

compute-1.

compute-1.

compute-1.

.compute-1.

compute-1.

compute-1.

compute-1.

.compute-1.

compute-1.

compute-1.

compute-1.

.compute-1.

campute-1.

compute-1.

compute-1.

.compute-1.

amazZonaws.

amazonaws

amazZonaws

amazZonaws

amazonaws

daMaZonaws

amazZonaws

amazonaws

daMaZonaws

daMaZonaws

amazZonaws

amazonaws

aMaZonaws

amazZonaws

amazonaws

amazonaws

com[@m  * service[tomcats] action start

.com[em - start service service[tomcate]

.com[8m  * execute[wait for tomcaté] action run

.com[em - execute sleep 5

.com[@m  * service[tomcate] action enable

. com[ 8m - enable service service[tomcat6]

.com[@m  * execute[wait for tomcaté] action run

.com[em - execute sleep 5

.com[@m  * execute[wait for tomcaté] action nothing

.com[@m  * service[tomcate] action restart

.com[em - restart service service[tomcat6]

.com[@m  * execute[wait for tomcaté] action run

.com[em - execute sleep 5

.com[8m

.com[@m Running handlers:

.com[@m Running handlers complete
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22. Now, the Chef client execution has finished, and it will display related
information for the AWS instance we created:

[36mec2-52-23-215-193. compute-1.amazonaws. com[&m

[36mec2-52-23-215-193. compute-1l.amazonaws.com[@m Chef Client finished, 13/15 resources
seconds

[36mInstance ID[@m: i-@24d3bf83822b89%ed
[36mFlavor[@m: tZ.micro

[26mImage[om: ami-lecae776

[36mRegion[@m: us-east-1

[26mAvailability Zone[@m: us-east-1d
[36mSecurity Groups[@m: default

[36mSecurity Group Ids[em: default
[26mTags[8m: MName: DevOpsVMonlWS

[36mSSH Key[@m: book

[36mRoot Device Type[@m: ebs

[36mRoot Volume ID[Bm: vol-BPaze3951d7=d88bb
[36mRoot Device Mame[@m: /dev/xvda

[26mRoot Device Delete on Terminate[@m: true

3tmBlock devices[8m

3gmvVolume ID[@m: vol-@8aae3951d7edB88bb

[

(

[36mDevice Mame[@m: /dev/xvda

(

[36mDelete on Terminate[@m: true

[
[36mPublic DNS MName[8m: ec2-52-23-215-193.compute-1.amazonaws.com
[36mPublic IP Address[em: 52.23.215.193

[26mPrivate DNS Mame[@m: ip-172-31-31-133.ec2.internal
[36mPrivate IP Address[@m: 172.31.31.133

[2emEnvironment[@m: _default

[36mRun List[@m: role[v-tomcat]

Connection to 192.168.8.183 closed.

Finished: SUCCESS
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23. Check the AWS management console for the successful status.

24. We have used a different agent node for some build jobs. To keep it ready, make
it active:

C:\Users\Mitesh\Downloads>java —-jar slave.jar -jnlpUrl

http://192.168.1.35:8080/computer/TestServer/slave—agent.jnlp —-secret
65464e02c58c850192883£7848ad2758408220bed2£3af715c01¢c9b01cb72£9b

java -jar slave.jar -jnlpUrl http 92.168.1
jnlp -secret 64 58c85b1 848ad275

y.Main createEngine

y.Main¢Cuilistener <init>

ent is runnin
i atus
2.168.1.35:860

status

g.jnlp.Main$Cuilistener status

n.remoting.jnlp.Main$Cuilistener status

nnect
n.remoting. jnlp.Main$Cuilistener status

nandshak Unkn ocol:Pro 0l:JNLP3-connect
n.remoting.jnlp. status

7
n.remoting. jnlp.Main$Cuilistener
ect

n.remoting. jnlp.Main$Cuilistener
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25. Go to the Jenkins dashboard, and click on Manage Jenkins. Navigate to Manage
Nodes and verify the status of both the master and agent:

S Name | Architecture Clock Difference  Free Disk Space Free Swap Space Free Temp Space Response Time
] Linux e
= master (amd64) In sync 7.88 GB 166 GB 7.88 GB Oms . %4
B e VNdows St In sync 31.88 GB 247GB 120.38 GB s087ms 4%
3 (amd64) a5t
Data obtained 58 sec 58 sec 1 min 0 sec 58 sec 58 sec 1 min 0 sec

26. Verify hosted Chef for registered nodes:

HCHEF

Administration

Reports

> Nodes Showing All Nodes

Node Name Platform

Delete

Manage Tags DevOpsVMonAz. cenios
Reset Key
Edit Run List

Edit Attributes

tomcatserver centos

Node: tomcatserver

Details. Attributes

Last Check In: 3 Months Ago
2016-05-13 09:46:41

Policy

FQDN IP Address Uptime
dtserver01 dtech 100.73.162.64 2 hours
localhost 192168 1.37 8 hours
Y S
Permissions

Uptime: 8 Hours

Since 2016-07-28 11:48:10 Envirenment:

Platforms:
FQDN
IP Address

Last Check-In Environment

3 months ago _default

3 months ago _default

_default v

centos
lecalhost
192.168.1.37

Actions

v

Now, we have all the resources ready to configure the build pipeline.
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Configuring the build pipeline for build job
orchestration

Now, it is time to integrate all the work in a way that continuous integration, cloud
provisioning, configuration management, and continuous delivery is orchestrated in a
sequence:

1. In the Jenkins dashboard, go to PetClinic-Build-Pipeline-View:

Name PetClinic-Build-Pipeline-View
Description
[Plain text] Preview
Filter build queue
Filter build executors

Build Pipeline View Title First Pet-Glinic Build Pipeline

Layout

£ -

Based on upstream/downstream relationship 'I
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2. Click on Configure to view settings or modify them:

Layout

Build Pipeline View Title

Select Inifal Job - paiciinic.Comple jn
No Of Displayed Builds 2 -l@®
Restrict triggers to most recent successful builds © Yes @ Ng (2]

Always allow manual trigger on pipeline steps @® Yes O No

Show pipeline project headers @ Yes O No ®
Show pipeline parameters in project headers @ Yes O No @
Show pipeline parameters in revision box ® Yes O No ®
Refresh frequency (in seconds) 3 2]
URL for custom CSS files

Console Qutput Link Style Lighibox j

First Pet-Clinic Build Pipeline

Based on upstream/downstream relationship j

This layout mode derives the pipeline structure based on the
upstream/downstream trigger relationship between jobs.

Apply

3. Once we click on OK, changes are saved and we see the configuration, as shown
in the following screenshot. It is the output of the upstream and downstream job
configuration:

PetClinic-Build-Pipeline-View

PetClinic-Compile

Health:
Build No.: #36

ENABLE AUTO REFRESH

Build Pipeline: First Pet-Clinic Build Pipeline
[ = s &= @ z

Run History Configure  Add Step Delete Manage
PeiClinic-Test PeiClinic-CloudProvisioning PetClinic-Deploy
ip | Healtn: §p  Heatn: o' p | Heatn: ja=1
Build No.: #55 Build No.: #13 Build No.: #79

AWSDNS: ec2-54-88-75-59.compute-1.amazonaws.com
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To create complete build pipeline mentioned in previous screenshot, we need to configure
post build actions of each build job that we want to execute in specific sequence. We have
different build job for continuous integration, configuration management and continuous
delivery so we will configure them as upstream and downstream jobs to make pipeline.
Let's look at each build job configuration step by step:

1. Click on PetClinic-Compile | Configure. Go to Post-build Actions. In the Build
other project section, we have configured the build to be executed after
PetClinic-Compile has been completed successfully:

PetClinic-Build-Pipeline-View PetClinic-Compile

Post-build Actions

Post-build Actions

Publish combined analysis results (2]
Checkstyle warnings
FindBugs warnings
Advanced...
Build other projects ©

Projecis to build | PetClinic-Test
@ Trigger only if build is stable
O Trigger even if the build is unstable

= Trianer even if the build fails

“ ‘ i ‘
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2. Save it and verify Downstream Projects on the Jenkins dashboard:

p .
@ Jenkllls arch @  DiscoverTechno | log out
Jenkins PetClinic-Build-Pipeline-View PetClinic-Compile ENABLE AUTO REFRESH
# Back to Dashboard . .. -
Project PetClinic-Compile
Status
[#add description
= Changes
Workspace
= o Static Analysis Trend
f2) Build Now i ‘ Workspace
(Y Delete Project
00080000
M. Configure —#” Recent Changes £
[ 30
b Move
Analysis results
(@) GitHup
Downstream Projects
bl bl bl # A bl
Build History trend = @ PetClinic-Test i #* i * #* "
Enlarge Configure
find | Permalinks
O #36 Jul 30, 2016 12:43 PM * Lasi build (#36), 5 days 8 hrago
» Last stable build (#36), 5 days 8 hr ago
O #35 Jul 30, 2016 12:35 PM » Last successful build (#36), 5 days 8 hr ago

3. Click on PetClinic-Test | Configure. Go to Post-build Actions. In Build other
projects, we have configured the build to be executed after PetClinic-Test has
been completed successfully.

4. Configure the archive artifacts so we can copy it for deployment:

Jenkins PetClinic-Test »

Post-build Actions
Post-build Actions

Archive the artifacts n (7]

®

Files to archive  target/™.war L)
Advanced...

Build other projects (2]
Projects to build = PetClinic-CloudProvisioning

® Trigger only if build is stable
Trigger even if the build is unstable

Trigger even if the build fails

Add post-build action +

n‘ fee ‘
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5. Verify Upstream and Downstream projects for the PetClinic-Test build job in the
Jenkins dashboard:

@ DiscoverTechno log out

Jenkins PetClinic-Build-Pipeline-View PetClinic-Test ENABLE AUTO REFRESH

# Back to Dashboard

Project PetClinic-Test

_ Status
[#add description

- Changes
Disable Project
W Workspace

& ) Build N | ‘
‘7-) . o iz Workspace

(Y Delete Project
™=, Last Successiul Artifacts

.+ Configure ) [ spring-petclinic-4.2 .5-SNAPSHOT.war
[7] aitHub Hook Log sadssacn,

—#*" Recent Changes
(S

4. Move

() aithiue Upstream Projects

@ PetClinic-Compile
Build History trend =

Downstream Projects

@ PeiClinic-CloudProvisioning
@ #55  Jul 30,2016 12:44 PM

6. Execute the build independently to check whether the artifact or WAR file is

archived:
Jenkins PetClinic-Test + #48
INFO]
INFQO] --- maven-war-plugin:2.3:war (default-war) @ spring-petclinic ---

[

[

[INFO] Packaging webapp

[INFO] Assembling webapp [spring-petclinic] in [d:\jenkins\workspace\PetClinic-Test\target\spring-petclinic-4.2.5-
SNAPSHOT]

INFO] Processing war project

INFO] Copying webapp resources [d:\jenkins\workspace\PetClinic-Test\src\main\webapp]

INFO] Webapp assembled in [3120 msecs]

INFO] Building war: d:\jenkins\workspace\PetClinic-Test\target\spring-petclinic-4.2.5-SNAPSHOT.war
1

INFO] BUILD SUCCESS

INFOT == === = o oo o o o oo f o

INFO] Total time: 42.817 s

INFO] Finished at: 2016-07-38T12:08:44+05:30

INFO] Final Memory: 29M/263M

[INFO] === === mmmm e o e e e e e e e e e e e e e e e

Archiving artifacts

[
[
[
[
[
[
[
[
[
[

Warning: you have no plugins providing access control for builds, so falling back to legacy behavior of permitting
any downstream builds to be triggered

Triggering a new build of PetClinic-CloudProvisioning

Finished: SUCCESS

Page generated: Jul 29, 2016 11:39:55 PMPDT REST APl Jenkins ver 271
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7. Verify the archived artifact in the Jenkins home directory:

=

B target - File Browser
File Edit View Go Bookmarks Tabs Help

4EBack v Eprorward v 4 O & B EH | 24

[ PetClinic-Test Hbuilds l[ archive“ta“et @ 100% @,

Placesv X

(& mitesh

[& Desktop

L File System
Network

& Trash

(@] Documents i
(& Music

& Pictures

[El videos

[ Downloads

spring-petclinic-4.2.
5-SNAPSHOT.war

1 item, Free space: 7.8 GB

8. At this stage, the build pipeline will look like this:

Jenkins v »

Pipeline #31

Pipeline #30

PetClinic-Build-Pipeline-View

ENABLE AUTO REFRESH

Build Pipeline: First Pet-Clinic Build Pipeline

R =

Run History

S = Q9 4

Configure  Add Step Delete Manage

PetClinic-Compile PetClinic-Test

#31 PetClinic-Compile PetClinic-Test
=] [ =]

-4 )

#30 PetClinic-Compile

PetClinic-Test
=

e

[371]

PetClinic-CloudProvisioning

PetClinic-CloudProvisioning
=]

©

PetClinic-CloudProvisioning
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Orchestrating Application Deployment

9. Click on PetClinic-CloudProvisioning | Configure. Go to Post-build Actions. In
the Build other projects section, we have the configured the build to be executed
after PetClinic-CloudProvisioning has been completed successfully:

PetClinic-Build-Pipeline-View PetClinic-CloudProvisioning

Post-build Actions

Post-build Actions

Build other projects (manual step)

Downstream Project Names  PetClinic-Deploy

Add Parameters -

Add post-build action ~

“ ‘ APPIY ‘

Page generated: Aug 4, 2016 10:10:21 PM PDT
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10. Verify Upstream and Downstream projects for the PetClinic-CloudProvisioning
build job in the Jenkins dashboard:

Jenkins PetClinic-Build-Pipeline-View PetClinic-CloudProvisioning

# Back to Dashboard

Project PetClinic-CloudProvisioning

|, Status
~ Changes
Ly Workspace
& ) Build N i {
‘i) < o Workspace
(0 Delete Project
v
M. Configure " Recent Changes
=
4. Move

Upstream Projects

&% Build History trend = @ PetClinic-Test

nd ] Downstream Projects

@ #13  Jul30,2016 12:45PM @ PefClinic-Deploy
#12 Jul30, 2016 12:37 PM Permalinks

11. Click on PetClinic-Deploy | Configure. Our WAR file was ready in the
PetClinic-Test build job, so let's copy it to a common location and configure it as
a build step:

PetClinic-Build-Pipeline-View PetClinic-Deploy
Build
Build

Copy artifacts from another project

Project name PetClinic-Test
Which build Latest successful build

Stable build only

Avrtifacts to copy **/target/spring-peiclinic-4.2.5-SNAPSHOT.war
Artifacts not to copy

Target directory /home/mitesh/

Parameter filters

m | Apely |

latten directories [ Optional Fingerprint Artifacts
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12. Configure the build step to copy the artifact and verify it by executing the build
independently:

Jenkins PetClinic-Deploy #38

& Back to Project

, Status gj Console Output

# Changes
Started by user DiscoverTechno
Console Output Building on master in workspace /home/mitesh/.jenkins/workspace/PetClinic-Deploy
Copied 1 artifact from "PetClinic-Test" build number 48

View as plain text Finished: SUCCESS

-~ Edit Build Information
(9 Delete Build
4= See Fingerprints

¢a Previous Build

Page generated: Jul 29, 2016 11:41:44 PMPDT RESTAPI Jenkins ver 2.7.1

13. Once the artifact copy operation is verified, configure the build job so we can
deploy it as a manual operation. We will create a job with the String Parameter of
a newly created instance's domain name or IP address:

PetClinic-Deploy

General

¥/ This project is parameterized

String Parameter

Name AWSDNS @
Default Value  ec2-54-88-75-59.compute-1.amazonaws.com ®
Description (?)]

[Plain text] Preview

Add Parameter «

Throttle builds

m Aeey [necessery
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14. Go to the PetClinic-CloudProvisioning build job and check whether we have
added Build other projects (manual step) for the PetClinic-Deploy build job:

PetClinic-CloudProvisioning

Build

Build

Git Publisher

Deploy an application to AWS CodeDeploy

SeonarQube analysis with Maven

Build other projects (manual step)

Deploy war/ear to a container

E-mail Netification

Editable Email Notification ament variables
Send build artifacts over FTP

Set build status on GitHub commit

Trigger parameterized build on other projects

| Delete workspace when build is dene

| -

Add post-build action *
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15. Once you've verified this, let's move to executing the build pipeline:

PetClinic-CloudProvisioning
General Source Code Management

Add build step ~
Post-build Actions

Build other projects (manual step)

Add Parameters ~

Add post-build action ~

E ‘ Apply ‘

Build Triggers Build Environment Build Post-build Actions

Downstream Project Names  PetClinic-Deploy

16. Once our artifact is ready to deploy, we need to perform following steps:

SSH to AWS Instance

* Provides rights to ec2-user
¢ Access rights to

/var/lib/tomcat6/webapps
¢ Stop the Tomcat for smooth
deployment

Copy WAR file into
destination webapps
folder of Cloud
resource’s tomcat
directory

Restart the tomcat

instance and Verify
Application
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Let's configure the build job to execute deployment of WAR file in AWS instance by

executing following command:

ssh -i /home/mitesh/book.pem -o StrictHostKeyChecking=no -t -t ec2-
user@ec2-52-90-116-36.compute—-1.amazonaws.com "sudo usermod -a -G tomcat
ec2-user; sudo chmod -R g+w /var/lib/tomcat6/webapps; sudo service tomcat6

stop; "
scp -i /home/mitesh/book.pem /home/mitesh/target/*.war ec2-

user@ec2-52-90-116-36.compute-1.amazonaws.com: /var/lib/tomcat 6/webapps

ssh -i /home/mitesh/book.pem -o StrictHostKeyChecking=no -t -t ec2-

user@ec2-52-90-116-36.compute—-1.amazonaws.com "sudo service tomcat6é start"

PetClinic-Build-Pipeline-View PetClinic-Deploy

Build
Copy artifacts from another project
Project name PetClinic-Test
Which build Latest successful build

Stable build only

Artifacts o copy **itarget/spring-petclinic-4.2.5-SNAPSHOT war
Artifacts not to copy

Target directory /home/mitesh/

Parameter filters

[ Flatten directories  [] Optional Fingerprint Artifacts

Execute shell

Command ssh -1 /home/mltesh/book pem -0 StrictHostKeyChecking=no -t -t ec2-user@$AWSDNS /
"sudo usermod

Advanced...

-a - mcat ec2-user; sudo chmod -R g+w /var/lib/tomcat6/webapps; sudo service tomcaté stop;"
sC -1 /home/mltesh/book pem /home/mltesh/target/" war ec2-user@$AWSDNS:/var/lib/tomcat6/webapps
55 -1 /home/mitesh/book.pem -o StrictHostKeyChecking=no -t -t ec2-user@$AWSDNS "sudo service tomcat6é start"

I1>]

“‘ Apply | available environment variables

)

[377]




Orchestrating Application Deployment

1. Save the build job configuration. Verify the Upstream Projects:

p .
@ Jenk]lls DiscoverTechno ~ | log out
Jenkins PeiClinic-Build-Pipeline-View PetClinic-Deploy ENABLE AUTO REFRESH
# Back to Dashboard . ..
Project PetClinic-Deploy
Status
(%add description
= Changes
W Workspace
"i) Build with Parameters i Workepace
() Delete Project
080000
% Configure & Recent Changes
(|
. Move
Upstream Projects
(@) aitHup
@ PeiClinic-CloudProvisioning
§# Build History trend = Permalinks
tind ] « Last build (#79), 5 days 9 hrago
* Last stable build (#79), 5 days 9 hr ago
@ #79 Jul 30, 2016 1:11 PM  Last successful build (#79), 5 days 9 hr ago

2. It says PetClinic-CloudProvisioning, so once instance provisioning in the cloud
is completed, the deployment process will start:

PetClinic-Build-Pipeline-View PetClinic-CloudProvisioning

Post-build Actions

Post-build Actions

Build other projects (manual step)

Downstream Project Names = PeiClinic-Deploy

Add Parameters -

Add post-build action -

m ‘ APpIY ‘

Page generated: Aug 4, 2016 10:10:21 PM PDT

3. Make sure to configure Downstream Projects in the PetClinic-
CloudProvisioning build job.
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4. The key downloaded from AWS must have proper permissions. If it doesn't, the
shell command gives an error saying the permissions for the key are too open:

Progress: m—

Console Output

Started by user DiscoverTechno

Building on master in workspace /home/mitesh/.jenkins/workspace/PetClinic-Deploy

Copied 1 artifact from "PetClinic-Test" build number 48

[PetClinic-Deploy] $ /bin/sh -xe /[tmp/hudson573163956929132324.sh

+ ssh -o StrictHostKeyChecking=no -t -t ec2-user®52.90.116.36 -i /home/mitesh/book.pem ifconfig
Warning: Permanently added '52.9@.116.36' (RSA) to the list of known hosts.

@ WARNING: UNPROTECTED PRIVATE KEY FILE! @

306083 06666006

Permissions @664 for '/home/mltesh/book pem' are too open.

It is required that your private key files are MOT accessible by others.
This private key will be ignored.

bad permissions: ignore key: /home/mitesh/book.pem

Permission denied (publickey).

Build step 'Execute shell' marked build as failure

Finished: FAILURE

5. To fix it, use chmod 600 to change the permission for the given file, and execute
the command.

6. Once all build jobs have been verified as running individually, run the build

pipeline:
] -
& Jenkins Qscarch @  DiscoverTechno | log out
Jenkins  »  PetClinic-Build-Pipeline-View  » EMABLE AUTO REFRESH

Build Pipeline: First Pet-Clinic Build Pipeline
L =2 £ = O ¥

Run History ~ Configure  AddStep  Delete  Manage

PetClinic-Compile PetClinic-Test PetClinic-CloudProvisioning PetClinic-Deploy

» »

Pipeline #36 #36 PetClinic-Compile #55 PetClinic-Test #13 PetClinic-CloudProvisioning PetClinic-Deploy
= B B

=
= = = LS

Pipeline #35 #35 PetClinic-Compile #54 PetClinic-Test #12 PetClinic-CloudProvisioning PetClinic-Deploy
B =

=
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7. Once all three build jobs have been executed successfully, we need to manually
execute the last build job for deployment:

#79 PetClinic-Deploy

This job has parameters

8. Wait for the build job's result:

@ J El’lkills Q) search @  DiscoverTechno | log out

Jenkins »+  PetClinic-Build-Pipeline-View  » ENABLE AUTO REFRESH

Build Pipeline: First Pet-Clinic Build Pipeline
L = £ = 0 ¥

Run History ~ Configure AddStep  Delefe  Manage
‘ PetClinic-Compile | ‘ PetClinic-Test | ‘ PetClinic-CloudProvisioning | | PetClinic-Deploy |

36 PetClinic-Compile 55 PetClinic Test 13 PetClinic-CloudProvisioning
B =) =) B

= L4 = <

RIS | [aeBlREE e #54 PetClinic-Test #12 PetClinic-CloudProvisioning
B = = =

e © £ <
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9. Once the application deployment is successful, we have all the successful build
jobs in the build pipeline:

@ Jenkins

PetClinic-Build-Pipeline-View

@  DiscoverTechno | log out

ENABLE AUTD REFRESH

Jenkins

Build Pipeline: First Pet-Clinic Build Pipeline

L = =z & O s

Run History ~ Configure  Add Step  Delete  Manage
PetClinic-Compile PetClinic-Test PetClinic-CloudProvisioning PetClinic-Deploy
Build No.: #35 Buid No.: #55 Bui No.: #13 Buid No.: 79

AWSDNS: ec2-54-88-75-59.compute-1.amazonaws.com

Pipeline #36 #36 PetClinic-Compile #55 PetClinic-Test #13 PetClinic-CloudProvisioning

#79 PetClinic-Deploy

Pipeline #35 #35 PetClinic-Compile #54 PetClinic-Test #12 PetClinic-CloudProvisioning PetClinic-Deploy
[ u130, 2016 12:37:03 PM
424 1 min 6 sec
-

in hosted Chef.

Check whether the application is running properly and whether it is configured

To deploy the PetClinic Spring application in Amazon Elastic Beanstalk (PaaS), we need the

following flow:

Create Environment in
Amazon Elastic
Beanstalk manually or
with script

Build Job 1:
Continuous
Integration

* AWS SDK or other options
can be used

¢ Code Chekout

* Compile

¢ Junit Test Case Execution
* Code Ananlysis (Optional)

¢ Configure AWS Elastic
Beanstalk Plugin details to
Deploy WAR file

Build Job 2:
Continuous Delivery &
Continuous
Deployment
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To deploy the PetClinic Spring application in Microsoft Azure web apps (PaaS), we need
the following flow:

Build Job 2: Continuous

Build Job 1: Create Build Job 2: Continuous . .
. Delivery & Continuous
Azure Web App Integration
Deployment

e Manually e Code Chekout e Use FTP plugins to deploy
* Azure Powershell » Compile WAR file into Azure Web

Commands * Junit Test Case Execution Apps
* Note FTP URL and Set e Code Ananlysis (Optional)

Deployment Credentials « WAR file

In Microsoft Azure's case, there is an alternative as well. We can use Visual Studio Team

Server and TFS online for continuous integration, continuous delivery, and continuous
deployment:

Release
5

Azure Web Apps
Deployment Tasks

Azure Web Apps with Deployment Slots

—

Dev Slot TestSlot UAT Slot Staging Production
Slot
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To deploy the PetClinic Spring application in a Docker container, we need the following
flow:

Build Job 3: Continuous
Delivery & Continuous
Deployment

Build Job 1: Continuous
Integration

Build Job 2: Create
Docker Container

¢ Code Chekout ¢ Create Docker Container e Use Manager App

* Compile from Community Tomcat credential and Jenkins

* Junit Test Case Execution Image Deploy Plugin for

« Code Ananlysis (Optional)  * Add tomcat-users.xml for Deployment in Docker
. Manager A Container

* WAR file gerAep

In the next section, we will see how to use the pipeline feature of Jenkins 2.0 in brief.

Executing the pipeline for application
deployment automation

The pipeline feature in Jenkins 2.0 also provides features to orchestrate end-to-end
automation for application deployment.

To give you an overview, here's a script that achieves checkout, continuous integration,
cloud provisioning, and configuration management:

node ( 'Master') {
// Mark the code checkout 'stage'
stage 'Checkout'

// Get code for PetClinic Application from a GitHub repository
git url: 'https://github.com/mitesh51/spring-petclinic.git'

// Get the maven tool.

// This ' Maven3.3.1' maven tool must be configuredin the global
configuration.

def mvnHome = tool 'Maven3.3.1'

// Mark the code Compile'stage'....
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stage 'Compile'’
// Run the maven build
sh "${mvnHome}/bin/mvn clean compile"

// Mark the code for Unit test execution and package 'stage'....
stage 'Testé&Package'’
sh "${mvnHome}/bin/mvn clean package"

// Mark the code Cloud provisioning 'stage' where instance is allocated
in Amazon EC2
// Once Instance is available, Chef will be used for Configuration
Management
// knife ec2 plugin will be used for instance provisioning in the AWS cloud

stage 'Cloud Provisioning'

sh "ssh -t -t root@192.168.1.39 'ifconfig; rvm use 2.1.0; knife ec2
server create -I ami-lecae776 —-f t2.micro -N DevOpsVMonAWS9 —-—aws—access-
key—-id XXXXXXXXXXXXXXXXXXX —-—aws—secret-access-key
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX —-S book —--identity-file book.pem —-ssh-
user ec2-user -r role[v-tomcat]'"

}

1. Create a new item in the Jenkins dashboard, and select Pipeline:

@ DiscoverTechno | log out

Jenkins Al

Enter an item name

Petclinic-Final-Pipeline

» Required field

Freestyle project

I

This is the central feature of Jenkins. Jenkins will build your project, combining any SCM with any build system,
and this can be even used for something other than software build

Pipeline
J'uj Orchestrates long-running activities that can span multiple build slaves. Suitable for building pipelines (formerly
known as workflows) and/or organizing complex activities that do not easily fit in free-style job type

project
n naven project. Jenkins takes advantage of your POM files and drastically reduces the configuration.
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2. In the Pipeline section, write the previous script, and make necessary changes:

Petclinic-Final-Pipeline
Pipeline
Pipeline
Definition Pipeline script v
Script Ji' node( 'Master') { ‘:@\'

3 stage 'Checkout’

4

5

6 git url: "https://github.com/mitesh51/spring-petcli

7

8

9
10
11 def mvnHome = tool 'Maven3.3.1
12
13
14 stage 'Compile’
15
16 sh "${mvnHome}/bin/mvn clean compile” A
17 3
Use Groovy Sandbox ®

Pineline DSL Reference ©
Apply
< here for the reference in a new window.

3. Once the script is modified and saved in the build job, click on the Build Now
link and verify the execution:

R @  oiscoverechno [10gout

Jenkins  » Petclinic-Final-Pipeline ENABLE AUTO REFRESH
& Back to Dashboard . - - - - -
Pipeline Petclinic-Final-Pipeline

. Status

N Zadd description
~ Changes a

UGG
QL) Build Now "’ Recent Changes
[ S—

 Delete Pipeline

I ) .

Configure Stage View
. Move
Checkout Compil Test&Pack Cloud
L Full Stage View eckout ompile es ackage Prnvisiuning
} . 25 8s 39s 3min 38s
Build History trend = - —
Aug 06 - f
@3 Augh 2016 10:14A s s 3min 38s
#2 A Al
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Check the DSL reference and use the script to perform all the operations. In the next section,
we will get an overview of DevOps dashboards.

Hygieia — a DevOps dashboard

DevOps dashboards are also an emerging need. The point of having them is to have a view
of all the tools in a single dashboard. Hygieia is an opensource initiative to provide a
unified, configurable, and easy-to-use DevOps dashboard for an end-to-end application
delivery pipeline:

Hygieia (CentOS
6.7)

. Use sudo su Open Five
Keep iptables .
(Firewall) Off whereever Terminals (Non
required Root User)
J J | J
[ [ | [ |
. . Run UI
Run MongoDB Run API Jar Run Git/SVN jar Run Hudson Jar
Commands
J J J J

For the installation, visit https://github.com/capitalone/Hygieia/blob/master/Setup.
md.

[3861
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Once installation and configuration is successfully completed, we can create a DevOps
dashboard that might look something like this:
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We can configure SVN, Git, Sonar, Jenkins, and IBM UrbanCode Deploy in a Hygieia
dashboard.

Self-test questions

State whether the following statements are true or false:

e AWS security groups need to have port 22 as an inbound rule to go further for
configuration management

¢ A deployment build job is configured for manual execution with a parameterized
job
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Summary

In this chapter, we covered how to use a Jenkins build job to execute SSH commands to be
executed on a Chef workstation for configuration management on an AWS instance, and we
also covered setting up permissions for application deployment.

We used the build pipeline plugin as well as the pipeline feature of Jenkins 2.0 for end-to-
end automation. This chapter provided a brief overview of all deployment methods covered
in this book and how they are different from each other. It also provides a brief overview of
deployment methods with respect to the build pipeline.

Finally, we covered the Hygieia DevOps dashboard as it provides an end-to-end unified
view of tools used in the automation process.

“Every new beginning comes from some other beginning’s end.”
— Seneca
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